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Abstract of the contribution: This paper would like to propose further clarification towards the solution for performance improvement and supervision of mIoT terminals.
1.	Discussion
This document aims to propose further clarification towards the solution for performance improvement and supervision of mIoT terminals. 
2 Proposal
It is proposed to make the following changes to the TR 23.791.
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Based on large amount of UE behavioural information from 5GC NF(s) corresponding to UEs in a SUPI list, NWDAF could clusters the UEs into one or more UE groups, where each UE group has an expected UE behavioural information, as defined in Table 6.8.1.2-1.
Table 6.8.1.2-1: Expected UE behavioural information for a UE group provided by the NWDAF
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE is stationary or mobile, e.g. only on demand.  [TS 23.682[5], clause 5.10.1]

	UE Moving Trajectory
	O
	Identifies the UE's expected geographical movement [TS 23.502[3], clause 4.15.6]
Example: A planned path of movement

	Periodic communication indicator
	O
	Identifies whether the UE communicates periodically or not, e.g. only on demand. [TS 23.682[5], clause 5.10.1]

	Communication duration time
	O
	Duration interval time of periodic communication [may be used together with 1)] [TS 23.682[5], clause 5.10.1]
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication [may be used together with 1)] [TS 23.682[5], clause 5.10.1]
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication [TS 23.682[5], clause 5.10.1]
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers  [TS 23.682[5],  clause 4.5.21]

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data [TS 23.682[5],  clause 4.5.21]

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable [TS 23.682[5],  clause 4.5.21]





Figure 6.8.1.2-1: Procedure for expected UE behavioural information provisioning
1. The UDM may subscribe expected UE behavioural information to the NWDAF by invoking Nnwdaf_EventsSubscription_Subscribe service operation. The input for the service operation should be,
-	Event ID
-	Event Filter Information: SUPI List
2. Based on large amount of UE behavioural information from 5GC NF(s) as defined in Table 6.8.1.1-1, NWDAF clusters the UE behavioural information into one or more UE groups in which each UE group has an expected UE behavioural information.
3. The NWDAF notifies the expected UE behavioural information as defined in Table 6.8.1.2-1 to the UDM by invoking the Nnwdaf_EventsSubscription_Notify service operation. The UDM stores the expected UE behavioural information as part of the subscription data for the corresponding UE(s).
Editor's note:  How 5GC determines whether the UE’s behavioural information is abnormal or normal is FFS.
6.8.1.3	Procedure for Massive mIoT terminals misused or hijacked Recognition


Figure 6.8.1.3-1: Procedure for Massive UE are misused or hijacked Recognition
0. As specified in 6.8.1.2-1, the NWDAF provides the expected UE behavioural information for each UE to the UDM. The UDM stores the expected UE behavioural information as part of the subscription data for the corresponding UE.
1. UDM/UDR notifies the updated subscriber data i.e. the expected UE behavioural information for the corresponding 5GC NF (e.g., AMF, SMF) via Nudm_SDM_Notification message. 
2. During a UE communicates with the 5GC NF e.g. AMF, the AMF determines whether the UE’s behavioural information in the 5GC NF matches its expected UE behavioural information, if not, the UE is regards as an exception UE, then
a) The AMF should provide the exception UE behavioural information in the AMF to the NWDAF;
b-c) The AMF should also notify the SMF to provide the exception UE behavioural information in the SMF to the NWDAF.
3. The NWDAF may perform further data analysis on certain UE exception UE behavioural information and find that does not match the expected UE behavioural information, then abnormal behaviour could be expected e.g. be UE misused or hijacked.
4.	Based on analytical result, the NWDAF notifies the proposed application-layer optimization information to the AF, e.g. recommended TCP Window Size, recommended Service Start and End time(e.g. for background data transfer), etc. Also for the untrusted AFs, the message can be send via the NEF.
5.1. The NWDAF may notify exception UE ID and corresponding Exception type to the UDM/UDR to further update the UE subscription information, e.g., Supported SSC mode, default SSC mode, Subscribed S-NSSAI and periodic registration update timer.
5.2. The NWDAF may notify exception UE ID and corresponding Exception type to the PCF, which may create or update the UE policy accordingly.
5.3. The NWDAF may notify exception UE ID and corresponding Exception type to the AMF to adjust the Mobility parameter, e.g. Mobility Restriction, Mobility Pattern and Handover indication. Alternatively, the analytical result may be provided to the AMF via the PCF.
5.4. The NWDAF may notify exception UE ID and corresponding Exception type to the SMF to update session management parameters, e.g. User Plane part of policy rule enforcement, QoS handling for user plane. Alternatively, the analytical result may be provided to the AMF via the PCF. The SMF delivers the related parameters to the UPF, which should be enforced in user plane traffic handling.
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