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1
Discussion 

This paper proposes an enhancement to Solution 1 ("Infrequent small data transfer via NAS-SM") as documented in TR 23.724 to address small data delivery via the NIDD API.
The architectural cornerstones of the proposal are:

-
SMF supports the NIDD API towards the SCS/AS for non-roaming and roaming with local break-out scenarios. In case of home-routed roaming, the H-SMF supports the NIDD API.

-
Whether or not the NIDD API shall be invoked for a PDU session is determined by a per DNN per S-NSSAI "Invoke NIDD API" indication in the subscription. 

-
If the subscription includes an Invoke NIDD API indication and an SMF ID for the S-NSSAI / DNN requested by the UE, then the AMF selects that SMF for the small data PDU session.
-
The SMF ID for a given S-NSSAI / DNN in the subscription can be updated by means of the NIDD configuration procedure. 
-
The SMF performs buffering for unstructured DL data received via the NIDD API while the UE is unreachable. 

The NIDD aspects for solution 1 are documented as a new solution (building on top of solution 1) to allow for alternatives to be documented.

2
Proposal

It is proposed to apply the changes listed below to TR 23.724.
*** First change ***
6.1.2
Functional Description

The following principles apply:

-
Small data transfer via NAS-SM
-
Small data is exchanged between the UE and SMF as payload of SM data transfer message in both uplink and downlink direction. 
-
AMF transparently forwards downlink SM data transfer messages between UE and SMF.

-
NAS transport messages are used to transfer SM data transfer messages between UE and AMF.

- 
The payload container type use for the downlink/uplink NAS transport message carrying SM data transfer message is a new container type “SM data transfer”. This allows the AMF to differentiate between regular SM signaling and SM data transfer and apply overload control accordingly.

-
For uplink NAS transport, the PDU session ID allows the AMF to route the SM data transfer message to the correct SMF as stored in the UE context.  
-
SM data transfer messages are associated with a PDU session.

-
For a UE in CM Idle mode, it should be possible to send an initial NAS transport message with the SM data transfer message as payload. 

NOTE: 
It is currently not possible to send NAS transport message as defined in TS 24.501 [10] as Initial NAS message (the UE needs to perform service request or registration procedure first to establish a secure NAS connection between UE and AMF). It is up to CT1 to decide whether a new NAS message needs to be defined, NAS transport message is extended or service request is extended to transport SM data transfer message. 
-
Supported PDU session types 

-
Small data transfer supports IP and unstructured data
-
Integrity protection, ciphering and header compression

-
Integrity protection and ciphering for small data are performed by AMF (existing NAS PDU integrity protection and ciphering functionality are re-used as is)

-
UE and SMF may perform header compression for IP data

-
AMF selection 

Editor’s note: How to select an AMF supporting Data over NAS is FFS.
-
SMF selection 

-
During the PDU session establishment procedure the UE indicates request for Data Transfer over NAS-SM to be enabled along with the regular information DNN, S-NSSAI if applicable. The AMF takes the Data Transfer over NAS-SM request into account to select an SMF that supports Data Transfer over NAS-SM. 
NOTE: 
Support of API(s) for infrequent small data transmission and capability exposure to AF will be described in other solutions (which build on top of this solution).
*** Next change ***
6.X
Solution X: NIDD API support by SMF for infrequent small data transfer via NAS-SM
6.X.1
Introduction

6.X.1.1
General

This solution applies to Key issue 1 (support for infrequent small data transmission), builds on top of solution 1 (as documented in clause 6.1) and adds support for the NIDD API to the SMF.

6.X.1.2
Architecture reference models 
6.X.1.2.1
General

In addition to the architecture reference models in clause 6.1.1.2 the following sections provide the reference models to support the NIDD API for small data transfer via NAS-SM.
6.X.1.2.2
Non-roaming reference architecture
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Figure 6.X.1.2.2-1: Architecture for small data delivery via NAS and NIDD API (non-roaming)

6.X.1.2.3
Roaming reference architectures


[image: image2.emf]N11

AMF V-SMF H-SMF

N16

VPLMN HPLMN

AUSF

UDM

N10

N8

N12

N13

RAN UE

N1 N2

SCS/AS

Nm

(NIDD API)


Figure 6.1.1.2.3-1: Architecture for small data delivery via NAS and NIDD API (home-routed roaming)
6.X.2
Functional Description

In addition to clause 6.1.2, the following principles apply:

-
Support of NIDD API
-
The NIDD API is supported for PDU sessions of type unstructured.

-
The SMF supports the NIDD API towards the SCS/AS for non-roaming scenarios. In case of home-routed roaming, the H-SMF supports the NIDD API.

-
Whether or not the NIDD API shall be invoked for a PDU session is determined by a per DNN per S-NSSAI Invoke NIDD API indication in the subscription. 

-
If the subscription includes an Invoke NIDD API indication and an SMF ID for the S-NSSAI / DNN requested by the UE, then the AMF selects that SMF for the small data PDU session.
-
The SMF ID for a given S-NSSAI / DNN in the subscription can be updated by means of the NIDD configuration procedure. 
-
The SMF can provide a Maximum Packet Size for unstructured PDU Session to the UE via PCO.
-
The SMF performs buffering for unstructured DL data received via the NIDD API while the UE is unreachable. 

-
SMF subscribes to UE reachability event reporting from the AMF. AMF informs SMF how long a UE is expected to be unreachable (if known to the AMF).
Editor's Note: Interactions with CAPIF are FFS.
6.X.3
Support of EPC interworking

EPC interworking is enabled by the principles documented in clause 6.1.3 with the following differences:

-
NIDD API is terminated on a co-located SMF (capable of small data transfer via NAS) and SCEF, referred to as SMF+SCEF. 

-
Idle-mode mobility from 5GS to EPS is performed as per the procedure described in TS 23.502 [7] clause 4.11.1.3.2 with the following differences:

-
Step 5b: SMF+SCEF maps the PDU session for Data over NAS-SM to an SCEF PDN Connection and sets the Control Plane Only PDN Connection Indication;

-
Idle-mode mobility from to EPS to 5GS is performed as per the procedure described in TS 23.502 [7] clause 4.11.1.3.3 with the following differences:

-
AMF indicates support of CIoT Optimizations when requesting the UE context from the MME via N26;

-
for a PDN connection for which Control Plane Only PDN Connection Indication is set, 

-
(H-)SMF does not select a (H-)UPF;

-
in case of home-routed roaming,

-
Step 14: the AMF selects a V-SMF supporting small data over NAS-SM;

-
Step 14: V-SMF does not select a V-UPF;
Editor's Note: How the same IP address can be used with SCEF is FFS.
6.X.4
Procedures

6.X.4.1
PDU Session Establishment
(non-roaming)

This procedure replaces the PDU session establishment procedure described in clause 6.1.4.1 for non-roaming scenarios. It takes the PDU Session Establishment procedure as described in TS 23.502 [7], subclause 4.3.2.2.1 as the baseline.
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Figure 6.X.4.1-1: PDU Session Establishment enabling Data over NAS-SM and NAS API
1.
The UE sends a PDU session establishment request message as SM payload of a NAS transport message. The NAS transport message contains PDU session ID and a "Data transfer over NAS-SM preference" indication along with other regular information e.g. DNN, S-NSSAI, etc. if applicable. 
2.
If the subscription includes an Invoke NIDD API indication and an SMF ID for the DNN and S-NSSAI requested by the UE, then the AMF selects the SMF identified by the SMF ID. If the subscription includes an Invoke NIDD API indication but no SMF ID for the DNN and S-NSSAI requested by the UE, then the AMF rejects the PDU session establishment request. Otherwise, the AMF takes the received “Data transfer over NAS-SM requested” indication received from the UE into account to select an SMF that supports Data over NAS-SM if available for the requested DNN, and S-NSSAI if it applies. The AMF stores the association of the PDU Session ID and the selected SMF ID in the UE context. 

3.
The AMF forwards the Data transfer over NAS-SM requested indication to the SMF by invoking Nsmf_PDUSession_CreateSMContext request. The SMF replies with an Nsmf_PDUSession_CreateSMContext Response.
4.
The SMF registers with the UDM and retrieves the Session Management Subscription data for the corresponding SUPI, DNN and S-NSSAI).
If the subscription includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE and if an SCS/AS has performed the NIDD Configuration procedure (see clause 6.X.4.5) with the SMF for this UE, then the procedure continues with step 7. If the subscription includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE but no SCS/AS has performed the NIDD Configuration procedure with the SMF for this UE, then the SMF rejects the PDU session establishment with an appropriate cause code.
Editor's Note: Need for support and procedures for Secondary authorization/authentication are FFS.
5.
[Conditional] The SMF selects a UPF.

6.
[Conditional] The SMF configures the UPF for data transfer via N4. 

7.
The SMF sends a PDU Session Establishment Accept providing indication that Data Over NAS-SM is enabled for this PDU session without including the N2 SM container.

8.
The AMF forwards the NAS message to the UE.
6.X.4.2
PDU Session Establishment
(home-routed roaming)

This procedure takes the PDU Session Establishment procedure as described in TS 23.502 [7], subclause 4.3.2.2.2 as the baseline.
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Figure 6.X.4.2-1: PDU Session Establishment enabling Data over NAS-SM and NAS API
1.
The UE sends a PDU session establishment request message as SM payload of a NAS transport message. The NAS transport message contains PDU session ID and a "Data transfer over NAS-SM preference" indication along with other regular information e.g. DNN, S-NSSAI, etc. if applicable. 
2.
If the subscription includes an Invoke NIDD API indication and an SMF ID for the DNN and S-NSSAI requested by the UE, then the AMF selects the SMF identified by the SMF ID. If the subscription includes an Invoke NIDD API indication but no SMF ID for the DNN and S-NSSAI requested by the UE, then the AMF rejects the PDU session establishment request. Otherwise, the AMF takes the received “Data transfer over NAS-SM requested” indication received from the UE into account to select an SMF that supports Data over NAS-SM if available for the requested DNN, and S-NSSAI if it applies. The AMF stores the association of the PDU Session ID and the selected SMF ID in the UE context. 

3.
The AMF forwards the Data transfer over NAS-SM requested indication and the Invoke NIDD API indication (if included in the subscription) to the SMF by invoking Nsmf_PDUSession_CreateSMContext request. The SMF replies with an Nsmf_PDUSession_CreateSMContext Response. 
4.
[Conditional] If the V-SMF has not received the Invoke NIDD API indication, the SMF selects a UPF.

5.
[Conditional] If the SMF has not received the Invoke NIDD API indication, the SMF configures the UPF for data transfer via N4. 

6.
The V-SMF sends the Nsmf_PDUSession_CreateSMContext request including the Data transfer over NAS-SM requested indication to the H-SMF. If the V-SMF has configured a V-UPF in step 5, the V-SMF includes V-CN-Tunnel-Info towards the H-SMF.
Editor's Note: Need for support and procedures for Secondary authorization/authentication are FFS.
7.
The SMF registers with the UDM and retrieves the Session Management Subscription data for the corresponding SUPI, DNN and S-NSSAI).
If the subscription includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE and if an SCS/AS has performed the NIDD Configuration procedure (see clause 6.X.4.5) with the SMF for this UE, then the procedure continues with step 10. If the subscription includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE but no SCS/AS has performed the NIDD Configuration procedure with the SMF for this UE, then the SMF rejects the PDU session establishment with an appropriate cause code.

8.
 [Conditional]  If the subscription does not includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE, then the H-SMF selects a H-UPF.

9.
[Conditional] If the subscription does not includes an Invoke NIDD API indication for the DNN and S-NSSAI requested by the UE, then the H-SMF configures the H-UPF. 

10.
The H-SMF sends a Nsmf_PDUSession_CreateSMContext response to the V-SMF including an indication that Data Over NAS-SM is enabled for this PDU session without including the N2 SM container. If the H-SMF has selected and configured a H-UPF in steps 8 and 9, then the H-SMF also includes H-CN Tunnel Info.
11.
The SMF sends a PDU Session Establishment Accept providing an indication that Data Over NAS-SM is enabled for this PDU session without including the N2 SM container.

12.
The AMF forwards the NAS message to the UE.

6.X.4.3
Mobile Originated Data Transport via NAS-SM and NIDD API
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Figure 6.X.4.3-1: Mobile Originated NIDD procedure
1.
Steps 1-3 of Figure 6.1.4.2-1.
2.
AMF forwards the data to the (V-)SMF handling the PDU session identified by the PDU session ID contained in the NAS transport message. In case of home-routed roaming, the V-SMF forwards the data to the H-SMF. 

3.
When the (H-)SMF receives the uplink data and finds a related NIDD configuration, the (H-)SMF sends the data in an MO NIDD Indication (External Identifier or MSISDN, non-IP data,) to the SCS/AS. If no NIDD configuration is associated with the UE's PDU session, the data is discarded, MO NIDD Indication is not sent, and the flow continues at step 4.
Editor's Note: Whether the PDU session is released is FFS. 
4.
The SCS/AS responds to the H-(SMF) with a MO NIDD Acknowledgement (Cause).
5.
If downlink data is available then the MT NIDD procedure as per clause 6.X.4.4 is executed. Otherwise, if no uplink data is available, clause 6.1.4.2 steps 11-14 are executed. 
6.X.4.4
Mobile Terminated Data Transport via NAS-SM and NIDD API

Figure 6.X.4.4-1 illustrates how SCS/AS sends unstructured (non-IP) data to a given user as identified via External Identifier or MSISDN. This procedure assumes that the NIDD configuration procedure has been completed before.
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Figure 6.X.4.4-1: Mobile Terminated NIDD procedure
1.
The SCS/AS sends a MT NIDD Submit Request (External Identifier or MSISDN, , non-IP data, Priority, PDN Connection Establishment Option) message to the (H-)SMF. The Maximum Latency is an optional field that is used to indicate maximum delay acceptable for downlink data and may be used to configure the buffer duration; a Maximum Latency of 0 indicates that buffering is not allowed. If Maximum Latency is not provided, the  (H-)SMF determines the acceptable delay based on local polices. Priority is an optional field that is used to indicate the priority of the non-IP data packet relative to other non-IP data packets. PDN Connection Establishment Option is an optional field that is used to indicate what the  (H-)SMF should do if the UE has not established the PDU session (wait for the UE to establish the PDU session, respond with an error cause, or send a device trigger; see step 2). If PDN Connection Establishment Option is not provided with the non-IP packet, the  (H-)SMF uses the PDN Connection Establishment Option that was provided during NIDD Configuration to decide how to handle the absence of a PDU Session. 
2.
The  (H-)SMF determines the PDU session based on the S-NSSAI and DNN associated with the NIDD configuration and the user identity. If a PDU session context has been found but the non-IP packet size is larger than the Maximum Packet Size that was provided to the SCS/AS during NIDD Configuration, the  (H-)SMF sends a NIDD Submit Response (Cause) with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 3.


If no PDU session is found, then the  (H-)SMF, depending on PDN Connection Establishment Option, may either:

-
send a NIDD Submit Response (Cause) with appropriate error cause value. The flow stops at this step; 

or

-
perform device triggering towards the UE (via NEF) to establish a PDU session. The  (H-)SMF may use Priority to configure the priority of the device trigger and may use Maximum Latency to configure the validity period of the device trigger. 

In this case, the  (H-)SMF sends a NIDD Submit Response (Buffered Indication, Trigger Indication, cause) with an appropriate cause value. The Buffered Indication indicates if the  (H-)SMF buffered the non-IP data. The Trigger Indication is used to indicate that a trigger was sent in order to establish the PDU session. 

If data is not buffered, the flow stops at this step, otherwise, it proceeds to step 2d; 

or

-
accept the NIDD Submit Request, and execute step 2c with an appropriate cause value, and wait for the UE to establish a PDU session to this  (H-)SMF (step 2d). If data is not buffered, the flow stops at step 2b.

NOTE 2:
The duration for which the  (H-)SMF may wait for establishment of a PDU session to the  (H-)SMF for the given UE is implementation dependent.

3a.
If a PDU session context corresponding to the External Identifier or MSISDN included in step 1 is found but the UE is currently not reachable, then the  (H-)SMF informs the SCS/AS about the unreachability of the UE. The  (H-)SMF may include information when the transmission may be attempted again (re-requested re-transmission time) based on how long the UE is expected to be unreachable.

3b.
The  (H-)SMF buffers the data and waits for the UE to become reachable. 

4.
If the UE is reachable, the  (H-)SMF encapsulates the downlink data as payload in an SM data transfer message. In case of home-routed roaming, the (H-)SMF forwards the SM data transfer message and the PDU session ID to the AMF (via V-SMF in case of home-routed roaming) using the Namf_Communication_N1N2MessageTransfer service operation.
5.
Downlink data is delivered to the UE as per clause 6.1.4.3, steps 3-9.

6.
The (H-)SMF sends an MT NIDD Submit Response to the SCS/AS.

7.
Uplink data, if available, is sent according to clause 6.X.4.3. Otherwise, clause 6.X.4.3, steps 15-18, is executed. 
6.X.4.5
NIDD configuration procedure

Figure 6.X.4.5-1 illustrates the procedure for configuring necessary information at SMF and UDM for data delivery via the NIDD API. The procedure can also be used for replacing and deleting configuration information.

NOTE 1:
In order to avoid MO NIDD failure, the NIDD configuration procedure should be performed by the SCS/AS prior to the UE establishing a PDU session that is served by the SMF. MT non-IP data from the SCS/AS can be contained in the NIDD Configuration Request message.
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Figure 6.X.4.5-1: NIDD configuration procedure
1.
The SCS/AS sends an NIDD Configuration Request (External Identifier or MSISDN, SCS/AS Identifier, NIDD Duration, T8 Destination Address, Requested Action, PDN Connection Establishment Option) message to the SMF. T8 Destination Address is an optional parameter included by the SCS/AS to indicate that the non-IP data is to be delivered to an address different from the address of the requesting SCS/AS. PDN Connection Establishment Option an optional field that is used to indicate what the SMF should do if the UE has not established the PDU session and MT non-IP data needs to be sent (wait for the UE to establish the PDU session, respond with an error cause, or send a device trigger via the NEF; see step 2 of the MT NIDD Procedure in clause 6.X.4.4). When PDN Connection Establishment Option is included in the Configuration of NIDD procedure, the SMF will use the value as the default preference from the SCS/AS when handling all MT non-IP packets associated with the NIDD connection.

When MT non-IP data is included in the NIDD Configuration request message, the SMF can send the MT non-IP data to the UE only after a PDU session to the SMF is established as defined in clause 6X1.4.1 or 6.1.4.2. In such cases, upon successful completion of step 6 of the NIDD Configuration procedure, clause 6.1.4.4 is executed.

NOTE 2:
It is up to the SCS/AS to determine whether and if NIDD Duration can be set to never expire.

NOTE 3:
The SCS/AS is expected to be configured to use the same SMF as the one selected by the AMF during the UE's attachment to the network.

NOTE 4:
A relative priority scheme for the treatment of multiple SCS/AS NIDD Configuration Requests, e.g. for deciding which requests to serve under overload condition, can be applied. This priority scheme is an implementation option that is used locally by the SMF, i.e. it is neither used nor translated in procedures towards other functions.

2.
If the Requested Action is set to "Cancel" it indicates the purpose of the request is to cancel the transaction and the flow proceeds to step 6. If the Requested Action is set to "Update", the purpose of the transaction is to update the parameters associated with the configuration (i.e. PDN Connection Establishment Option). Otherwise, the request is for a new NIDD configuration and the SMF stores the External Identifier or MSISDN, SCS/AS Identifier, T8 Destination Address, PDN Connection Establishment Option, and NIDD Duration. If either the SCS/AS is not authorized to perform this request (e.g. based on policies, if the SLA does not allow for it) or the NIDD Configuration Request is malformed, the SMF performs step 6 and provides a Cause value appropriately indicating the error. Depending on the configuration, the SMF may change the NIDD Duration.

3.
The SMF sends an NIDD Authorization Request (External Identifier or MSISDN, S-NSSAI, DNN) message to the UDM to authorize the NIDD configuration request for the received External Identifier or MSISDN, and to receive necessary information for NIDD, if required.

NOTE 5:
The SMF uses the SCS/AS Identifier and External Identifier or MSISDN that was obtained in step 1 to determine what S-NSSAI and DNN will be used to enable transfer of non-IP data between the UE and the SCS/AS. This determination is based on local policies.

4. 
The UDM examines the NIDD Authorization Request message, e.g. with regard to the existence of External Identifier or MSISDN and maps the external identifier to SUPI and/or MSISDN. If this check fails, the UDM follows step 5 and provides a result indicating the reason for the failure condition to the SMF.

5.
The UDM sends an NIDD Authorization Response (SUPI and MSISDN or External Identifier, Result) message to the SMF to acknowledge acceptance of the NIDD Authorization Request. The SUPI and, if available, the MSISDN (when NIDD Configuration Request contains an External Identifier) or if available, External Identifier(s) (when NIDD Configuration Request contains an MSISDN) are returned by the UDM in this message. This allows the SMF to correlate the SCS/AS request received in step 1 of this procedure with the PDU session established for this subscriber.

6.
The SMF sends an NIDD Configuration Response (Maximum Packet Size, and Cause) message to the SCS/AS to acknowledge acceptance of the NIDD Configuration Request and the deletion of the identified NIDD configuration, if it was requested. If the NIDD Configuration was accepted, the SMF will create an association between the T8 instance ID, External Identifier or MSISDN, SUPI, and PDU Session ID of the unstructured PDU Session. In the MT NIDD procedure, the SMF will use T8 instance ID and External Identifier or MSISDN to determine the SUPI and PDU Session ID of the unstructured PDU Session. In the MO NIDD procedure, the SMF will use the SUPI and PDU Session ID to obtain the T8 instance ID, External Identifier or MSISDN. The Maximum Packet Size is the maximum NIDD packet size that was transferred to the UE by the SMF in the PCO. If no maximum packet size was provided to the UE by the SMF, the SMF sends a default configured max packet size to SCS/AS.
6.1.5
Impacts on existing entities and interfaces

Editor's Note: This clause describes impacts to existing entities and interfaces.

6.1.6
Evaluation

Editor's Note: This clause provides an evaluation of the solution.
*** End of changes ***
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