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Abstract of the contribution: EPC has many overload control mechanisms for small data transmission, this solution to KI7 Overload Control for small data reuses the applicable techniques from EPC in 5GC.
1.
Discussion

In EPC there are several solutions for overload control which are designed to protect various network entities when overload occurs and to prevent overload occurring in the first place. As identified in KI7: Overload Control for small data architectural baseline features such as control plane data back-off timer, control plane overload start indication and service gap as applied in EPC can also be applied to protect 5GC. In addition to the above features we also consider APN rate control from EPC.
The features can broadly be divided into 2 groups:

-
Prevention of overload occurring:
-
APN Rate Control,
-
Service gap.
-
Handling overload situations:
-
Overload start indication,
-
Control plane data back-off timer.

1.1
Prevention Mechanisms for Overload
1.1.1
APN Rate Control
APN Rate Control was introduced in Rel-13 as a rate control mechanism for CIoT EPS Optimisations with the intention to allow operators to offer customers services such as "maximum of Y messages per day". APN Rate Control also allows the network operator to protect the P-GW/SCEF.
APN Rate Control provides 3 settings; 'number of packets per time unit', whether exception reports can be sent then the rate control limit has been reached and if they can the 'number of additional allowed exception report packets per time unit' beyond the rate control limit. The settings for uplink and downlink are separate. The UE observes the limits and the P-GW/SCEF may enforce the limits.
In the 5GS the same mechanism should be applied, with the limits being obtained from the UPF/NEF by the SMF and passed to the UE when a PDU Session is established.
1.1.2
Service Gap

In EPC Service Gap Control is an optional feature for CIoT UEs to control the frequency they access the network by providing a minimum gap between consecutive MO data communication initiated by the UE for delay tolerant applications. This helps to reduce peak loading in the network and allows a distribution of these accesses in time.

As in EPC, for 5GS Service Gap Time should be a subscription parameter and in the 5GC case it should be stored in the UDR/UDM. The Service Gap Time is passed to the UE and AMF and is used to set the Service Gap timer.
As per EPC the UE observes the Service Gap Time restriction and AMF enforces it. When the Service Gap timer is running the UE does not initiate connections for MO data transfer or SMS, unless the MO data is exception data in NB-IoT. The UE can still initiating connections for signalling only and to respond to paging.
1.2
Reaction Mechanisms for Overload
1.2.1
Overload Start Indication

In EPC the MME can request that the eNB reject or permit connections for various cases, for example reject requests for non-exception reporting, allow only connections for mo-exception or mobile terminating services.

In 5GC, a similar general mechanisms exist as described in TS 23.501 clause 5.19.5.2, which allows the AMF to request an AN node to reject connection requests for various reasons.

NB-IoT adds exception reporting which at present is not considered in 5GC and therefore enhancements are required so exception data can be handled in overload conditions.
1.2.2
Control plane back-off timer

In EPC the control plane back-off timer can be returned to the UE in Attach/TAU/Service Accept or Service Reject messages. The UE then uses this timer to delay any further transmission of user data via Control Plane CIoT EPS Optimisation.

The routing of user data transmissions depends upon the solutions for KI1 and KI2. Until the solutions for those key issues are concluded and studied it is not possible to conclude whether a control plane specific back-off timer is required.

Regardless of the solutions of those key issues overload control may occur and if it does then overload state indication can be used to control the overload for small data transmission.
2.
Text Proposal
It is proposed to include the following solution in TR 23.724.
**** Start of Change ****
6.X
Solution #X: Reuse of EPS Overload Control Mechanisms 
6.X.1
Introduction
This solution corresponds to Key Issue 7: Overload Control for small data. 

In EPC there are several solutions for overload control which are designed to protect various network entities when overload occurs and to prevent overload occurring in the first place. As identified in KI7: Overload Control for small data architectural baseline features such as control plane data back-off timer, control plane overload start indication and service gap as applied in EPC can also be applied to protect 5GC. In addition to the above features we also consider APN rate control from EPC.

6.X.2
Functional Description
6.X.2.1
Small Data Rate Control

APN Rate Control was introduced in Rel-13 as a rate control mechanism for CIoT EPS Optimisations with the intention to allow operators to offer customers services such as "maximum of Y messages per day". APN Rate Control also allows the network operator to protect the P-GW/SCEF.

Small Data Rate Control provides 3 settings; 'number of packets per time unit', whether exception reports can be sent then the rate control limit has been reached and if they can the 'number of additional allowed exception report packets per time unit' beyond the base small data rate control limit. The settings for uplink and downlink are separate. The UE observes the limits and the P-GW/SCEF may enforce the limits.

6.X.2.2
Service Gap

In EPC Service Gap Control is an optional feature for CIoT UEs to control the frequency they access the network by providing a minimum gap between consecutive MO data communication initiated by the UE for delay tolerant applications. This helps to reduce peak loading in the network and allows a distribution of these accesses in time.

As in EPC, for 5GS Service Gap Time should be a subscription parameter stored in the UDR/UDM, which is used to set the Service Gap timer, and passed to the UE and AMF.

As per EPC the UE observes the Service Gap Time restriction and AMF enforces it. When the timer is running the UE does not initiate connections for MO data transfer or MO SMS, unless the MO data is exception data in NB-IoT. The UE can still initiating connections for signalling only and to respond to paging.

6.X.2.3
AMF Overload Control

In 5GC general mechanisms exist, as described in TS 23.501 clause 5.19.5.2, which allows the AMF to request an AN node reject connection requests for various reasons related to overload control.

NB-IoT also includes exception reporting which in EPC for the purposes of MME overload control is considered to be NB-IoTs equivalent of emergency access.

AMF Overload Control is enhanced to take into account exception reporting conditions:

- 
reject AN signalling connection requests that are for non-exception reporting; or
-
only permit AN signaling connection requests for exception sessions and mobile terminated services for that AMF.

The AMF can also signal a percentage value of the amount of signaling traffic to be rejected and this can be maintained for NB-IoT.

6.X.2.4
 Control place back-off timer

In EPC the control plane back-off timer can be returned to the UE in Attach/TAU/Service Accept or Service Reject messages. The UE then uses this timer to delay any further transmission of user data via Control Plane CIoT EPS Optimisation.

Regardless of the solutions of those key issues overload control may occur and if it does then AMF Overload Control can be used to control the overload for all small data transmission.
6.X.3
Support of interworking
Editor's note: This clause describes if and how EPC-5GC interworking is supported in this solution.

6.X.4
Procedures

6.X.4.1
Small Data Rate Control

6.X.4.1.1
General

Small Data Rate Control is configured by the UPF or NEF via the SMF. The configuration is performed when a PDU Session is established using the procedure in TS 23.502 clause 4.3.2.2, with enhancements for Small Data Rate Control limits.

During PDU Session Establishment the Small Data Rate Control limits are retrieved from the UPF in step 10b and passed to the UE in the PDU Session Establishment Accept message sent to the UE in steps 11, 12 and 13 of the procedure described in clause 4.3.2.2.1 of TS 23.502.

Editor's note: If and how the NEF provides the small data rate control limits is dependent upon solutions for KI#1 and KI#2 for data arriving in the network using an API.

6.X.4.2
Service Gap

6.X.4.2.1
General

The Service Gap timer is a subscription parameter and is therefore stored in the UDR/UDM. When the Registration procedure is performed as defined in TS 23.502 clause 4.2.2.2 the AMF retrieves the Service Gap Time as part of the Access and Mobility Subscription data and passed to the UE in the Registration Accept message.

At subsequent accesses the AMF verifies that any Service Gap limitations have been observed.

Editor's note: It is FFS whether the AMF can and should provide an indication of the remaining time for a Service Gap time to the UE if the UE accesses the network prior to the service gap timer expiring.

6.X.4.3
Control plane overload start indication

6.X.4.3.1
General

No enhancements are required to the procedures, however additional code points maybe required to signal to the AN node the additional restrictions.
6.X.5
Impacts on existing entities and interfaces
Editor's note: This clause describes impacts to existing entities and interfaces.

6.X.6
Evaluation

Editor's note: This clause provides an evaluation of the solution.

**** End of Changes ****
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