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* * * First Change * * *

4.12.6
UE or Network Requested PDU Session Modification via Untrusted non-3GPP access

The UE or network requested PDU Session Modification procedure via untrusted non-3GPP access is depicted in figure 4.12.6-1. The procedure applies in non-roaming, roaming with LBO as well as in home-routed roaming scenarios.

For non-roaming and LBO scenarios, the functional entities in the following procedures are located in the PLMN of the N3IWF.

The procedure below is based on the PDU Session Modification procedure specified in clause 4.3.3.2 (for non-roaming and roaming with LBO) and on the PDU Session Modification procedure specified in clause 4.3.3.3 (for home-routed roaming).
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Figure 4.12.6-1: UE or Network Requested PDU Session Modification via untrusted non-3GPP access

1.
If the PDU Session Modification procedure is initiated by the UE, the UE shall send a PDU Session Modification Request message to AMF as specified in step 1 of clause 4.3.2.2. The message shall be sent to N3IWF via the established IPSec SA for NAS signalling. The N3IWF shall transparently forward the PDU Session Modification Request to AMF/SMF.

2.
In case of non-roaming or LBO, the steps 1a (from AMF) to 1e and steps 2-3 as per the PDU Session Modification procedure in clause 4.3.3.2 are executed.


In case of home-routed, the steps 1a (from AMF) to 1d and steps 2-3 as per the PDU Session Modification procedure in clause 4.3.3.3 are executed.
   In step 3b of clause 4.3.3.2, if the UE is in the CM-IDLE state over non-3GPP access, the AMF shall not forwards the N1 message to the UE. The AMF acknowledges the step 3b by sending a Namf_Communication_N1N2MessageTransfer Response message ("N1 SM Message Not Transferred") with corresponding cause value, to SMF. The following steps are skipped.
3.
The AMF sends N2 PDU Session Request (N2 SM information received from SMF, NAS message) message to theN3IWF. This step is the same as step 4 in clause 4.3.3.2 (for non-roaming and roaming with Local Breakout) and step 5 in clause 4.3.3.3 (for home-routed roaming).
4.
The N3IWF may issue IKEv2 signalling exchange with the UE that is related with the information received from SMF according to the IKEv2 specification in RFC 7296 [3]. For example, N3IWF may send an INFOMATIONAL Request for deleting the related child SA or the N3IWF may send an IKE_CREATE_CHILD_SA request to create a new child SA.

5.
The N3IWF acknowledges N2 PDU Session Request by sending a N2 PDU Session Response Message to the AMF to acknowledge the success or failure of the request.

6.
In case of non-roaming or LBO, step 7 as per the PDU Session Modification procedure in clause 4.3.3.2 is executed. In case of home-routed, the steps 8-10 as per the PDU Session Modification procedure in clause 4.3.3.3 are executed.

7.
The N3IWF sends the PDU Session Modification Command to UE (if received in step 3) and receives the response message from UE.


Steps 4a/4c and step 7 may happen consecutively. Steps 7b map happen before step 4b/4d.
8.
The N3IWF forwards the NAS message to the AMF.

9.
For non-roaming and roaming with LBO, all the steps after step 10 in clause 4.3.3.2 are executed according to the general PDU Session Modification procedure. For home-routed roaming, all steps after step 13 in clause 4.3.3.3 are executed according to the general PDU Session Modification procedure.
* * * Second Change * * *

4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via a UPF or directly with the DN-AAA server without involving the UPF if the DN-AAA server is located in the 5GC and reachable directly, as described in TS 23.501 [2], clause 5.6.6.

In the case of Home Routed Roaming, unless specified otherwise, the SMF in the information flow defined in this clause is the H-SMF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization by a DN-AAA server
NOTE 1:
Steps 2, 3a, 3f and 4 are not defined in this specification. Steps 3 can be repeated depending on the mechanism used.

NOTE 2:
When the SMF directly communicates with the DN-AAA server without involving the UPF, Step 1 is skipped and Step 2, 3a, 3f, 4 and 6 are executed without involving the UPF.

1.
If there is no existing N4 session that can be used to carry DN-related messages between the SMF and the DN, the SMF selects a UPF and triggers N4 session establishment.

2.
The SMF provides the SM PDU DN Request Container to the DN-AAA via the UPF. The UPF transparently relays the message received from the SMF to the DN-AAA server. The SMF identifies the DN-AAA server based on the SM PDU DN Request Container provided by the UE and on local configuration.

NOTE 2:
The content of the SM PDU DN Request Container is defined in TS 33.501 [15].

3a.
The DN-AAA server sends a Authentication/Authorization message towards the SMF. The message is carried via the UPF.

3b.
Transfer of DN Request Container information received from DN-AAA towards the UE.


In non-roaming and LBO cases, the SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.

In the case of Home Routed roaming, the H-SMF initiates a Nsmf_PDUSession_Update service operation to request the V-SMF to transfer DN Request Container to the UE and the V-SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.
3c:
The AMF sends the N1 NAS message to the UE
In case the PDU session is over non-3GPP access, if the UE is in the CM-IDLE state over non-3GPP access the AMF shall not forwards the N1 NAS message to the UE. The AMF shall acknowledges the step 3b by sending a Namf_Communication_N1N2MessageTransfer Response message ("N1 SM Message Not Transferred") with corresponding cause value, to SMF. The following steps are skipped. 
3d-3e.
Transfer of DN Request Container information received from DN-AAA towards the UE.


When the UE responds with a N1 NAS message containing DN Request Container information, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues an Nsmf_PDUSession_UpdateSMContext response.

In the case of Home Routed roaming, the V-SMF relays the N1 SM information to the H-SMF via a Nsmf_PDUSession_Update service operation.

3f:
The SMF (In HR case it is the H-SMF) sends the content of the DN Request Container information (authentication message) to the DN-AAA server via the UPF.


Step 3 may be repeated until the DN-AAA server confirms the successful authentication/authorization of the PDU Session.

4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide:

-
an SM PDU DN Response Container to the SMF to indicate successful authentication/authorization;

-
authorization information as defined in TS 23.501 [2] clause 5.6.6;

-
a request to get notified with the IP address(es) allocated to the PDU Session; and

-
an IP address (or IPV6 Prefix) for the PDU Session.

5.
The PDU Session establishment continues and completes.
6.
If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP address allocated to the UE together with the GPSI.
When later on an IPV6 Prefix is allocated or released for the PDU Session (using IPV6 multi-homing as defined in TS 23.501 [2] clause 5.6.4.3), the SMF notifies the DN-AAA if the DN-AAA had requested to get notified with the IP address(es) allocated to the PDU Session.

When later on the PDU Session gets released as described in clause 4.3.4, the SMF notifies the DN-AAA.

The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

* * * End Of Changes * * *
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