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1. Discussion
To enable 5GC registration over trusted non-3GPP access, two procedures are defined in TR 23.716:
Procedure A: Specified in clause 6.9.3.3 as part of Solution #9.

This procedure is essentially the same as the registration procedure agreed for untrusted non-3GPP access in TS 23.502 [3], clause 4.12.2.2, and has been extensively discussed in the past.
Procedure B: Specified in clause 6.10.2 as part of Solution #10.

This is a new procedure which uses the EAP-AKA' protocol as a way to transport NAS messages. Below we discuss this new procedure in detail and we summarize our conclusions.

1.1 Comments on Procedure B

The procedure B is illustrated in the figure below together with some embedded comments, shown in blue. Additional comments are provided in the following list.
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Fig. 1.1-1: Procedure B with embedded comments

NOTE 1:
To highlight the difference between the N3IWF as currently specified for untrusted non-3GPP access and the N3IWF included in procedure B, we refer to the latter as "N3IWF*".
1.
The N3IWF* terminates all EAP-AKA' signalling so it appears to be an EAP-AKA' server. However, it does not authenticate the UE. Instead, it performs interworking between EAP-AKA' (employed by the UE) and 5G-AKA (employed by AUSF). This is a hybrid type of authentication where the N3IWF* operates between the UE and AUSF and performs interworking as shown below. 
UE <----EAP-AKA'----> N3IWF*<----5G-AKA---->AUSF 
The UE used EAP-AKA' for authentication but the network uses 5G-AKA for authentication. 
2.
The EAP-AKA' signalling between the UE and N3IWF* is essentially used to transport NAS messages. On the network side, it is not used for authentication. For example, observe that, when the N3IWF* receives the EAP-Response/AKA-Identity message from the UE in step 2g, it does not authenticate the UE based on the AKA identity included in this message (as a normal EAP-AKA server would do) but it extracts the contained Registration Request and forwards it to 5GC in order to trigger 5G-AKA authentication.
3.
If the network decides to initiate an Identity Request after step 3b (i.e. after the reception of the Registration Request), the N3IWF* would need to send another EAP-Request/AKA-Identity to UE, which would carry the NAS Identity Request message. However, this is a misuse of the AKA Identity procedure as specified in RFC4187, which indicates that the EAP server may send another EAP-Request/AKA-Identity to UE when it wants to receive a different type of identity (e.g. the permanent identity). Here, the N3IWF* sends another EAP-Request/AKA-Identity to UE in order to receive an NAS Identity Response.
4. 
In step 2f, it is not clear how the UE decides to include the Registration Request and AN Parameters in the EAP-Response/AKA-Identity message. Apparently, when the UE attempts to connect to a public hotspot with EAP-AKA', the UE should not include a Registration Request in EAP-Response/AKA-Identity. Probably, the N3IWF* would need to include a new attribute in the EAP-Request/AKA-Identity in order to tell to UE to provide the Registration Request. However, even if this is the case, a malicious public hotspot could send this new attribute to UE in the EAP-Request/AKA-Identity and trigger the UE to provide back a Registration Request and AN Parameters. This behaviour could arise many security concerns.
5.
The AUSF executes 5G-AKA but it still needs to provide the Transient EAP Keys (TEKs) to N3IWF*, i.e. the K_aut and K_encr. These keys are needed in N3IWF* in order to encrypt and integrity protect some AKA attributes, according to RFC 5448. There are two issues here: (i) Since the AUSF executes 5G-AKA, why does it need to create transient EAP keys? It appears as if the AUSF executes a hybrid type of authentication; something between 5G-AKA and EAP-AKA'. (ii) As per RFC 5448, the TEKs are created by the EAP server (from the Master Key) and are not communicated outside the EAP server. Here, the TEKs are created by the AUSF and are forwarded to N3IWF*. Clearly, this is a diversion from the principles of EAP-AKA'. In addition, it could enable a rogue N3IWF* ti initiate active attacks, e.g. by modifying the AUTN received by 5GC and providing a wrong AUTN to UE.
6.
Similar comment as above: The AUSF executes 5G-AKA but it is still required to create the MSK and EMSK (which are normally created with EAP-AKA'). These keys are also provided to N3IWF* (in step 8c) and are forwarded to the trusted non-3GPP access network (e.g. to a WLAN AP) for enabling air-interface protection. In a normal EAP-AKA' authentication, the MSK and EMSK are created by the EAP server (i.e. the N3IWF* in this case), not by the AUSF.
7.
Can EAP-AKA' fast re-authentication be used? If yes, which entity creates the fast re-authentication identity for the UE? It is not clear what triggers the N3IWF* to send an EAP-Request/AKA-Identity message to UE requesting the fast re-authentication identity.
8.
It is also not clear if the UE receives a pseudonym identity after the completion of the EAP-AKA', as specified in RFC 5448. Probably a pseudonym identity is not need because the UE is not authenticated with the identity included in the EAP/AKA-Identity but with the identity included in the NAS Registration Request. This indicates again that much of the EAP-AKA' functionality is not required because the EAP-AKA' is used mainly to tunnel NAS messages between the UE and the network.
9.
In addition, it is important to note that the UE must implement a different NAS procedure. Observe that the UE sends a NAS Registration Request and receives NAS Security Mode Command without exchanging any NAS Authentication messages.
Based on the comments above, we believe that the procedure B (specified in clause 6.10.2) is not suitable for supporting 5GC registration via trusted non-3GPP access. In summary, procedure B has the following drawbacks:
-
It requires a different NAS procedure in the UE (see bullet 10 above).

-
It uses the EAP-AKA' protocol as a mechanism to transport NAS messages between the UE and N3IWF*. However, the EAP-AKA' protocol was not designed to operate as a transport protocol but it was rather designed to operate as an authentication protocol.

-
It requires different types of authentication in the UE and in the network: The UE uses EAP-AKA', whereas the network uses 5G-AKA.

-
It requires extensions to the EAP-AKA' protocol, e.g. new attributes in the EAP/AKA-Identity messages and in the EAP/AKA-Notification messages. It also mandates the support of AT_CHECKCODE, although most EAP-AKA implementations do not support it. Note that RFC 4187 specifies that AT_CHECKCODE is optional except:


“If new attributes are specified for EAP-Request/AKA-Identity or EAP-Response/AKA-Identity, then the AT_CHECKCODE MUST be used to integrity protect the new attributes.”


“If the EAP/AKA-Identity messages are extended with new attributes, then AT_CHECKCODE MUST be implemented and used.”


“If the peer includes any attributes other than AT_IDENTITY in the EAP-Response/AKA-Identity message, then the peer MUST include AT_CHECKCODE in EAP-Response/AKA-Challenge or EAP-Response/AKA-Reauthentication.”


“If the server receives any attribute other than AT_IDENTITY in the EAP-Response/AKA-Identity message, then the server MUST check that AT_CHECKCODE is present in EAP-Response/AKA-Challenge or EAP-Response/ AKA-Reauthentication.” 
-
It is not compliant with the EAP-AKA' RFCs which require the authentication of the UE to take place in the EAP-AKA server. Here, the N3IWF* terminates the EAP-AKA' signalling (hence it is the EAP-AKA server) but the authentication is carried out by the AUSF. 

-
It requires the AUSF to employ 5G-AKA but also to create and share with the N3IWF* sensitive security information related to EAP-AKA', such as the transient EAP keys, the MSK, the EMSK, etc.
-
Since many public non-3GPP access networks support EAP-AKA' authentication, it exposes the UE to several active attacks. For example, a (malicious) public non-3GPP access network can trigger the UE to include a Registration Request and AN Parameters (including S-NSSAI, GUTI, etc.) in the EAP-Response/AKA-Identity message. Such information may be exploited by the non-3GPP access network to launch DoS attacks.
-
Finally, it does not bring any benefits over Procedure A which uses an EAP method specifically designed to transport NAS messages and which is already utilized for untrusted non-3GPP access (see TS 23.502, clause 4.12.2.2).
Based on the above discussion the following changes to TR 23.716 are proposed.
* * * Start of Changes * * * 

7
Conclusions

Editor's note: This clause is intended to list conclusions, interim or/and final conclusions, which have been agreed during the course of the work item activities.

7.1
Interim Conclusions on Trusted Non-3GPP Access
The following list summarizes the interim conclusions regarding the support of trusted non-3GPP access:

-
The 5GC registration over trusted non-3GPP access (as required by Key Issue #1 in clause 5.3.1) will be based on the procedure specified in clause 6.9.3.3.

* * * End of Changes * * * 

3GPP

SA WG2 TD


