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	Reason for change:
	The criteria for domain name matching in the PFD does not indicate to which protocol/s (DNS, TLS, etc) and protocol parameter/s (DNS query domain name, TLS Client Hello Server Name Indication, TLS Server certificate’s Subject Alternative Name, TLS Server certificate’s Subject Common Name, etc) it applies to. It is not clear if it refers to “match all protocols” or only to HTTPS traffic (TLS SNI, TLS SAN, TLS SCN). If it refers only to HTTPS traffic (and e.g. domain name=ApplicationX.com), in case ApplicationX is sponsored and the user has no remaining quota, the DNS traffic would not match any of the PFD rules for ApplicationX, so it could be potentially blocked and this would break the Sponsored Data Use Case.
In addition, there are some scenarios where traffic handling can be different for each protocol, e.g. DNS and TLS:

· The QoS to be applied to DNS and video streaming over TLS can be quite different.

· Forwarding actions for DNS shall usually take traffic to a central UPF, while it may be more efficient for video traffic to be forwarded to a local CDN, when available.

· There are well known amplification attacks placed on DNS traffic, so it is useful to perform service chaining to some dedicated firewall function. This may not be the case for TLS traffic.

Based on the above, supporting the possibility to indicate the applicable protocol/s will allow more correct traffic handling.
In addition, the description of the PFD is ambigous as it is not clear what options exist. In addition, acoording to stage 3, PFD ID is optional and only used in case partial updates between NEF and SMF is supported. 

	
	

	Summary of change:
	Clarification on the criteria for domain name matching with support for the possibility to indicate the applicable protocol/s.
Corrections to PFD structure.

	
	

	Consequences if not approved:
	Unclear usage of domain name matching and ambigous PFD structure.
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**** First Change ****

6.1.2.3.2
Packet Flow Description

PFD (Packet Flow Description) is a set of information enabling the detection of application traffic.

Each PFD may be identified by a PFD id. A PFD id is unique in the scope of a particular application identifier. There may be different PFD types associated to an application identifier.

A PFD include the following information:

-
PFD id (optional); and 
-
one of the following:
-
a 3-tuple including protocol, server side IP address and port number; or

-
the significant parts of the URL to be matched, e.g. host name; or

-
a Domain name matching criteria and information about applicable protocol(s).

NOTE:
Based on the agreement between AF and mobile operator, the PFD can be designed to convey proprietary extension for proprietary application traffic detection mechanisms.
**** End of Changes ****

