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Abstract of the contribution: This paper proposes some updates to the agreed changes in CR0045 to 23.501 in S2-181611 to clarify that all control plane messages in inter-PLMN signalling are transferred via the SEPP.
1
Discussion
The current 23.501 specification mentions proxy functionality in inter-PLMN communication at multiple occasions without directly referring to the NF that was designed to handle precisely these messages: SEPP. To avoid ambiguities, it is propsed to add some explanatory text to the SEPP’s definition, explicitly stating that all control plane messages in inter-PLMN signalling are transferred via the SEPP. 

Furthermore, it is proposed to add a clarification regarding the service relaying performed by the SEPP. While there is no difference to a direct service interaction for both endpoints of communication, i.e. Service Producer and Service Consumer, the security mechanisms applied between two SEPPs defined by SA3 [1] should not be impacted by asserting general equality.
2
Reference

[1]

S2-181451
LS from SA WG3: LS on SBI Design and its Security Implications
3
Decision/action requested

SA2 is kindly asked to agree to the changes for clarification as described below, i.e. to revise  the agreed CR0045 to 23.501 in S2-181611 accordingly.
4
Detailed proposal

6.2.17
SEPP

The Security Edge Protection Proxy (SEPP) is a non-transparent proxy and supports the following functionality:

-
Message filtering and policing on inter-PLMN control plane interfaces; and

NOTE:
The SEPP protects the connection between Service Consumers and Service Producers from a security perspective, i.e. the SEPP does not duplicate the Service Authorization applied by the Service Producers as specified in clause 7.1.4.

-
Topology hiding.

Detailed functionality of SEPP, related flows and the N32 reference point, are specified in TS 33.501 [29].

The SEPP applies the above functionality to every control plane message in inter-PLMN signalling, acting as a service relay between the actual Service Producer and the actual Service Consumer. For both Service Producer and Consumer, the result of the service relaying is equivalent to a direct service interaction. How the SEPPs are inserted into the path of the communication is described in TS 29.500 [49].
