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Abstract of the contribution: This paper provides solution to detect encrypted traffic subject to resolve key issue 1 in TR 23.787.
1. Discussion
This paper provides solutions to tackle the following issues in Rel-14 SDCI (sponsor data connectivity improvement):
· Rel-14 SDCI is used only for sponsored data. However, there is a possibility to expand the traffic detection function to more kinds of services, e.g., QoS control, slicing selection/authorization.
· the parameters used for encrypted traffic detection from Rel-14 SDCI is sent in clear text which can be faked by malicious use (e.g., the third-party can fake an SNI for traffic exemption sponsored data while the traffic is not sponsored). 
· the static mapping between identifier and server IP address is too simplistic and does not support all the scenarios. 
To resolve abovementioned issues, this paper proposes to include the new solution to TR 23.787. 
* * * First Change * * * 

6.X
Solution #X: Network-Initiated encrypted traffic detection with agreement between AF and MNO

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

With the agreement between AF and MNO to support encrypted traffic detection and verification, this solution proposes the following features at network functions in support of encrypted traffic detection: 
· SMF determines when to enable encrypted traffic detection and initiates encrypted traffic detection procedure towards NEF as part of PDU session establishment/modification procedure.
· AF provides packet flow description (PFD) to the SMF according to requested traffic information 

· Packet Flow Detection Function (PFDF) is used to generate packet detection rules (PDRs) 

· UPF performs traffic detection based on traffic detection filter, including PFD per session type and PDR, provided by SMF and reports traffic detection information to SMF
· A security mechanism is introduced to provide secure channel between AF and network function in MNO: 
· For the receiver: Public key of receiver shall be used to encrypt and transmit sensitive material and Private key of receiver shall be used to decrypt the contents. 
· For the sender: Private key of sender shall be used to sign the payload/message, and Public key of the sender will be used at the receiver to verify the authenticity of the message.
The security mechanism requires that SMF and AF have negotiated public key with each other using the following negotiation methods: 

· Manually installed by IT and/or verification with the Certificate authority. 

· Diffie Hellman key exchange between AF and SMF during network bootstrap

· TLS protocol between SMF and AF for establishing secure communication. In this case, the Signature and encryption for the protocol’s message e.g. traffic detection is not needed as all the communication is encrypted using shared key.

Editor's Note:
The security mechanism requires evaluation by SA3 WG.

6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
The network initiated Traffic detection procedure is as shown in Figure 6.X.1.
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Figure 1: network initiated Traffic detection procedure

1. [AF to NEF]: Based on agreement, the AF needs to initiate TDS (Traffic detection Service) Configuration Procedure for a UE which enables encrypted traffic transmission. If the AF has no contact details for the NEF, it may determine the IP address(es)/port(s) of the NEF by performing a DNS query using the External Identifier or using a locally configured NEF identifier. 
2. Based on local policies, SMF determines to activate traffic detection service (TDS) for a UE. As part of PDU session establishment request or PDU session modification request or an individual N1 Session Management procedure, the SMF initiates TDS activation procedure to the AF via NEF. The SMF obtains available NEF information from the following method:
· NEF address preconfigured in the SMF (i.e., NEF FQDN); or

· NEF address received from the AMF/UDM; or 
· The SMF invokes Nnrf_NFDiscovery service operation from NRF to discover the NEF address as described in clause 5.2.7.3.2 of TS 23.502.
3. [SMF to NEF]: with NEF address information, the SMF sends Nnef_TDS_Activate_Request message to NEF. This message shall be signed using private key of SMF and optionally encrypted using public key of AF and include the following information: External Identifier of the UE or Group External Identifier for a group of UEs, Requested Traffic Information, e.g. DNN (Data Network Name), Application ID(s), Routing profile (s), which is to be used for identifying the traffics of the UE or a group of UEs; Security parameters of the traffic to be enabled for traffic detection, including a public key, security algorithm, and a random number.

4. The NEF queries UDM for translating the External identifier from the UE identifier, and translates the Application ID to External Application ID. The NEF then further stores SMF information and the External identifier in the UE context. 
5. [NEF to AF]: The NEF sends TFD request message by forwarding the request message sent by SMF towards AF based on UE context stored in Step1, in which the AF address corresponds to either the N33 Destination Address received during TDS Configuration, or the address of the AF which sent the TDS Configuration Request. 
6. Upon reception of the PFD request, the AF firstly verifies the authenticity of the message using its private key, calculates the tag value using the received security parameters and stores the tag value. Further, the AF identifies the traffic to be detected based on Requested Traffic Information, and generates the packet flow description (PFD) which includes PFD ID(s) and detection information according to PDU session type.

· For IPv4 or IPv6 PDU Session type: detection information is a combination of: PDU Session, QFI, IP Packet Filter Set, Application Identifier, wherein the Application ID is an index to a set of application detection rules configured in UPF; IP Packet Filter Set can be based on at least any combination of: Source/destination IP address or IPv6 prefix, Source / destination port number, Protocol ID of the protocol above IP/Next header type, Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask, Flow Label (IPv6), Security parameter index, Packet filter direction.
· For Ethernet PDU Session type; detection information is a combination of: PDU Session, QFI, Ethernet Packet Filter Set, wherein in Ethernet Packet Filter Set can be based on at least any combination of: Source/destination MAC address (specified as address ranges), Ethertype as defined in IEEE 802.3, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q,  Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q, IP Packet Filter Set in case Ethertype indicates IPv4/IPv6 payload, Packet filter direction. 
· For Non-IP Session type: detection information is a combination of NIDD PDU Session Information, Non-IP Data Delivery (NIDD) configuration including packet size, NIDD Duration, AF Identifier, TTRI, T8/N33 Destination Address, TLTRI (T8/N33 Long Term Transaction Reference ID).
7. [AF to SMF via NEF]: In responding to the TFD request message in Step 5, the AF sends a TFD response message to the NEF. This response message shall also be signed using private key of AF and optionally encrypted using public key of SMF. 
The AF sends a TFD response message to the NEF including the information: AF identifier, one or more External Application ID(s), one or more Data Network Name (DNNs) used for each Application identifier and optional S-NSSAI, one or more sets of PFD(s), PFD operation for each Application identifier indicates that the PFD is to be created, updated or removed in the operator's network, TTRI (T8/N33 Transaction Reference ID), which is a parameter refer to TDS request transactions between the NEF and the AF when using N33 interface, TLTRI (T8/N33 long term TR ID), which is a parameter which refers to long term transaction (e.g. TDS Configuration, Group Message Request) between the NEF and the AF when using N33 interface, and tag value for authenticating the traffic flow information, which is calculated using the public key, random number, and selected algorithm.
The NEF translates each external Application Identifier to the corresponding Application Identifier known at the PFDF and forwards the TFD response message in Nnef_TDS_Activate_Response message to the SMF.

9. The SMF verifies the authenticity of the traffic detection response using private key of the SMF. Based on received Nnef_TDS_Activate_Response message, the SMF identifies the corresponding QoS routing profile including QoS flow ID and routing rule and then sends the PFD Management Request message including Application ID(s), one or more PFDs, and PFD operation for each App ID to the Packet Flow Detection Function (PFDF). The PFDF returns the packet detection rules (PDRs) in PFD Management Response messages.
10. [SMF to UPF]: The SMF generates traffic flow detection filter for the control of the traffic detection at the UPF and sends a N4 Session Establishment/Modification procedure for enabling traffic detection to the UPF. The N4 Session Establishment request message contains traffic flow detection filter with the following information: traffic detection indication, PDR, PFD(s) according to PDU Session type, QoS routing profile, reporting frequency of the traffic detection, e.g. per packet, packet numbers/time interval per IP flow/service data flow, start/stop time of traffic detection.
11. The UPF detects the traffic according to the traffic flow detection filter. It also reports the detected traffic information to the SMF. This is corresponding to TS 23.501, clause 4.4.2.2: N4 Session Level Reporting Procedure.

6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
* * * End of Changes * * * 
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