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Abstract of the contribution: This document revisits the issues which led to the introduction of 3GPP PS Data Off function in Rel-14 and discuss the possibility not to introduce the same function in 5GS.
1. Introduction 

In 4G, 3GPP PS Data Off feature is introduced in Rel-14 (WID S2-166375)  to ensure that UE can still do voice service over LTE and to avoid any possible unexpected charging. In this function, the UE reports the Data Off status to the network (both EPC and IMS core) so that the network can prevent the unwanted DL packets based on the data off status reported from the UE. The function is enhanced in Rel-15 (WID S2‑176284) to support up to two lists of 3GPP Data Off Exempt Services, one for UE camping in VPLMN or one for UE camping in HPLMN. 

For 5G, instead of just inheriting the 3GPP PS Data Off function from 4G, it may be worth revisiting the situation to see if the issues in 4G are also applicable for 5GS. Below is a bit more detailed analysis
Note: No change is expected for the 3GPP Data Off function for IMS core, i.e. the UE still reports Data Off status to IMS core regardless of the underlying transport technology.
2. Discussion 
2.1 Terminology used in this document

Data Off setting in the UE intends to allow the user to turn off or turn on the data services (by means of changing the setting). The Data Off setting consists of two states which are “activated” and “deactivated”, and these states are only visible locally in the UE.
3GPP PS Data Off refers to the function introduced from 3GPP Rel-14, in which the Data Off status is reported by the UE to the network when the user changes the Data Off setting in the UE.
2.2 When an UE camps on 2G/3G

In 2G/3G, the UE may be attached to both CS network and PS network. When the Data Off setting is set to “activated”, both the UL and the DL data packets can be prevented if the UE doesn’t have any active PDP context, which means that the implementation in the UE is sufficient to prevent the unwanted data packets.  
2.3 When an UE camps on 4G

2.3.1 Issues if Data Off status is only visible in the UE 

As captured in SID S2-163129 Study on PS Data off function, due to the nature of always-on IP connectivity, there are two main issues (as follows) when Data Off setting is set to “activated” in the UE camping on 4G and if the Data Off status is only visible in the UE: 

Issue#1: All PS domain-based services are potentially impacted, e.g. if all PS user data transfer is prevented, the voice or messaging services will no longer work while the device is under LTE coverage, or the UE may not be able to attach to the LTE network due to the PDN connection towards the default APN not established, or
Issue#2 Unexpected charging for the subscriber due to downlink packets not prevented by the network if UE is attached to LTE network with PDN connection established. 

Note: DL packets not prevented by the network may consist of two parts:

Part 1: Packets that are required for the PDN connection but are not chargeable to the subscriber, e.g. IPv6 Router Advertisement.
Part 2: Packets that will be charged to the subscriber 
Below are examples of the observed behaviour of pre-Rel14 UEs when Data Off is activated on the UE: 
Observed UE behavior-A: UE A from vendor A:

When Data Off is activated on the terminal, different behaviors were observed for different releases as follows:
From a certain release, UE detaches from 4G access and fall back to 3G/2G immediately.

In the earlier release, same behavior as UE B.
If a UE behaves as UE A, the UE cannot attach to 4G, and 2G/3G must be available otherwise this UE will not be able to camp on any radio access, thus no services will be possible. This is Issue#1
Observed UE behavior-B UE B from vendor B:

When Data Off is activated on the terminal, the UE stays in 4G access,
- UL data from UE not allowed 

- DL data if any from GW to RAN and UE but dropped at UE
If a UE behaves as UE B, unexpected charging may occur for this UE. This is Issue#2.
2.3.2 Resolution for 4G – Introducing 3GPP PS Data Off function from 3GPP Rel-14 

In order to resolve the issues as described in chapter 2.3.1 above and allow the UE to stay attached in LTE after Data Off is activated in the UE without generating unexpected charging for the subscriber, the network needs the info of Data Off status in order to prevent the DL data.
During initial Attach, the PDN connection towards the default APN (which can be the IMS APN, or any other APN (ref GSMA IR.88 v15.0.0 clause 6.7) must be established (except for “Attach without PDN connection” which is not relevant here).

If the PDN connection is established towards the APN other than the IMS APN, the UE is expected to prevent the unwanted UL packets, and the EPC network is expected to prevent the DL packets which impose requirement on the UE to report Data Off status to the EPC network. 
Note: There are still DL packets (e.g. IPv6 Router Advertisement) that cannot be prevented by the network at Data Off activation and these packets are not chargeable to the subscriber.  At roaming, these packets may result in revenue leakage at home operator (because these packets will be included in the accounting in the visited network).
If PDN connection is established towards the IMS APN, what services (e.g. voice, SMS, video) are allowed in UL is controlled by the UE, and what services are allowed in the DL is controlled by the IMS network which impose requirement on the UE to report Data Off status to the IMS Core network. 
Regarding what services can be exempted from Data Off (i.e. what services are still allowed when Data Off is activated), TS 22.011 has specified the following:

====TS22.011 v15.1.0====
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Each of the following operator services shall be configurable by the HPLMN operator to be part of the 3GPP PS Data Off Exempt Services:

-
MMTel Voice;


-
SMS over IMS;

-
USSD over IMS (USSI);

-
MMTel Video;

-
Particular IMS services not defined by 3GPP, where each such IMS service is identified by an IMS communication service identifier; 
-
Device Management over PS

-
Management of USIM files over PS (e.g. via Bearer Independent Protocol); and

-
IMS Supplementary Service configuration via the Ut interface using XCAP.
In the above, the first 5 services are IMS services carried by IMS APN and the remaining 3 services are carried over other APNs.

2.4 Consideration of Data Off in 5GS
2.4.1 Data Off Setting in the UE

It’s our understanding that there is still a need for the 5G UE to have Data Off setting to activate Data Off on the device to avoid unwanted data services, especially at roaming when a high roaming fee may be applied. 
2.4.2 Fundamental difference between 5GS and EPS
Per TS23.502 (clause 4.2.2.2 Registration procedures), PDU session setup is optional in Registration, which means that the UE will not fail the initial Registration if no PDU Session is established. 

The above means there is a fundamental difference between EPS and 5GS, i.e. in EPS the UE will fail the initial Attach if no PDN connection is set up, while in 5GS the UE can register to the 5GC without requiring the setup of any PDU Session.

2.4.3 If Data Off status is NOT reported from UE to 5GC
2.4.3.1 No impact on PDU Session towards IMS DNN
If Data Off setting is changed to “activated” in the UE,   

The PDU Session towards the IMS DNN (i.e. PDU Session handling IMS services) shall be maintained if already established or shall be allowed to be established if not yet established. There is no need for UE to report Data Off status to 5GC as the list of services that are exempted from Data Off in downlink is controlled by the IMS core.

2.4.3.2 Proposal not to maintain PDU Session(s) towards non-IMS DNN(s) and the consequence
If Data Off setting is changed to “activated” in the UE, 

it’s proposed that the UE release the PDU session(s) towards the non-IMS DNN(s) if already established, or the UE not allow to establish PDU session towards the non-IMS DNN(s). By doing this, there will be neither UL nor DL packets possible, i.e. the issues observed for UEs camping on 4G do not exist anymore. 

The consequence of this is that none of the services carried on those PDU sessions will be available, including  

IMS Supplementary Service configuration via the Ut interface using XCAP if carried over non-IMS APN, 

Device Management over PS, and

Management of USIM files over PS 

For IMS Supplementary Service configuration via the Ut interface using XCAP, the APN for this service must be home routed according to the note below in GSMA IR.88:
NOTE: The APN for Home Operator Services was formerly known as the "APN for XCAP/Ut". Its name was changed after further IMS-based services beyond Supplementary Services configuration via IMS were identified in GSMA PRD RCC.07 [47] as needing to utilise a PDN located in the HPMN e.g. for XCAP, IMAP and HTTP.  

As far as we know, currently only S8HR is deployed (or planned to be deployed) for VoLTE although the specification allows both LBO and S8HR. In the case of S8HR, it’s possible to use the IMS DNN for “IMS Supplementary Service configuration via the Ut interface using XCAP”. Whether the IMS DNN can continued to be used for “IMS Supplementary Service configuration via the Ut interface using XCAP” in the future depends on whether LBO will be deployed, therefore we’d like to get input if the operators have any plan to deploy LBO for VoLTE before developing a solution. 

For the remaining 2 services, i.e. Device Management over PS, and Management of USIM files over PS, it’s also important to get input what are the use cases that the operators plan to support before developing a solution.
3. Observation, Proposal, and Conclusion
[Conclusion-1] For PDU session for services using IMS DNN, there is no need for UE to report Data Off status to 5GC as the services that are exempted from Data Off in downlink is controlled by the IMS core (and not controlled by 5GC).
[Proposal-1] When S8HR is used for VoLTE, it’s proposed to use IMS APN also for IMS Supplementary Service configuration via the Ut interface using XCAP.

[Proposal-2] It’s proposed to consider the possibility not to report Data Off status from the UE to the 5GC For PDU session(s) towards the non-IMS DNN(s), it’s proposed that the UE releases those PDU session when Data Off setting is changed to “activated” to avoid any packets to/from those DNN(s).

If [Proposal-2] is not agreeable, and reporting Data Off status from UE to 5GC is considered necessary, we would like to get input from the operators what are the use cases that requires such kind of function.

NOTE: When PDU session is maintained, even if the Data Off is known in the network, there may be still DL packets (e.g. IPv6 Router Advertisement) that cannot be prevented by the network at Data Off activation and these packets are not chargeable to the subscriber.  At roaming, these packets may result in revenue leakage at home operator (because these packets will be included in the accounting in the visited network).
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Justification

By introducing the always on IP connectivity in 3GPP network (Release 8), it became difficult for the subscriber to have explicit control of the traffic sent or received by its UE, which could lead to unexpected charging.  In order to give back the control to the subscriber, the “Data off” function has been implemented on the UE. Basically this function, when activated by the user, prevents the UE to send/receive any uplink/downlink traffic to/from the network.  However the “Data off” function is an implementation specific feature locally implemented on the UE. The “Data off” function is not yet defined in 3GPP specifications. As a consequence, there are 2 main drawbacks when existing “Data off” implementation is activated:
· all PS domain based services are potentially impacted. 

The “Data off” function needs to take into account that the IMS-based services will be used by operators to replace existing CS-based services that are currently not impacted when “Data off” is active. Taking a straightforward approach of completely disabling all PS user data transfer will result in such services (e.g. Voice calling or messaging services) no longer working while the device is under LTE coverage.

· unexpected charging for the subscriber is still possible.

As the UE does not notify the network when the Data Off feature is activated, while keeping the PDN connection open, application servers (if the PDN connection provides solely access to an operator's application servers) or Internet hosts (if the PDN connection provides access to Internet and operator's application servers) may go on sending downlink IP traffic to the UE without the network being aware that these packets are to be blocked. If the UE does not send any uplink IP packets, then well-managed operator's application servers may close the service session after a while, but Internet hosts might send unsolicited IP packets (e.g. TCP SYN packets, UDP packets, ICMP packets) to the UE without any time limit. As a consequence the user will be charged for downlink IP traffic even though Data Off feature is activated, leading to customer complaints due to unexpected charging.
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