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Abstract of the contribution: This paper discusses the possibility to align the non-3GPP and 3GPP registration procedures by separating the NAS security and the SA security as it is done in 3GPP access.
Discussion
1- Successful registration case

In 3GPP access, the registration procedure, described in TS 23.502 clause 4.2.2.2.2 is performed with the following steps:
1- After the RRC connection is established, the UE sends the NAS Registration Request message to the AMF through the RAN. 

2- After some optional UE Identity retrieval, the AMF decides to authenticate the UE by invoking an AUSF. 

3- AUSF performs UE authentication with the UE, and the AMF performs NAS security functions (step 9b of the procedure). 
NOTE: Steps 1, 2 and 3 are not dependent on any AS security or N2 procedure.
4- When NAS security is completed (i.e. when NAS SMC Complete is received by the AMF), the AMF computes the KgNB and includes it the Initial Context Setup Request message towards the RAN (step 9c of the procedure). 
NOTE: Similar procedure could be adopted in the non-3GPP access also, i.e. to compute the KN3IWF and include it in an Initial Context Setup Request message to the N3IWF. This would keep parity of AS key computation and context setup.
5- When the RAN has completed the AS security procedure by sending back the Initial Context Setup Response, the AMF continues the registration procedure, which is completed when the AMF sends the NAS Registration Accept (or Reject) to the UE. 
NOTE: Corresponding to the 3GPP AS security, in the non-3GPP case, we have only IPsec establishment between the UE and N3IWF, using the KN3IWF. Successful IPsec establishment between the UE and N3IWF would complete the NGAP Initial Context setup procedure.  
In the current version of TS 23.502 for non-3GPP access, the steps 1, 2 and 3 are performed as in 3GPP access, but then the NAS SMC Complete message is retained by the UE until the IPsec tunnel is established. How this is performed w/o impacts at NAS layer is questionable. As examples: 
· Which layer (NAS or EAP-5G or IKE?) decides to retain the NAS SMC Complete message is not clear;

· Which layer in the UE and on which basis/criteria decides to send a 5G-Complete is not clear;
· When IPsec SA is established, the AS security is completed. But the AMF is not explicitly aware of it. 

An alignment with 3GPP access would be beneficial and would solve the above issues:
· NAS layers on 3GPP and non-3GPP access in both the UE and the AMF;

· There is no need for the non-3GPP NAS layer to retain the SMC Complete message; the EAP-Success (of the EAP-5G) can be used as the last EAP-5G exchange (no need for the EAP-Complete message as with such a behaviour, it is the N3IWF that decides);
· The separation between NAS security and AS security would be clear: as in the 3GPP access (steps 9b and 9c of 4.2.2.2), NAS security will be completed before AS security.
· For the establishment of the AS security (EAP-5G completion and IPsec tunnel establishment), the existing Initial Context Setup Request and Initial Context Setup Response messages can be used.
The differences between the existing non-3GPP access procedure and the proposed procedure are depicted in the two following figures:
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 Figure 1: Existing behaviour
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 Figure 2: Proposed behaviour
2- Failure cases
Failure at EAP-5G layer: there is no difference between existing behaviour and proposed behaviour. In the UE, it is assumed that the EAP-layer would send a report to the upper layer. In the N3IWF, it will send a N2 failure message to the AMF. 

Anyway, if a NAS message such as SMC Request is not received by the UE, or if SMC Complete is not received by the AMF, the NAS Registration procedure is abort due to NAS timers. And in this case, the AMF reacts as in 3GPP access case, i.e. it sends a N2 Release to the N3IWF.
Failure at IPsec tunnel establishment: if the IPsec tunnel cannot be established, the N3IWF being in charge of supervising it, it sends an Initial Context Setup Failure to the AMF. The AMF reacts as in 3GPP access case, i.e. it will send a N2 Release to the N3IWF. 
Proposal

It is proposed to agree on aligning the non-3GPP access and the 3GPP access registration procedures, as proposed in the discussion section. 
Nokia has a corresponding companion CR in S2-181723.
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