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1 Introduction
This document is a follow up to SP-171024 “TSG-wide alignment and way forward on Ultra Reliability” (submitted to TSG-SA #78 in Lisbon in December 2017) and the related preceding documents and LSs (e.g. LS to SA in S2-179646; LS to TSG-RAN in S1-174513; and Vodafone’s RP-172638).
Vodafone is aware of the reply LS from SA plenary in SP-171079 and anticipates that there will be a 3GPP eco-system and wider industry need to support Ultra Reliable services on both EPC and NGC.
The aim of this document is to address 2 issues:
1) Highlight the need for system-wide consideration when developing the needed specifications for URLLC in 3GPP.
2) To show a possible way forward for 3GPP to solve Ultra Reliability.

2 Discussion
2.1 	Design targets
While in Release 15, SA 1 is expected to align their requirements to the capabilities of the Release 15 RATs, the underlying customer, and wider industry segments, requirements in TS 22.261 are not expected to simply “go away”. Instead, ongoing work within 3GPP and outside of 3GPP shows that the requirements are likely to proceed in the direction of the current (December 2017) version of TS 22.261, or even be tightened further (e.g. in terms of packet size and/or reliability).

There is also the considerable difference between RAN’s radio interface requirements and SA1’s end to end service requirements that needs to be addressed.

2.1.1 System-wide consideration of ultra-reliability and latency
Vodafone strongly supports the SA1 work that has led to the requirements in TS 22.261. Vodafone does not believe that – in Release 16 – TS 22.261 should be simply aligned with RAN’s “1ms, 32 bytes, 1*10-5”. 
However, the requirements in TS 22.261 are tough to economically meet with a classical cellular network.
The current focus of the RAN (and SA) work on ultra-reliability has been on the radio interface link. However, there does not seem to have been any consideration about the reliability of ‘commodity’ eNBs and gNBs. 
Furthermore, there is no consideration of the reliability of the system outside of the RAN, such as the Core Network nodes, or the transmission nodes queuing and forwarding GTP-U/UDP/IP packets. A transmission link failure, or a packet being discarded in any of the nodes will affect the achievable reliability of the e2e communication. 
To put the SA1 requirements into context, Wikipedia (at https://en.wikipedia.org/wiki/Carrier_grade) describes ‘carrier grade’ as:
“In telecommunication, a "carrier grade" or "carrier class" refers to a system, or a hardware or software component that is extremely reliable, well tested and proven in its capabilities. Carrier grade systems are tested and engineered to meet or exceed "five nines" high availability standards, and provide very fast fault recovery through redundancy (normally less than 50 milliseconds).”
Owing to the way that one base station only serves a small fraction of a PLMN’s customers, and that there is frequently overlapping coverage with adjacent base stations, a cost effective base station may well target exceeding “4 nines”, rather than “5 nines”, availability.
The low latency requirements of 1 ms (in either TR 38.913 or TS 22.261) also pose severe challenges with regard to the time taken for transmission equipment to detect a link problem and do automatic reconfiguration. Further, any latency of below about 20 ms will probably impose similar problems.
Clearly it is possible to consider specialist implementations that deliver very high reliability RAN nodes, transmission links, and other equipment. However, this is very likely to lose the economies of scale that underpin 3GPP’s success. 
Therefore, Vodafone believes that a system-level study needs to be performed to understand how 3GPP can provide cost effective solutions for the needed levels of reliability and low latency across the e2e communication. Therefore, we believe that SA2 involvement is needed along with RAN expertise.
Proposal 1: Agree that a system level approach to ultra-reliability needs to be adopted.

3	A Candidate Concept for Ultra-Reliability and Low Latency
Note: this candidate solution is intended to show that achieving ultra-reliability and low latency with commodity, 3GPP equipment may well be feasible. It is not intended to exclude other solutions, but, it is intended to show the scope of what a SID on this topic may need to cover.
The basic concept is that 1*10-6 availability could be achieved by two (statistically) fully independent systems that each provide 1*10-3 availability.
A key enabler for this comes from the “option 3” dual connectivity architecture which is likely to provide large numbers of UEs that have the hardware for using two LTE/NR transmitters/receivers simultaneously. 
This could enable one UE to simultaneously communicate with two independent base stations (on different frequencies/bands), which are connected to fully independent networks. 
For the low latency situations, there is too little time available to detect the failure of one part of one network, and open up communication on the other network. Hence all data would be duplicated across both networks.
For an industrial situation, aspects of the concept include:
a) The two base stations could both be NR, or both LTE, or one of each. Either or both EPC and NGC could be used.

b) Because the UE needs to split its transmit power across two networks, more base stations are used than would be needed for a network designed to just provide “coverage”.

c) Independent “uninterruptible” power supplies would be used for the two networks.

d) The UE needs two independent NAS software stacks, However, this seems to be common in large numbers of dual SIM devices.

e) The mobile’s cell reselection mechanisms need modification to ensure that the “second receiver” camps on the different frequency layer (and possibly different base station site) to the “first receiver”.

f) Aspects of packet loss at inter-cell handover need to be investigated (this is believed to now be part of future Release 15 work in TSG-RAN for both NR and LTE).

g) Handover algorithms need to take into account the need to keep the two transceivers on different frequencies.

h) DECOR mechanisms can ensure different MMEs are used (c.f. different slice IDs for different AMFs). The MMEs could be from different vendors to avoid a communication encountering the same software bug on both networks.

i) Cacheing of multiple security vectors in the MMEs may allow a commodity HSS to be used with a single IMSI for the UE. Some SA3 (and CT1) work is then needed to ensure that the UE does not detect “out of sequence” vectors. More generally, investigation of single IMSI vs dual IMSI solutions is needed.

j) Different APNs can be used for the first and second receiver to enable SGW/PGW diversity.

k) The suitability of UDP/IP as a transport for GTP-U packets may need to be checked and/or GTP/TCP/IP investigated.

l) Established transmission technologies for redundant routeing may be investigated.

m) Development of a UE <-> application server protocol to enable duplicate packets to be discarded needs to be investigated.


Proposal 2: SA2 to draft a Study Item that aims to provide solutions for Ultra Reliability using commodity 3GPP hardware (i.e. at least EPC based solutions). The SID timescale should endeavor to permit any subsequent normative work to complete in Release 16.

4 Conclusion and Proposals
Proposal 1: Agree that a system level approach to ultra-reliability needs to be adopted. 

Proposal 2: SA2 to draft a Study Item that aims to provide solutions for Ultra Reliability using commodity 3GPP hardware (i.e. at least EPC based solutions). The SID timescale should endeavor to permit normative work completion in Release 16.
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