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1. Proposal
In order to enable support of Trusted Non-3GPP Access Networks in the 5G system, the following changes are proposed to TR 23.716:
* * * 1st Change * * * 

6.x
Solution #x: Support of Trusted Non-3GPP Access
6.x.1
General Concepts
A Trusted Non-3GPP Access Network (TNAN) is considered an access network that: 
(a) Employs an access technology not specified by 3GPP (e.g. WLAN);

(b) Can connect to 5GC by exposing north-bound interfaces compliant with N2/N3; and 
(c) Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is currently not considered. 
Editor’s note: It is FFS if the trust establishment should be considered. Trust could be established, for example, by applying certain security mechanisms on the interfaces between the TNAN and the 5G core (5GC) network.
From a functional point of view, a TNAN is composed of two types of network functions (see Figure 6.x.1-1): 
(i)
A Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired technology. In case of a WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's WLAN IEEE 802.11 link defined in IEEE Std 802.11-2012.
(ii)
A Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables UE connectivity with the 5GC over the non-3GPP access. 
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Figure 6.x.1-1: Types of network functions in TNAN
Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication can enable inter-TNGF mobility.
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Figure 6.x.1-2: High-level Architecture of TNAN
6.x.2
Reference Architecture
The architecture diagrams in this clause are based on the architecture diagrams in TS 23.501 and show the main network functions required to support trusted non-3GPP access networks in 5GS. Other network functions are not shown for simplicity.
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Figure 6.x.2-1: Non-roaming and LBO Roaming Architecture for TNAN
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Figure 6.x.2-2: Home-routed Roaming Architecture for TNAN
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Figure 6.x.2-3: Roaming Architecture – different PLMNs for TNAN and 3GPP access
6.x.2.1
Network Functions
Trusted Non-3GPP Access Point (TNAP): This is the function that provides UE-access to the TNAN. For instance, it can be a WLAN access point, an Ethernet switch, etc. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted Non-3GPP Gateway Function (TNGF): This is the gateway function that enables connectivity with 5GC. The TNGF supports the following functions:
-
Terminates the N2 and N3 interfaces to 5GC.

-
Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN (see the registration flow below).
-
Implements the AMF selection procedures specified in TS 23.501.
-
Uses the TNGF key received from AMF to establish a secure NW2 connection with a UE.
-
Transparently relays NAS messages between an NW2 connection and the associated N2 connection.
-
Handles N2 signalling from SMF (relayed by AMF) for supporting PDU sessions and QoS.
-
Transparently relays PDU data units between an NW3 connection and the associated N3 connection.
-
Implements a local mobility anchor within the TNAN.

-
Supports inter-TNAN mobility by using signalling over the Tn interface.
6.x.2.2
Reference Points

The following new reference points are introduced:

Yt
A reference point between the UE and the TNAN that depends on technology applied by the TNAN and is outside the scope of 3GPP. In case the TNAN is a WLAN, the Yt reference point transports IEEE 802.11 messages.
NW2/NW3
A reference point between the UE and the TNGF. This reference point implements two interfaces: A control-plane interface referred to as NW2 and a user-plane interface referred to as NW3. The NW2 interface is used to create a secure NW2 connection between the UE and the TNGF for transferring NAS signalling. The TNGF transparently relays NAS signalling between an NW2 connection and the associated N2 connection. The NW3 interface is used to create one or more NW3 connections between the UE and the TNGF, each one for transporting one or more QoS flows. The TNGF transparently relays PDU data between an NW3 connection and the associated N3 connection.
Editor’s Note: More details of the user-plane are FFS.
Tn
A reference point between two TNGFs. Traffic over this reference point facilitates inter-TNGF mobility.
N2
The N2 reference point specified in TS 23.501 with possible additions.
N3
The N2 reference point specified in TS 23.501 with possible additions.
Editor’s note: It has to be studied if additions/enhancements to N2/N3 reference points are needed.

Editor’s Note: It has to be studied if the FFS reference point is needed.
6.x.3 
Procedures
6.x.3.1 
TNAN Selection
When a UE wants to register to 5GC via a TNAN, the UE discovers all non-3GPP access networks available at its present location and determines which of these access networks are TNANs (as defined in clause 6.x.1).
Editor’s note: How this is determined is left FFS. The UE could use WLAN provided information, ANQP or other pre-association methods for such determination.
If available, the UE shall use its Access Network Discovery and Selection Policy (see ANDSP in TS 23.503) to select a TNAN out of the available TNANs.
6.x.3.2 
Selection of the EAP-5G Method
A TNAN may be deployed to support (a) only UEs that want to connect to 5GC, or (b) both UEs that want to connect to 5GC and UEs that use the TNAN for other purposes (e.g. to access the Internet, to connect to EPC, etc.). For example, a trusted WLAN AN may use a single SSID to serve UEs that connect to 5GC and also other UEs that do not connect to 5GC. In the latter case, the TNAN supports different categories of UEs and it needs to select a different EAP method for authenticating the different UE categories. Specifically:
-
For the UEs that want to connect to 5GC via the TNAN, the EAP-5G method should be selected, which enables the transport of NAS signalling between the UE and the 5GC. This method is specified in TS 23.502 for untrusted non-3GPP access and is further specified in the next clause for trusted non-3GPP access.
-
For the UEs that do not want to connect to 5GC via the TNAN, any other EAP method should be selected besides EAP-5G (e.g. EAP-AKA, EAP-TLS, etc.). How these UEs are authenticated and how they operate within the TNAN is outside the scope of this document.
In order for a TNAN to determine which UEs attempt to access the TNAN in order to connect to 5GC, the following principle is used:
-
UEs that attempt to access the TNAN in order to connect to 5GC shall provide a 'special username' in the EAP-Request/Identity message. This 'special username' triggers the TNAN to select the EAP-5G method. Note that the username in the EAP-Request/Identity is not really used when the EAP-5G method is selected because the UE identity (e.g. the 5G-GUTI) is communicated in the first EAP/5G-NAS message sent by the UE. This is shown in the registration flow below.
Note that many EAP methods use of a 'special username' to facilitate EAP method selection. For example, a UE that wants to use EAP-AKA' provides a username = 6<IMSI>; see TS 23.003.
Editor’s note: The format of the 'special username' in the EAP-Request/Identity message is FFS.
6.x.3.3 
Registration and NAS transport
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Figure 6.x.3.3-1: 5GC Registration via TNAN
The above figure shows how a UE can register to 5GC via a TNAN. The procedure shown is the same as the registration procedure for untrusted non-3GPP access in TS 23.502, clause 4.12.2.2, with the following differences:

-
The UE does not use IKEv2 to connect to the TNAN. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA, Ethernet, IEEE 802.3, IEEE 802.11, etc.
-
In step 3, the UE may provide a special username to indicate that it wants to use the EAP-5G method (see the previous clause). The TNAP can be configured to route AAA requests to a TNGF based on the realm and/or the username provided by the UE.
-
After successful authentication the UE creates a TNGF key which serves as a master session key for establishing a secure connection between the UE and TNAN. The same TNGF key is also created by the AMF and is provided to TNGF in step 9a. The TNGF may transfer this key to TNAP. In case of a trusted WLAN AN, the TNGK key is used to derive the Pairwise Master Key (PMK) that is further used to protect the data traffic over the air.
-
In step 11 a secure connection is created between the UE and the TNAN by using the common TNGF key. How this secure connection is created depends on the TNAN technology. For example, in case of a trusted WLAN AN, step 11 includes a 4-way handshake (see IEEE 802.11-2012) which establishes a security context between the WLAN AP and the UE and is further used to protect unicast and multicast traffic over the air. Between the TNAP and the TNGF a secure point-to-point link is established with a method outside the scope of 3GPP.
-
The secure connection established in step 11 creates an NW2 interface between the UE and the TNGF.
-
In step 9b the UE receives a TNGF-MAC-Address. This is the MAC address to which the UE will be sending NAS signalling over the established secure connection. This MAC address is allocated specifically for transporting NAS signalling between one UE and the TNGF.
-
After the secure connection is established in step 11, all subsequent NAS messages are exchanged between the UE and the TNGF via the secure connection and by using the allocated TNGF-MAC-Address. The TNGF maintains an association between a secure connection and an N2 connection. Any message received via the N2 connection is forward to a UE by using the associated secure connection (and vice versa). The TNGF transparently forwards 
Editor’s Note: Additional procedures e.g. for User-Plane establishment, Session Management, QoS, etc., are FFS.
* * * End of Changes * * * 
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