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1
Discussion

SA3 has endorsed security goals for the work on SBA in http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_88Bis_Singapore/Docs/S3-172533.zip 

One part of this endorsement was to standardize for 5G SBA in Rel-15 the message content authorization
( i.e “Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”) and that the authorization should consider the network edge, each NF, and the NRF.

There are several options to allocate responsibility for storing, distributing, and enforcing authorization policies in 5G, and each option has specific pros and cons:

· central repository, e.g. the NRF, can take care of the dynamic nature of NFV and orchestration

· each NF, because the NF “knows” best about its service and specific threats

· edge filter elements at trust domain borders, as this is established practice, and reduces filter requirements for internal traffic

All of the above options should be considered and could complement each other, e.g. by having basic authorization policies and enforcements in every NF, which can be overridden by a repository-provided policy in case such repository is available. Edge proxies towards 3rd parties and roaming partners certainly play a key role for defense in depth.
Considering this our specification for NF authorization needs some updates as follows.
1) Authorization needs more normative text.
2) The NF type is as service authorization information not sufficient. It is important to include a realm/origin of consumers in this profile information, so that the NF Service Producer can distinguish internal and external consumers, and different external consumers according to presence of (possibly different) roaming agreements.

3) A plain yes/no for "allowed to consume NF Service(s)" is not sufficient. We know from the past that we must at least distinguish messages/functions that are for internal use only, for those cases where internal and external requests use the same reference point (= service). So either the service definition must be sufficiently granular, or the policy must provide granularity on message type level

Proposal1: to update our specification accordingly (see proposed change 1)
Endorsed SA3 goal #3: A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.






2. Proposed changes to 23.501:

First Change
7.1.4
Network Function Service Authorization

NF service authorization shall ensure the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information shall be configured as one of the components in the profile of the NF Service Producer. It shall include the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer.
Due to roaming agreements and operator policies, a NF Service Consumer shall be authorized based on UE/subscriber/roaming information and NF type, the Service authorization may entail two steps:

-
Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.
NOTE 1:
When NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.
-
Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service, with a request type granularity. This is performed on a per UE, subscription or roaming agreements granularity. This type of NF Service authorization shall be embedded in the related NF service logic.

NOTE 2:
The security of the connection between NF Service Consumer and NF Service Producer is specified in SA WG3.

NOTE 3: It is expected that an NF authorization framework exists in order to perform consumer NF authorization considering UE, subscription or roaming agreements granularity. This authorization is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.

                                  End of Changes
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