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Abstract of the contribution: This paper proposes to update the procedure about the secondary authentication/authorization by a DN-AAA server.
1.
Discussion
If the clarification proposed in TS 23.501 would be agreed, it is also proposed to update the procedures in TS 23.502. 
First, it intends to clearly indicate the condition which a UE provide SM information required to support user authentication by the DN. The followings are considered
A. pre-configured (pre-provisioned) policy 

B. Application triggering as described in Figure 5.2.6.1-1: Application Trigger service

C. Indication via PCF/NEF from DN-AAA server (targeted to a UE)
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Second, it intends to clarify that at any time it can be possible to update DN authorization data for a PDU session, while the current text describes only the revocation of authentication.
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2.
Proposal
The following changes are proposed in TS 23.502.
**** Start of 1st Change ****
4.3.2.2.1
Non-roaming and Roaming with Local Breakout

This clause specifies PDU Session establishment in the non-roaming and roaming with local breakout cases. The procedure is used to establish a new PDU Session as well as to hand over an existing PDU Session between 3GPP access and non-3GPP access.
In case of roaming, the AMF determines if a PDU Session is to be established in LBO or Home Routing. In the case of LBO, the procedure is as in the case of non-roaming with the difference that the AMF, the SMF, the UPF and the PCF are located in the visited network.
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Figure 4.3.2.2.1-1: UE-requested PDU Session Establishment for non-roaming and roaming with local breakout

The procedure assumes that the UE has already registered on the AMF thus the AMF has already retrieved the user subscription data from the UDM.

1.
From UE to AMF: NAS Message (S-NSSAI, DNN, PDU Session ID, Request type, N1 SM container (PDU Session Establishment Request)).


In order to establish a new PDU Session, the UE generates a new PDU Session ID.


The UE initiates the UE Requested PDU Session establishment procedure by the transmission of a NAS message containing a PDU Session Establishment Request within the N1 SM container. The PDU Session Establishment Request may include a PDU Type, SSC mode, Protocol Configuration Options.

The Request Type indicates "Initial request" if the PDU Session Establishment is a request to establish a new PDU Session and indicates "Existing PDU Session" if the request refers to an existing PDU Session between 3GPP access and non-3GPP access. The Request Type indicates "Emergency Request" if the PDU Session Establishment is a request to establish a PDU Session for emergency services. The Request Type indicates "Existing Emergency PDU Session" if the request refers to an existing PDU Session for emergency services between 3GPP access and non-3GPP access.

The NAS message sent by the UE is encapsulated by the AN in a N2 message towards the AMF that should include User location information and Access Technology Type Information.

The PDU Session Establishment Request message may contain SM PDU DN Request Container containing information for the PDU Session authorization by the external DN.


The AMF receives from the AN the NAS SM message (built in step 1) together with User Location Information (e.g. Cell Id in case of the RAN). 

The UE shall not trigger a PDU Session establishment for a PDU Session corresponding to a LADN when the UE is outside the area of availability of the LADN.
Based on pre-configured/pre-provisioned policies, Application triggering, or the indication via PCF/NEF from DNN server (targeted to a UE), the UE may provide SM information required to support user authentication by the DN.
////// The remain steps are omitted.
**** Start of 2nd Change ****
4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment 

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via the UPF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization

NOTE 1:
Steps 2, 3a, 3h and 4 are not defined in this specification. Steps 3 may be repeated depending on the mechanism used.
1.
The SMF triggers the N4 session establishment and provides the SM PDU DN Request Container in an N4 Data Forwarding message to the selected UPF. The SMF identifies the DN-AAA server based on the SM PDU DN Request Container provided by the UE.
NOTE:
The content of the SM PDU DN Response Container is defined in TS 33.501 [15].
2.
The UPF relays to the DN-AAA server the SM PDU DN Request Container received from the SMF.
3a.
An authentication/authorization procedure takes place between the UE and the DN-AAA server with messages transported via N4, N11 and N1.
3c.
The SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the NAS message towards the UE. 

3d-3e:
The AMF sends the N1 NAS message to the UE

3f.
When the UE responds to the N1 NAS message, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation.

3g-3h:
The SMF requests the UPF to transfer the authentication message back to the DN-AAA server by sending an N4 message to the UPF.
NOTE:
After the successful authentication of step 3, at any time, a DN-AAA server may revoke the authorization for a PDU session or update DN authorization data for a PDU session. According to the request form DN-AAA server, the SMF may release or update the PDU session. 
4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide a SM PDU DN Response Container to the UPF to indicate successful authentication/authorization.

5.
The UPF returns an N4 Data Forwarding message to the SMF containing the SM PDU DN Response Container.

6.
The SMF responds to AMF with Nsmf_PDUSession_UpdateSMContext response.
**** End of Changes ****
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3c. Namf_Communication_N1N2MessageTransfer











3f. Nsmf_PDUSession_UpdateSMContext (N1 SM message)












