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Abstract of the contribution: In this document, a new method for doing registration and re-registration over untrusted non-3GPP is proposed. The method benefits from using standard IKE in RFC 7296 and with NULL authentication as described in RFC 7619. This enables common procedures towards the AMF regardless of whether 3GPP or non-3GPP access is used.
Discussion

Several approaches have been discussed in SA2 for registration over untrusted non-3GPP access in general and for the transport of NAS messages between UE and N3IWF in particular. In last SA2 meeting two proposed methods for transporting NAS in IKE were:
-
Nokia S2-173178. 
-
Motorola Mobility S2-173749 
Also several other approaches and variants have been discussed offline and on the mailing list.
S2-173178 suggested to send NAS in IKE as new 3GPP-specific Vendor Id (VID) payload but challenges where identified when the AMF during authentication phase in some rare cases need to either request the permanent user identity or decide to fallback to full authentication. That handling (although rare events) put some extra requirements on IKE level that was not according to the current standard. We regard this option as feasible but concerns have been raised that it would require too much special handling in IKE.

S2-173749 suggests having NAS transported inside a new EAP-5G method between UE and N3IWF.This is from standards perspective a doable solution but it is far from optimal. Several extra RTTs are needed between UE and N3IWF to start and finish the EAP-5G method and also there will be two EAP sessions running on top of each other between UE and the network (one is terminated in N3IWF and the other in AUSF).
Both the approaches (S2-173178 and S2-173749) uses the same N2/NAS between N3IWF and AMF as on 3GPP access. 
In this paper, we propose a method not discussed before but that is worthy of consideration. It relies on establishing a “temporary” IPSec tunnel that can be used for NAS signaling before the actual mutual authentication is done on NAS level. This “temporary” IPSec tunnel is created using a NULL IKE authentication method described in RFC 7619 which is used when authentication is not needed on one or both ends of an IKE tunnel.
With this method, the UE and N3IWF can still provide IKE user identities but chose not to authenticate and, if that is according to the receiving side policy, it can be accepted. Then an IPsec SA for NAS signaling can be established immediately after one round of IKE authentication request/response (with AUTH payload) but before NAS signaling is exchanged. This SA will not be authenticated and thus has no purpose from a security perspective. It is just used to establish a signaling channel for NAS between UE and N3IWF. The authentication of the UE is left for the AMF/AUSF to accomplish and will be done in the remaining NAS registration procedure. If the network fails to authenticate the UE, a NAS reject message is sent to the UE, the N2 connection is terminated and as result of that the “temporary” IKE and IPsec SA is also terminated. Therefore, there is no risk that the UE can miss-use the unauthenticated IKE and IPsec SA if not a successful registration procedure is completed.
After the IPsec SA is established, the registration and re-registration procedure can continue with NAS exchanges over the IPsec SA.  When the UE has been authenticated by the network (AUSF), a derived key is sent to AMF and N3IWF, which is used for IKE authentication. The UE sends a new IKE_AUTH request with AUTH payload derived from the output keys of the EAP authentication and N3IWF authenticates it. Also N3IWF is authenticated by the UE with the AUTH payload in the IKE AUTH response. 
Benefits include:
-
NAS in only sent in IPsec SA and not in IKE or in a new EAP method. It can be noted that NAS transport over IPSec is already part of the conclusions regarding non-3GPP access in 5GS. There is thus one single transport for NAS irrespective of what procedure is executed (registration, PDU Session Establishment etc). This simplifies implementations.
-
N2 is equal for 3GPP and non-3GPP access.
This contribution proposes updates to 23.502 to update the non-3GPP registration.

Proposal
The following changes are proposed to be applied to TS 23.502.
**** First Change ****
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.

In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration procedure for untrusted non-3GPP access
1.
The UE connects to an untrusted non-3GPP access network and it is allocated a first IP address with procedures outside the scope of 3GPP. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. In step 2b, the UE is using NULL authentication as described in RFC 7619 [X] and provides a user identity which is used by N3IWF to do AMF selection in step 3a. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID . In step 2c, the N3IWF provide its identity and use NULL authentication [X]. The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters (e.g. slice information). This completes the IKE SA and the signalling IPsec SA. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.
Editor's note:
It is FFS if GRE encapsulation for NAS messages is required.
Editor’s note: It is FFS if impact to IKEv2 can be avoided by carrying the AN parameters in step 3a instead.
3.
The UE sends a Registration Request message in the IPsec SA. The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause TBD. The Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's Temporary User ID was included in the AN parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.
4.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE . The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.
NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.
5.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the NAS messages are sent in the IPsec SA. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.
6a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.
Editor's note:
It is FFS how and when the AMF gets UE subscription data.
6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.
6c. The N3IWF shall send an NAS over IPsec (EAP-Success, SMC request) message to UE
7.
The UE second IKE_AUTH exchange with the N3IWF including an AUTH payload derived from the N3IWF security keys. This completes the authentication of the IKE SA between the UE and N3IWF.
Editor’s note: Whether the second IKE AUTH exchange is compliant with RFC 7296 and RFC 7619 is FFS.
8
The UE responds with a NAS SMC Complete message, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.
9.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.
For subsequent registration procedure when the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN, the same procedure as described above is completed but a temporary identity is used in step 3a resulting that the correct AMF where the UE is registered is selected in step 3b. The UE is using the security context from the previous registration, which allows the AMF to not initiate a full authentication for the UE.
**** End of Changes ****
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