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Abstract of the contribution: This contribution proposes call flow description of Service request procedure for untrusted non-3GPP.

Discussion 
This paper proposed to define the SR procedure for the Non 3GPP, there are the following two possible solutions:
Solution 1: If the UE is in CM_IDLE state, the UE shall include the AUTH parameter or the new flag to indicate the N3IWF the SR procedure. Then the N3IWF will not create the Registration Request message, but forward the NAS message (e.g. Service Request) received from the NAS signalling IPSec to the AMF over N2 message.

Pro: keep alignment with 3GPP side. Service Request procedure is used by a 5G UE in CM‑IDLE state to request the establishment of a secure connection to an AMF. 

Con: As the NAS IPSec establishment between the UE and the N3IWF is executed without the Security Key from AMF, then the public key signature based authentication with certificates shall be used by the UE and N3IWF in the IKEv2 procedure. It requires the operator to configure the certificate profiles to the UE and N3IWF. In 4G, there are ePDG certificates. But for the UE side, this is a new requirement. It not only needs certificate profile configured to the UE, but also needs mechanism to check the validity of those certificate profiles, which brings more work to the network side.  
Additionally, the N3IWF should distinguish the Service Request procedure with the Registration procedure, it also results in the N3IWF complicated. 

Solution 2: If the UE is in CM_IDLE state, the UE will firstly use periodical registration procedure to establish the signalling connection between the UE and the AMF, and then send the Service Request message to the AMF over N1.
Pro: No new requirement for the N3IWF. No need to configure the certificates to the UE and the N3IWF.  
Con: The periodical registration procedure should be performed before the SR. 

Proposal
It is proposed to apply Solution 2 for the UE_initiated Service Request procedure. In addition, it is proposed for the UE to include the "active flag" in the IKE_AUTH request message. It is used to indicate the AMF that the N1 connection should be kept after the periodical registration procedure. Then the UE can go on sending the Service Request over NAS IPSec SA and N2. Otherwise, based on the normal periodical registration procedure, the N1 connection should be released when the procedure is completed. 
BEGIN CHANGES

4.12.x UE triggered Service Request procedure in CM_IDLE state via untrusted non-3GPP access
The Service Request procedure is used by a 5G UE to request the establishment of a secure connection to an AMF. The UE initiates the Service Request procedure in order to send uplink signalling messages or user data to the network. If the UE is in CM_IDLE state, the UE will firstly use periodical registration procedure to establish the signalling connection between the UE and the AMF, and then send the Service Request message to the AMF over N1.
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Figure 4.12.x-1: Service Request procedure
1. The UE connects to the untrusted non-3GPP access network as defined in figure 4.12.2-1 step 1.
2. The UE proceeds with the establishment of an IPSec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. 
2b.
 The UE send IKE_AUTH (AUTH, active flag) message to the N3IWF, including a 3GPP-specific Vendor Id (VID) payload which contains registration parameters. If the UE is in CM_IDLE state and the UE needs to send uplink signalling messages or user data to the network, the UE shall set Registration type to the "periodic registration update" and include Temporary User ID, active Flag. Except that, the UE may include AUTH in IKE_AUTH to indicate the N3IWF that the AUTH authentication should be used between the UE and N3IWF.
3. The periodical registration procedure steps from 4a to 8d are performed as defined in clause 4.12.2, with the following additions: 
-
The AMF keeps the signalling connection with UE after the registration procedure if the active flag is received from the UE. 
4a. The UE sends the Service Request message over the signalling IPsec SA. It includes the PDU session ID(s) in NAS Service Request message to indicate the PDU session(s) that the UE needs to use. If the Service Request is triggered for signalling only, the UE doesn't include any PDU session ID. The PDU session status indicates the PDU sessions available in the UE.
4b. N3IWF to AMF: N2 Message (MM NAS Service Request, RAT type). Based on the PDU session status, the AMF may initiate PDU session release procedure steps from X to Y defined in clause 4.3.4 if the PDU session is not available in the UE.
4c. If the Service Request was not sent integrity protected or integrity protection is indicated as failed, the AMF shall initiate NAS authentication/security procedure as defined in clause 4.6.


If the UE triggered the Service Request to establish a signalling connection only, after the security exchange the UE and the network can send signalling and steps 4d, 5b and 6 to 7 are skipped.

4d. [Conditional] If the PDU session ID(s) are included in the Service Request message, the AMF sends N11 Message (PDU session ID(s)) to SMF(s) associated with the PDU session ID(s). And then, each SMF sends N11 Message (N2 SM information) to the AMF to establish the user plane(s) for the PDU sessions, including the N2 SM information provided to the N3IWF.
5a. N2 Request (N2 SM information received from SMF, MM NAS Service Accept) message from AMF to N3IWF, the same as the step 5 defined in Figure 4.2.3.2-1.
5b-5c. If the N2 SM information received from SMF, the N3IWF shall determine the number of IPsec child SAs to establish and the QoS profiles associated with each IPsec child SA. The step 4a-4d defined in Figure 4.12.4-1 for child SA establishment are executed.
After all IPsec child SAs are established, the N3IWF shall forward to UE via the IPsec SA for NAS signalling the Service Accept message received in step 5a.
6.  [Conditional] The N3IWF sends the N2 Request ACK () to AMF. This message may include N2 SM information(s). 
7.  [Conditional] The steps 14-16 specified in clause 4.3.2.2.1 are executed according to the PDU session establishment procedure over 3GPP access.
END of CHANGES
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