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Abstract of the contribution: The contribution proposes corrections to the non-3GPP registration call flow.

1
Discussion
The conclusion in TR 23.799 clause 8.8 states that “The main principles of the attach procedure are specified in clause 6.8.8.2.1.”. According to the call flow in clause 6.8.8.2.1 the EAP-based authentication is triggered from the CN (see call flow below).


TR23.799: Figure 6.8.8.2.1-1: Attach procedure for untrusted N3GPP access

Instead the call flow in TS 23.502 shows that the EAP authentication is triggered from the N3IWF, whereas the EAP follow-up messages are exchanged between UE and CN (call flow below).
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TS 23.502: Figure 4.12.2-1: Registration via untrusted non-3GPP access

It is not clear why the N3IWF needs to initiated the EAP exchange (step 2c) and why the Registration parameters currently provided in step 2d could not be provided in step 2b.

Here below we also copy the Rel-8 ePDG flow for full tunnel authentication (TS 33.402) for comparison. In this flow too the first EAP message the UE receives is from the CN (the 3GPP AAA Server in this case), not by the ePDG.

[image: image2.png]@ e e Fiss LR

L IKE SA INIT
[Headers. Sec. associatons, D-H values, Nonces]

_—

2 IKE_AUTH Reguest
[Hieader, User 0, Configuraton Pyload. Sec. associations, Tfafic selectors, APN info]

. Authentication & Authonzatipa Req [EAP-
[Pavload(EAP-Resp Massin). Uher ID. A2 info]

4 AV retiel i eeded
(e if ot availble in the AAA)

3. A&A-Anover [EAP Reques AKA-Chllnge]

§ IKE_AUTH Respouse
[Heacsr, 6PDG D, Gerificatd. AUTH, EAP-Requestiska-Chllenge]

SOF s 2K
algorithes, verifies AUTY,

senerates RES and MSK.

7 IKE_AUTH Reguest

Header EAP-Rosponse/ig Challenge]

A&A-Request [EAP-Responfe AKA-Challe

S5 3PP ALA Server verifes|
If AT_RES = XRES

Cdnditional Messages .
. AAA-Anover [EAP Regf ARh Notiication]

S IKE_AUTH Response (Heafler, EAP-Req/AKA-Notifcaton ]
84 IKE_AUTH Request [Head

Se ARA Request [EAP Resp ation]
Profle Retieraland
Regiration

5, A4 Answver [EAP-Suscess, o mareral IVST]

10 AUTH payload i computed
wsing the keying materal (MSK)

11, KE_AUTH Respome

Header_ EAP-Success]

12 IKE_AUTH Request [AUTH]

13, Chack AUTH correctuss.
14, Calealats AUTH.

15, IKE_AUTH Revponse

[Header, AUTH, Confgurator Payload, Sec. &ssociations. TAaffe Selectors]





TS 33.402: Figure 8.2.2-1: Tunnel full authentication and authorization
2
Proposal

It is proposed to simplify the registration call flow by:
· Deleting steps 2c and 2d.

· Adding Registration parameters to step 2b.
######################### TEXT PROPOSAL FOR TS 23.501 ###########################
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.

Editor's note:
The procedure below assumes the UE is not already registered to 5GC network via 3GPP access. When the UE is already registered via 3GPP access is FFS.

Editor's note:
Additional alignments with the registration procedure in clause 4.2.2.2 must be considered.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.

2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. In step 2b the UE shall include a 3GPP-specific Vendor Id (VID) payload which contains registration parameters, such as a Registration type (defined in clause  4.2.2.2.2), a Permanent User ID or Temporary User ID, and network slice selection assistance information (NSSAI). The NSSAI is specified in TS 23.501 [2], clause 5.15, and is optionally included in the registration parameters. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID in the registration parameters.

Editor's note: It is FFS if the UE can be authenticated by reusing the existing UE security context in AMF.
3.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause TBD. Then it shall create a Registration Request (registration parameters, EAP-RES/Identity) message on behalf of the UE and send this message to AMF over the N2 interface. The Registration Request shall include also the EAP-RES/Identity message received by N3IWF in step 2d, which contains the NAI of UE. The Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's Temporary User ID was included in the registration parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.
4.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE by sending an Auth_Req (EAP-RES/Identity) to AUSF. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.

5.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the EAP messages are encapsulated within IKEv2 messages. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

6a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.

Editor's note:
It is FFS how and when the AMF gets UE subscription data.

6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

6c-6d. The N3IWF shall send an IKE_AUTH Response (EAP-Success) message to UE, which completes the establishment of the IPsec SA between the UE and N3IWF. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. After step 6c further IKEv2 messages are exchanged (not shown in figure 4.12.2-1) according to RFC 7296 [3] in order to complete the establishment of the signalling IPsec SA. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note:
It is FFS if GRE encapsulation for NAS messages is required.
7.
Via the established signalling IPsec SA, the N3IWF shall send to UE the NAS SMC Request received from AMF in step 6b. The UE responds with a NAS SMC Complete message, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

8.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.

######################### END OF CHANGES ###########################
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