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Abstract of the contribution: This contribution proposes call flow description of N3IWF initiated deregistration procedure for untrusted non-3GPP.
1. Introduction
RFC7296 defines the IKEv2 peers should perform liveness check (also call dead peer detection) as follows:

2.4.  State Synchronization and Connection Timeouts

...
Since IKE is designed to operate in spite of DoS attacks from the
network, an endpoint MUST NOT conclude that the other endpoint has

failed based on any routing information (e.g., ICMP messages) or IKE

messages that arrive without cryptographic protection (e.g., Notify

messages complaining about unknown SPIs). An endpoint MUST conclude

that the other endpoint has failed only when repeated attempts to

contact it have gone unanswered for a timeout period or when a

cryptographically protected INITIAL_CONTACT notification is received

on a different IKE SA to the same authenticated identity. An

endpoint should suspect that the other endpoint has failed based on

routing information and initiate a request to see whether the other

endpoint is alive. To check whether the other side is alive, IKE

specifies an empty INFORMATIONAL request that (like all IKE requests)

requires an acknowledgement (note that within the context of an IKE

SA, an "empty" message consists of an IKE header followed by an

Encrypted payload that contains no payloads). If a cryptographically

protected (fresh, i.e., not retransmitted) message has been received

from the other side recently, unprotected Notify messages MAY be

ignored. Implementations MUST limit the rate at which they take

actions based on unprotected messages.
…
If no cryptographically protected messages have been received on an IKE SA

or any of its Child SAs recently, the system needs to perform a

liveness check in order to prevent sending messages to a dead peer.
...

Note that with these rules, there is no reason to negotiate and agree

upon an SA lifetime. If IKE presumes the partner is dead, based on

repeated lack of acknowledgement to an IKE message, then the IKE SA

and all Child SAs set up through that IKE SA are deleted.
Observation 1: If an IKEv2 peer has not received any cryptographically protected IKEv2 or IPSec message over a given timeout period, then RFC7296 expects the IKEv2 peer to perform liveness check to ensure that the remote IKEv2 peer is still alive. If the remote IKEv2 peer is not alive, the IKEv2 peer removes the IKEv2 SA and any child IPSec SAs.
The timeout period is not specified in RFC7296, which will result in the unexpected behaviour on the IKEv2 peers, such as too much signalling between the IKEv2 peers if the short timeout period is chosen or the signalling lost if the timeout period is too long. Therefore, CT1 has referred the liveness mechanism defined by RFC7296, and further specified the network configured timeout period solution since Rel13, quote from TS 24.302 subclause 7.4.1.1 and 7.4.1A
7.4.1.1
Tunnel establishment accepted by the network

…
-
The ePDG may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload. Presence of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH request can be used as input for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute.
7.4.1A
Liveness check

If the ePDG has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check selected according to the local policy, the ePDG shall send an INFORMATIONAL request with no payloads IETF RFC 5996 [28]. If an INFORMATIONAL response is not received, the ePDG shall deem the IKEv2 security association to have failed.
Observation 2: EPC has supported the liveness check mechanism and the network configured timeout period between the UE and ePDG since Rel-13. If the ePDG detects the UE is not alive, the ePDG shall delete the IKEv2 SA and any related child IPSec SAs.
Proposal 1: The liveness check mechanism should be supported by the UE and N3WIF for 5G. The detailed procedures could be defined in Stage3. 

The N3IWF should deregister the UE if the IKEv2 SA and any child IPsec SAs have been removed. Therefore, the N3IWF initiated deregistration procedure should be defined in TS 23.502. In addition, except the UE unreachable case, the N3IWF may also deregister the UE due to rekeying of IKE SA failure as defined in RFC7296 below or the administration reason, such as load balance or other local policies. 
2.8. Rekeying

IKE, ESP, and AH Security Associations use secret keys that should be

used only for a limited amount of time and to protect a limited

amount of data. This limits the lifetime of the entire Security

Association. When the lifetime of a Security Association expires,

the Security Association MUST NOT be used. If there is demand, new

Security Associations MAY be established. Reestablishment of

Security Associations to take the place of ones that expire is

referred to as "rekeying".
To allow for minimal IPsec implementations, the ability to rekey SAs

without restarting the entire IKE SA is optional. An implementation

MAY refuse all CREATE_CHILD_SA requests within an IKE SA. If an SA
has expired or is about to expire and rekeying attempts using the

mechanisms described here fail, an implementation MUST close the IKE

SA and any associated Child SAs and then MAY start new ones.
Proposal 2: The N3IWF initiated deregistration procedure should be defined in TS 23.502. This procedure should be performed by the N3IWF to the AMF due to the rekeying of IKE SA failure, administration reason or the UE unreachable.  
For the rekeying or the administration reason, the N3IWF may request the UE to register again by including the Notify payload in the INFORMATIONAL EXCHANGE with Delete payload message. This Notify payload has been extended for the reactivation of the corresponding PDN connection as defined in 3GPP TS 24.302 subclause 7.4.3.1 as follows. This attribute could be reused to cover the registration case or redefined based on CT1’s decision. 
7.4.3.1
ePDG initiated disconnection

…
The INFORMATIONAL request message, in addition of the DELETE payload, may include the REACTIVATION_REQUESTED_CAUSE Notify payload.
If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a DELETE payload.
 Proposal 3: In N3IWF initiated deregistration procedure, the N3IWF could notify the UE to register again by including the specific Notify payload in the INFORMATIONAL EXCHANGE message. 
2
Proposal

It is proposed to add the N3IWF initiated deregistration procedures in the TS 23.502.
BEGIN CHANGES

4.11.z N3IWF initiated De-registration procedure via untrusted non-3GPP access
The procedure in this clause applies the N3IWF initiated De-registration procedure via untrusted non-3GPP access. The N3IWF should initiate the De-registration procedure due to the rekeying of IKE SA failure, the administration reason or the UE unreachable. 
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Figure 4.11.x-1: N3IWF-initiated deregistration procedure
1.
The UE has already registered in the 5G Core network and may establish one or multiple PDU sessions.
2.
The N3IWF shall release the IKEv2 tunnel locally if the N3IWF detects the UE is not alive based on the liveness check mechanism as specified in RFC 7296 [y].
3.
The N3IWF sends a De-registration Request (User Identity, Cause) message to the AMF. The "Cause" field may take values such as UE unreachable, rekeying of IKE SA failure as specified in RFC 7296 [y] or administration reason, etc.
4.
If there are one or more PDU sessions already established, for each PDU session, the PDU Session Release procedure is performed as per Figure 4.1.4.1-1. Step X to Y. 
Editor's note:
It is assumed that AMF notifies AN about UE deregistration via N2 signalling in case of 3GPP access. This deregistration notification will be reused in step 5 as described below.
5.
The AMF marks the UE as not-registered via untrusted non-3GPP access, and sends De-registration Response message to the N3IWF. The N3IWF shall update the status of the subscriber on deregistration of the access network.
6.
If the IKEv2 tunnel is not released in step 2, the N3IWF sends INFORMATIONAL Request (Delete payload, Notify payload) message to the UE. Delete payload is included to indicate the release of the IKE SA and any child IPSec SA(s) if existing. Notify payload indicates the UE to reactivate the registration procedure. 
7.
The UE sends an empty INFORMATIONAL Response message to acknowledge the release of the IKE SA as described in RFC 7296 [y].
8.  Non-3GPP specific resource release procedure is executed.
END of CHANGES
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