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Abstract of the contribution: This contribution propose to use IKEv2 in Tunnel mode for both the Child_SA carrying NAS and for PDU Sessions.
1. Introduction
This contribution address the following editor’s note

Editor’s note: The usage of an encapsulation between the UE and the N3IWF for transport of the QoS marking and/or reflective QoS indication has been agreed as working assumption.  It is FFS whether there are alternatives that does not require such encapsulation. In case an encapsulation is needed it is FFS whether GRE or other protocol is used.
For the user plane it has been decided that the PDU Session are transported on NWu interface in a single IKEv2 tunnel for all user. 

1.1 Which tunnel mode for PDU session

The first question is tunnel mode vs transport mode. The PDU session requires that the UE as an IP addresses assigned for the PDU session and a second local IP address. This requires that the tunnel mode is used, as also is specified for the 4G case (see TS 33.402 clause 8.2.4.2)

The RFC 7296 allows specify that a Child_SA is established in tunnel mode unless is explicitly requested to use transport mode sending at Child_SA creation the USE_TRANSPORT_MODE. However the per may reject so the tunnel mode wil be used. (see RFC 7296 clause 1.3 and ref text “Note: Except when using this option to negotiate transport mode”). 

Proposal #1: The PDU session shall be carried in NWu interface is Child_SA in tunnel mode. 
1.2 Which Child_SA tunnel mode for NAS protocol

To solve the above issue there are the following solutions:

· Solution 1: Negotiate the transport mode(USE_TRANSPORT_MODE)for the signalling IPSec SA between the UE and N3IWF. Then the NAS messages can be directly encapsulated in the outer IP header, which includes the UE’s local IP address allocated by the WLAN AN and N3IWF’s IP address. 

· Solution 2: Use the tunnel mode for the signalling IPSec SA which is the default mode for the IPSec SA as defined in RFC7296. 
· Solution 2a) The N3IWF allocates the UE’s inner IP address and provides to UE an IP address referred to as "NAS IP address". This "NAS IP address" can be the N3IWF’s specific IP address or the NAS handler AMF’s IP address. 
· Solution 2b) The UE uses the inner IP header the same as the outer IP header to encapsulate the NAS messages between the UE and N3IWF. When the N3IWF receives the packets in the signalling IPsec SA, it removed the inner and outer IP header, and then forwarded the NAS message to the AMF via NG2 interface. 
In solution 1, it requests the UE and the N3IWF to support the transport mode for the IPSec SA. It may not be supported by all the IKEv2 peers. Especially when all the other Child IPSec SAs use the default tunnel mode, it is not an efficient way to support the transport mode only for the first Child SA. 

For solution 2a), IP address allocation function needs to be supported by the N3IWF which makes the N3IWF complicated and also overlap with CN-CP function. Regarding the "NAS IP address", there is no need for the N3IWF to distinguish the control plane messages based on the "NAS IP address" as the first IPSec SA is treated as "signalling IPsec SA". So actually, "NAS IP address" is redundancy information for both UE and N3IWF. 

Therefore, based on the above analysis, it is proposed to use the solution 2b) as the final solution. No matter what’s the inner IP header contained in the packets, the N3IWF shall remove it and re-encapsulate the NAS message according to the protocol stacks as defined on NG2, so the UE can simply use the same IP address both in the inner and the outer IP header. 
Proposal #2: The NAS is transported over NWu IKE as Child_SA in tunnel mode.

Proposal #3b proposes solution 2b so the UE can simply use the same IP address both in the inner and the outer IP header. 

1.2 Protocol stack 

The protocol stack for the user plane and the control plane has been revised taking into account the proposal above.
In addition since protocol stack for N2, N3 it the same as for 3GPP part and it need to be specified by RAN3 so it is left FFS. For the N11 also the discussion is premature so it is only shown the fact that EAP is assumed to be terminated in AUSF, while the N11 is also left FFS.
2
Proposal
It is proposed to introduce the text below.

..
BEGIN 1st CHANGES

5.5
Non-3GPP access specific aspects

Editor's note:
Non-3GPP access specific aspects e.g. involvement of NG-N3IWF function.

5.5.x Session management

All PDU or the same UE shall be mapped and transported on NWu interface within the same IKEv2 IPsec tunnel. The QoS flows of a single PDU session mapped to the same DSCP value shall be transported with the same Child_SA in tunnel mode. 
Editor's note: How the QoS flow are mapped to DSCP is FFS and it will described in specific clause on QoS handling in N3WIF.
5.5.y NAS Session management

The NAS protocol shall be transported over NWu interface in IKEv2 Child_SA in tunnel mode. After successful authentication when IKEv2 is established in NWu interface the NAS protocol is transported on the first Child_SA established. The Child_SA shall be set in tunnel mode. The UE shall use the same Local IP address both as Source IP address in the inner and the outer IP header for the IP packet carrying NAS send to the AMF and as inner and outer IP destination address for NAS packet send by AMF/SMF to UE. Additionally, the UE shall use the same N3IWF IP address both as destination IP address in the inner and the outer IP header for the IP packet carrying NAS send to the N3IWF and as inner and outer source IP address for NAS packet send by AMF/SMF to UE. , In direction from UE to AMF, the N3IWF removes the IPsec Tunnel and re-encapsulate in N2 interface the packets by using the AMF IP address as the destination IP address and viceversa for the direction from AMF to UE.
BEGIN 2st CHANGES

8.2
Control plane Protocol stacks
8.2.x
Control Plane for untrusted non 3GPP Access 
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Figure 8.2.x-1: Control Plane for initial part of EAP authentication procedure via N3IWF
Note 1: Between the N3IWF and AMF the EAP messages are encapsulated within NAS messages.
Note 2: The protocol stack for N2 is the same as for 3GPP access. 

Editor’s Note: The protocol stack for N2 should be defined by RAN3.
Editor’s Note: The protocol stack for N12, Naus and Nams is FFS.
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Figure 8.2.x-3: Control Plane after the authentication procedure via N3IWF

Note 3:IKEv2 is used to establish the Child SA between UE and N3IWF for each PDU session.
Editor’s Note: The protocol stack for N2 should be defined by RAN3.
BEGIN 3rdCHANGES

8.3
User Plane Protocol stacks
8.3.y
UE - UPF user plane with standalone untrusted non-3GPP access
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Figure 8.3.x-1: User plane via N3IWF
Note 1 : The N3IWF relays the user data between per PDU session IPsec tunnel over NWu and corresponding N3 tunnel
Editor’s Note:        The protocol stack for N3 is FFS and should be confirmed with RAN3.

Editor’s note: The usage of an encapsulation between the UE and the N3IWF for transport of the QoS marking and/or reflective QoS indication has been agreed as working assumption.  It is FFS whether there are alternatives that does not require such encapsulation. In case an encapsulation is needed it is FFS whether GRE or other protocol is used.
END of CHANGES
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