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Abstract of the contribution: Proposes a solution to improve congestion control mechanism for control plane data.
1. Introduction
During SA2#117 meeting, a specific NAS level congestion control mechanism for control plane data was agreed in S2-166198 in order to restrict requests from UEs for data transmission via Control Plane CIoT EPS Optimization.
In LS S2-17xxxx/C1-170533, CT1 provides some feedback on issues of implementing the congestion control mechanism into stage 3 specification. One main issue is that the mechanism cannot restrict the data transmission via control plane when the UE is in EMM-CONNECTED mode.
The discussion paper analyzes the above issue and proposes a way forward to improve the congestion control mechanism for control plane data.
2. Problem analysis
The data transmission via Control Plane CIoT EPS Optimization in stage 3 specification is realized
· by the ESM Data Transport message, for a UE in EMM-CONNECTED mode; and
· by the Control Plane Service Request message with ESM Data Transport message, for a UE in EMM-IDLE mode, the similar way as transmission of Attach Request message with PDN CONNECTIVITY REQUEST message.
As specified in S2-166198, “While the Control Plane data back-off timer is running, the UE shall not initiate any data transfer via Control Plane CIoT EPS Optimization, i.e. the UE shall not send any Control Plane Service Request with ESM Data Transport message as defined in TS 24.301 [46].” The new introduced control plane back-off timer only restricts the Control Plane Service Request with ESM Data Transport message, and does not restrict the ESM Data Transport message for a UE in EMM-CONNECTED mode.
For a UE with control plane back-off timer running in EMM-IDLE mode, the UE could transfer to EMM-CONNECTED mode easily, for example, by sending TAU request with "active" flag or "signalling active" flag, or service request message or a control plane service request message without ESM Data Transport message. After the state transition, the UE could send ESM Data Transport message directly even when the control plane back-off timer is running.
In a word, the current control plane back-off timer can be easily skipped and therefore cannot restrict the data transmission via control plane, which also causes the network vulnerable to DOS attack.
Observation 1: the current control plane back-off timer can be easily skipped and therefore cannot restrict the data transmission via control plane.
3. Proposed Solution
Here in this discussion paper, two solutions are proposed to improve the current congestion control mechanism for control plane. Both solutions aim to restrict the ESM Data Transport message both in EMM-IDLE mode and EMM-CONNECTED mode. 
- solution 1: two control plane back-off timers, the existing one is EMM control plane back-off timer which blocks the control plane service request message with ESM Data Transport message, the other one is new, i.e. the ESM control back-off timer which blocks ESM Data Transport message;
- solution 2: just using the existing one control plane back-off timer, which blocks both the control plane service request message with ESM Data Transport message and the ESM Data Transport message.
Based on the above analysis, both solution 1 and solution 2 could serve the purpose of restrict the data transmission via control plane in EMM-CONNECTED mode and EMM-IDLE mode. 
Both solution 1 and solution 2 break the principle of the NAS layered architecture. However, the design of piggybacking an ESM message in an EMM message makes it impossible to find a solution that do not break the layered design principle of NAS protocol. 
Considering the proposal 1 cost more resource at the UE side and the MME side, it is proposal to use proposal 2 with one control plane back-off timer as way forward.
Observation 1: enhance current control plane backoff timer to restrict both the Control Plane Service Request with ESM Data Transport message and the ESM Data Transport message.
4. Way Forward Proposal
It is proposed that SA2 discusses the proposed solutions and agree proposal 2 as way forward. If so, the source company also submitted Tdoc S2-171003 to address proposal 2 into specification.
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