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Abstract of the contribution: This paper proposes a solution for the key issue#1: Authentication and Authorization for indirect 3GPP communication. 
1.
Introduction
In the last SA2#118 meeting, the key issue on “Authentication and Authorisation for Indirect 3GPP Communication” was captured in the TR 23.733, aiming to address the following issues:

1.
How does the network authorise whether a UE can act as an eRelay-UE?

2.
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

3.
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?

In this contribution, a solution to address this key issue is proposed.

2.
Analysis

In Release 13 ProSe communication, the Relay-UE is a Layer-3 Relay. Consequently the Remote-UE is not visible to the network, thus no context of remote-UE exists in the network when there is service data transmission. 

On the contrary, when it comes to the FS_REAR indirect communication scenario, since the eRelay-UE is a Layer-2 Relay, the network shall establish and maintain the eRemote-UE contexts, including NAS context, AS context, and other UE contexts in network entities. 
The following gives a comparison between the R13 Relay communication and R15 eRelay communication:

2.1 eRemote-UE managed by eRemote-UE MME
In the Rel-13 Relay communication the PKMF/HSS do not know or need to know if the remote-UE is authenticated successfully or not, since it is a Layer-3 Relay and no remote-UE context is established in the network. 

On the other hand, in the FS_REAR e-Relay communication the eRelay-UE is a layer-2 relay: the network shall establish the UE context for the eRemote-UE, so it is reasonable to let the eRemote-UE MME, who is in charge of access control and UE context maintenance, to authenticates and authorizes the eRemote-UE before it accesses the network via eRelay-UE. Especially, in case of eRemote-UE transferring its communication from direct link to indirect link, the authorization shall be performed, and it is definitely easier and more efficient to do this in the eRemote-UE MME without involving the PF/PKMF by initiating a complex authorization procedure toward PF/PKMF.
Observation1: in FS_REAR indirect 3GPP communication, it is reasonable, easier, and more efficient to do the authentication and authorization in the eRemote-UE MME without involving the PF/PKMF by initiating a complex authorization procedure toward PF/PKMF.
2.2 Early authentication for access control
In the Rel-13 Relay communication the actual entity authenticating the remote-UE is the Relay-UE other than PKMF/HSS. The PKMF/HSS just provide a credential to perform mutual authentication between remote-UE and Relay-UE (see Figure 2.2-1 below). The remote-UE authenticates the Relay/PKMF/HSS after receiving message 5a, and the Relay-UE authenticates the remote-UE after receiving message 5b. However, actually the PKMF/HSS do not know (or need not to know) if the remote is authenticated successfully or not, since it is a Layer-3 relay and no UE context shall be established in network.
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Figure 2.2-1 UE-to-network relay security flows for R13
In the FS_REAR eRelay communication instead, the network needs to establish and maintain the contexts of eRemote-UE. Consequently, the eRemote-UE MME needs eventually to authenticate and authorize the eRemote-UE. From this point of view, it seems sensible to use legacy security, i.e. authenticate the eRemote-UE by the NAS integrity verification after receiving the NAS request from Remote-UE. If the NAS verification fails, the eRemote-UE MME can reject the eRemote-UE immediately (without the need of involving the ProSe Function).
Observation2: in FS_REAR indirect 3GPP communication, as the network needs to establish and maintain the contexts of eRemote-UE, the eRemote-UE MME needs eventually to authenticate and authorize the eRemote-UE. So the current Authentication and authorization for R13 UE-to-NW-Relay communication is not applicable, as the HSS/MME/PF do not know the final result of the authentication and authorization. 

Observation3: the eRemote-UE MME can authenticate the eRemote-UE by using the NAS integrity verification after receiving the NAS request from Remote-UE, so that, in case of failure, it can immediately reject the. On the other hand, for Rel-13 Relay communication, the Relay-UE authenticates the Remote UE only at the last step (Step 5b in Figure 2.2-1), thus it is too late and may cost much unnecessary network resources and signaling.
2.3 Avoiding PRUK pre-configuration
In the Rel-13 Relay communication, before the Remote-UE wants to get network service via the Relay, it shall request (via a dedicated procedure to the PKMF) the PRUK (ProSe Relay User Key) that is used for mutual authentication between Remote-UE and PF/Relay-UE. Besides, since there are many Relay-UEs providing different Relay services and may be controlled by different PKMFs, the Remote UE must contact all the PKMFs of any potential relays it wants to be able to use. Therefore, it is very complex. 

As we known, in legacy security, the MME always maintains the NAS security context even when UE detaches from network. In the FS_REAR e-Relay communication, since the eRemote-UE MME would engage in establishing UE context, thus the NAS security can naturally be used to authenticate eRemote-UE by NAS integrity verification, so this can avoid the additional PRUK pre-configuration procedure.
Observation4: In the FS_REAR e-Relay communication, since the eRemote-UE MME would engage in establishing UE context, thus the NAS security can naturally be used to authenticate eRemote-UE by NAS integrity verification, so this can avoid the additional PRUK pre-configuration procedure.
3.
Proposal
Given the analysis of clause 2, we propose the following

Proposal: instead of ProSe Function, the network entities like MME&HSS are more suitable to authenticate and authorize the eRemote-UE during the FS_REAR Indirect Communication. 
It is proposed to add the following solution on Key Issue#1 to the SA2 TR 23.733.
* * * * Start of 1st Change * * * *
6.x
Solutions to Key Issue 1
6.x.1
Solution X: Authentication and Authorization for Indirect Communication via MME
This solution applies to key issue 1 on authentication and authorization for Indirect 3GPP Communication, specifically on how the network authorizes and authenticates an eRemote-UE accessing the network via an eRelay-UE.

6.x.1.1
Description

As the authentication and authorization functions reside in the core network, this solution proposes that the MME performs authentication and authorization functions when an eRemote-UE is accessing to the network via an eRelay-UE. The following figure depicts the detailed procedure.
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Figure 6.1.x.1-1: Authentication and Authorization for the Indirect Communication for idle state
1. Both the eRemote-UE and the eRelay-UE register to the network. The eRemote-UE-MME can thus establish and store the context of eRemote-UE including the NAS security context.

2. The eRemote-UE goes into idle state and the NAS security context is still maintained in the eRemote-UE-MME.
3. The eRemote-UE and the eRelay-UE perform PC5 discovery procedure.

4. The eRemote-UE sends a Communication Request message to the eRelay-UE, including parameters such as eRemote-UE ID and NAS message. The eRemote-UE ID is used by the MME to perform authorization between the eRemote-UE and the eRelay-UE. The NAS message is further used to authenticate the eRemote-UE by the integrity verification of the NAS message. This NAS message is just used to authenticate the eRemote-UE and not to establish connection/context for e-Remote UE. Only after this authorization procedure is finished successfully the eRemote-UE is allowed by the eRelay-UE to initiate the procedure, e.g., service request, to establish connection/context.

Editor’s note: the NAS message may be a newly defined NAS message used to authenticate of eRemote-UE in the “Authentication and Authorization for the Indirect Communication” procedure.
5. The eRelay-UE encapsulates the parameters received from the eRemote-UE into its own NAS message and requests the MME to perform the authorization check.
6. If the eRemote-UE-MME is different from the eRelay-UE-MME, the eRelay-UE-MME finds the eRemote-UE-MME based on the eRemote-UE ID and then passes the received NAS message to eRelay-UE-MME.
7. The eRemote-UE-MME firstly verifies the integrity of NAS message. If successful, it means that the eRemote-UE is authenticated. If the PC5 security needs to be implemented, the eRemote-UE-MME can also generate the PC5 security keys based on the NAS security context and some other security parameters. The eRemote-UE-MME also checks whether the eRemote-UE can access the network via the eRelay-UE, based on the eRemote-UE ID, eRelay-UE ID. The authorization information may be retrieved from the HSS or provided by the eRelay-UE (see S2-170979).

8. If the NAS integrity verification and authorization succeed, the eRemote-UE-MME sends the Response message to the eRelay-UE-MME including the PC5 security keys and some other security parameters. 

9. If the authorization check is not performed at step 7, the eRelay-UE-MME performs the authorization check procedure.

Editor’s Note: Whether the authorization procedure is performed in the eRemote-UE-MME or the eRelay-UE-MME is FFS.
10. The eRelay-UE-MME sends a response to eRelay-UE including the indication that the eRemote-UE can access the network via the eRelay UE, the PC5 security keys and some other security parameters.

11. The eRelay-UE sends a communication response to the eRemote-UE to inform the result of authorization and maybe also the security parameters.
12. The eRemote-UE generates the PC5 security keys based on its NAS security context and the received security parameters.

6.x.1.2
Impact analysis

6.x.1.3
Evaluation

* * * * End of Changes * * * *
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