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Abstract of the contribution: This paper proposes a key issue for Access Restriction feature handling in EPS.
1. Introduction
3GPP RAN since rel.13 is working on integrating “unlicensed access” in RAN, including LTE-WiFi aggregation and LAA. More generically, the work is targeted at several scenarios where the UE is connected to two accesses at once, i.e., a primary access and a secondary access, where the secondary access operates in unlicensed spectrum. The secondary access may be represented by a LAA cell or a WLAN including a set of one or more WLAN APs.
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Figure 1 Example reference architecture for LTE + WLAN or LTE+LTE-LAA aggregation at RAN level

In LTE-WiFi aggregation scenario, the mechanisms defined so far are aiming to make the aggregation of LTE and WiFi spectrum transparent to the core network elements. In particular, MME, S-GW, PDN GW and PCC elements are not aware of whether the data packets of a PDN or Service Data Flow are being routed (on uplink, downlink or both) on the LTE spectrum cell or the WiFi spectrum. 

As RAN level configuration is transparent to the core network elements, there is no way for core network to restrict an access to non-3GPP based on subscriber data.

See the Annex A. there are relevant specifications, i.e. 23.402, 23.008 and 29.273, which relates to access restriction feature for non-3GPP access.
With this observation, this P-CR proposes to add new Key issue “Key issue on Access Restriction feature handling in EPS” to the TR 23.729.

In addition, the latest SID has been updated in order to include this Key issue as one of the objectives of this study.
1. Proposal

It is proposed capture in TR 23.7xx the following Key issue. 
>>>Start Changes<<<
4
Key Issues
4.x
Key Issue #x: Access Restriction feature handling in EPS

As LTE-WLAN Aggregation (LWA) and LTE WLAN Radio Level Integration with IPsec Tunnel (LWIP) configurations are transparent to the core network elements, the core network elements cannot know which spectrum is used to carry user packets.

This is a problematic for enabling existing Access Restriction feature to restrict use of Non-3GPP-Access, as this restriction is enforced in the core network element today.
With this observation, this key issue studies how Access Restriction feature works with LAA/LWA/LWIP environment.

The solutions for this key issue shall cover both roaming and non-roaming cases.
>>>End of Changes<<<
Annex A
*************START OF TEXT EXTRACT*************

=== 23.402 ===

13
Information Storage

13.0
General

This clause describes the additional information stored in different nodes while the UE is in non-3GPP access.

The information provided in clauses 13.1, 13.2 and 13.3 is incomplete in this Release of the specification and intended only for information. Detailed information is available in corresponding stage 3 specifications.

13.1
HSS

The data held in the HSS when non 3GPP accesses are not used is defined in TS 23.401 [4].

The additional data held in the HSS when non 3GPP accesses are used is defined in table 13.1-1 below.

Table 13.1-1: HSS EPS Data (additional aspects for non 3GPP accesses)

	Field
	Description

	3GPP AAA Server name
	The Identity of the 3GPP AAA Server serving the UE currently.

	QoS profile per access 
	The quality of service profile subscribed for a particular access for a specific APN

	ODB 
	Indicates that the status of the operator determined barring for a specific access.

	Access Restriction
	Indicates the access restriction subscription information. 


=== 23.008 Organization of subscriber data (CT4 specification) ===

2.4.18
Access Restriction Data

The use of this data is described in 3GPP TS 23.221 [57].

The Access Restriction Data is permanent subscriber data and is conditionally stored per PLMN in the HLR/HSS, the VLR, the SGSN and the MME. 

The parameter takes either of the following values:

-
GERAN not allowed, the subscriber shall not be allowed to access the network in GERAN radio access. Valid for Idle and Connected mode;

-
UTRAN not allowed, the subscriber shall not be allowed to access the network in LA/RAs using a UTRAN radio access. Valid for Idle and Connected mode;
-
E-UTRAN not allowed, the subscriber shall not be allowed to access the network in TAs using a E-UTRAN radio access. Valid for Idle and Connected mode; 
-
GAN not allowed, the subscriber shall not be allowed to access the network via GAN; 

-
I-HSPA-Evolution not allowed, the subscriber shall not be allowed to access the network in LA/RAs using I-HSPA-Evolution radio access. Valid for Idle and Connected mode;

-
HO-To-Non-3GPP-Access not allowed, the subscriber is not allowed to get EPS services that require handover support between 3GPP and non-3GPP accesses;
-
NB-IoT not allowed, the subscriber shall not be allowed to access the network in TAs using a NB-IoT radio access. Valid for Idle and Connected mode.
Only the access restriction for WB-E-UTRAN and NB-IoT may include a different value per PLMN.
The use of this parameter for LA/RA/TA update procedures is described in 3GPP TS 23.012 [8] and 3GPP TS 23.060 [21], and 3GPP TS 23.401 [74].

=== 29.273 3GPP EPS AAA interfaces (CT4 specification) ===
5.1.2.1
STa Access Authentication and Authorization

5.1.2.1.1
General
These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The STa interface and Diameter application shall be used for authenticating and authorizing the UE for EPC access in PMIPv6, GTPv2, MIPv4 FA-CoA mode or for TWAN access without EPC S2a access (i.e. non-seamless WLAN offload) via trusted non-3GPP accesses and non-3GPP accesses that are decided to be untrusted during the authentication and authorization procedure.

... Skipped.
5.1.2.1.2
3GPP AAA Server Detailed Behaviour

On receipt of the first DER message, the 3GPP AAA Server shall check the validity of the ANID AVP and whether the non-3GPP access network is entitled to use the included value. The correct syntax of the ANID is checked as follows:  

-
In a non-roaming case, i.e. when the 3GPP AAA Server receives the request directly and not via the 3GPP AAA Proxy, checking ANID is mandatory;

-
In a roaming case when the request is received via an 3GPP AAA proxy, checking ANID is optional. The 3GPP AAA Server may decide to check ANID based on local configuration, e.g. depending on the received visited network identifier.

-
If the checking result shows that the included ANID value is not valid (not defined by 3GPP) or that the requesting entity is not entitled to use the received ANID value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY.

The 3GPP AAA Server shall check if user data exists in the 3GPP AAA Server (containing valid authentication information for the current access network identity). If not, the 3GPP AAA Server shall use the procedures defined in SWx interface to obtain access authentication and authorization data.
If IMEI check is required by operator policy and the TWAN is in the HPLMN, the 3GPP AAA Server shall:

-
retrieve the IMEI(SV) from the UE as specified in 3GPP TS 23.402 [26];

-
if the IMEI(SV) is available, check the Mobile Equipment's identity status towards the EIR, using the ME Identity Check procedure (see clause 11); 

-
upon getting the IMEI check result from the EIR, determine whether to continue or stop the authentication and authorization procedure;

-
if the IMEI(SV) is not available, determine whether to continue or stop the authentication and authorization procedure based on operator policy;

-
if the 3GPP AAA Server determines that the authentication and authorization procedure shall be stopped, it shall:

-
notify the UE that the Mobile Equipment used is not acceptable to the network (e.g. blacklisted), as specified in 3GPP TS 24.302 [26];

-
respond to the TWAN with the Experimental-Result-Code DIAMETER_ERROR_ILLEGAL_EQUIPMENT.

If the IMEI-Check-Required-In-VPLMN bit is set in the DER-Flags AVP of the first Authentication and Authorization Request message and the TWAN is in the VPLMN, the 3GPP AAA Server shall:

-
retrieve the IMEI(SV) from the UE as specified in 3GPP TS 23.402 [26];

-
request the VPLMN to check the IMEI, by setting the IMEI-Check-Request-In-VPLMN bit in the DEA-Flags AVP and including the IMEI(SV) if available in the DEA message;

-
upon getting the IMEI-Check-In-VPLMN-Result AVP in the subsequent DER message, if the IMEI check failed in the VPLMN: 

-
notify the UE that the Mobile Equipment used is not acceptable to the network (e.g. blacklisted), as specified in 3GPP TS 24.302 [26];
-
respond to the TWAN with the Experimental-Result-Code DIAMETER_ERROR_ILLEGAL_EQUIPMENT.

See Annex A.2.3 and A.3.2.
If the 3GPP AAA Server receives a request message not related to any existing session and is able to recognize that the non-3GPP access network included the AAA-Failure-Indication AVP in the request, the 3GPP AAA Server shall also include the AAA-Failure-Indication AVP over the SWx interface, while retrieving the access authentication and authorization data from the HSS. 
If SWx authentication response indicates that:

-
The user does not exist, then the 3GPP AAA Server shall respond the non-3GPP access network with Experimental-Result-Code DIAMETER_ERROR_USER_UNKNOWN.

-
The user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond the non-3GPP access network with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.

-
The user is not allowed to roam in the visited network, then 3GPP AAA Server shall respond the non-3GPP access network with Experimental-Result-Code DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

-
The user is currently being served by a different 3GPP AAA Server, then the 3GPP AAA Server shall respond to the non-3GPP access network with the Result-Code set to DIAMETER_REDIRECT_INDICATION and the Redirect-Host set to the Diameter URI of the 3GPP AAA Server currently serving the user (this Diameter URI shall be constructed based on the Diameter Identity included in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS). 
-
The user is not allowed to use the current access type, then the 3GPP AAA Server shall respond to the non-3GPP access network with Experimental-Result-Code DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED.
-
Any other error occurred, then the error code DIAMETER_UNABLE_TO_COMPLY shall be returned to the non-3GPP access network.

When SWx authentication response includes the requested authentication information, the 3GPP AAA Server shall proceed with the authentication and authorization procedure. The 3GPP AAA Server shall use the procedures defined in SWx interface to obtain the user's subscription profile from HSS. 

*************END OF TEXT EXTRACT*************
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