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Abstract of the contribution: The document purposes a solution for key issue 3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN).
Discussion
There is currently no solution in 23.751 for key issue 3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN). This contribution assumes that solution 1 is used, implying that there will be a need to setup a new IPsec SA per dedicated bearer.
How to setup new IPsec SAs based on an existing IKEv2 SA is specified in IKEv2 RFC 5996 and is using a CREATE_CHILD_SA exchange. This solution should be adopted by 3GPP as it is already a standard solution. 
Due to properties of TFTs as they are supported over S2b the following requirements must be fulfilled by any solution for key issue 3:
1.	The policies/filters over SWu must support to filter on the same IP packet fields as TFTs in 3GPP. This is to be able to support same applications and policies for non-3GPP access as for 3GPP access. An application (e.g., IMS) will typically not know what access is used by the UE. The supported fields are:
•	Remote Address and Subnet Mask.
•	Protocol Number (IPv4) / Next Header (IPv6).
•	Local Address and Mask.
•	Local Port Range.
•	Remote Port Range.
•	IPSec Security Parameter Index (SPI).
•	Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.
•	Flow Label (IPv6).
2.	The policies/filters over SWu must support precedence of the filters as it is supported for TFTs. The packet filter evaluation precedence field is used to specify the precedence for the packet filter among all packet filters in all TFTs associated with the PDN connection.
3.	The policies/filters over SWu must support to be updated/changed since the PGW can at any time receive an update bearer request with new TFTs to associate to the dedicated bearer. It is considered ineffective if a new IPsec tunnel must be setup in order to update the policy over SWu. 
To be able to achieve these requirements it is proposed to mirror the TFT usage over S2b to SWu so that the same information are sent over both interfaces and that when TFTs are created or updated over S2b, there should be a similar message to create and update the TFT bearers over SWu.
Since IKEv2 is used as signalling protocol between UE and ePDG on SWu, it is proposed that ePDG shall copy the TFT directly from S2b to a new IKEv2 notify payload (3GPP specific) over SWu. These can be sent when new IPsec SA is created in the IKEv2 CREATE_CHILD_SA exchange and when TFT is updated using the
IKEv2 INFORMATIONAL exchange. This solution will be similar as how device identity, back-off timer and NBIFOM containers are sent over SWu. Additional advantages with using TFTs over SWu to send uplink policies to the UE is that it will support unicast uplink flows (i.e., flows that are only sent in uplink direction) and flows that are non-symmetrical (i.e., different ports used for uplink compared to downlink).
The ePDG will have to copy the TFT information received over GTPv2 to SWu and then relay user plane data packets between the IPsec SA and the GTP-U tunnel that both are associated with one dedicated bearer.
Proposal

It is proposed to capture the following updates in TR 23.751-010.
6.X	Solution Y:  Solution to Key Issue#3 for sending TFTs to UE for untrusted WLAN based on IKEv2
[bookmark: _Toc437685325][bookmark: _Toc441568122][bookmark: _Toc466022388]6.X.1	Description
This solution is related to key issue #3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN). In this solution it is assumed that separate IPsec SAs are used for the different QoS flows as proposed in solution 6.1. In this solution there is a 1 to 1 mapping between an EPS bearer and a SA. The default EPS bearer maps to the initial SA. Every dedicated bearer maps to separate child SA. The ePDG maintains the binding between SAs and EPS bearers
Furthermore, in this solution, TFTs are conveyed to the UE at EPS bearer creation and modification.  In EPC the UE is using TFTs to determine on what radio bearer each uplink IP packet should be sent on. There are support for different filter types, precedence of filters that and the TFTs can be updated. TFTs are sent on S2b between PGW and ePDG when bearers are created and updated. The UE shall also use TFTs in this case as well.
The IKEv2 traffic selectors TSi and TSr shall not be used by the UE if the UE uses TFTs for a given SA.
There are no impacts on existing SA implementations other than the routing of packets to the SA.
Editor’s note: PDN GW initiated Resource Allocation Deactivation procedure should be added
6.X.1.1 	EPS Bearer Creation
When ePDG receives a request to setup a new dedicated bearer over S2b, it shall use the IKEv2 CREATE_CHILD_SA exchange to setup a new IPsec SA between ePDG and UE over SWu.
Further, when ePDG receives a create bearer request from PGW over S2b, it shall copy the TFT information to a new IKEv2 notify payload “TFT”. ePDG will not have to process the TFT but can send this transparently between S2b and SWu. 


Figure 6.X.1-1 Dedicated S2b bearer activation
In the procedure Dedicated S2b bearer activation, the ePDG shall trigger a CREATE_CHILD_SA as depicted in figure 6.X.1-1. The CREATE_CHILD_SA message shall contain a new IKEv2 notify payload “TFT” that is a copy of the TFTs received over S2b in step 1. IKEv2 notify payload is used since it has already been used by 3GPP to send other information elements over SWu like device identity, back off timer and NBIFOM containers (as specified in 24.302).
The default bearer maps to the initial IPsec SA.
Editor’s note: FFS if there is a need for capability indication for UE support of multiple IPsec SAs per PDN connection. This could be signalled as part of the setup of the PDN connection.
Editor’s note: FFS if ePDG should extract the TFTs applicable for uplink direction and only send those to UE.
6.X.1.2 	EPS Bearer Modification
In the case of PGW initiated bearer modification and if the TFTs are updated, the ePDG shall trigger an INFORMATIONAL exchange as depicted in figure 6.X.1-2. The INFORMATIONAL request message shall contain the IKEv2 notify payload “TFT”. 
 



Figure 6.X.1-2. PGW initiated bearer modification




[bookmark: _Toc441568123][bookmark: _Toc466022389]6.X.2	Impacts on existing nodes and functionality
[bookmark: _Toc441568124][bookmark: _Toc466022390]ePDG: 
The ePDG is modified to perform additionally the following tasks:
-	Trigger  a CREATE_CHILD_SA exchange when a new dedicated bearer is created over S2b
-	Include the IKEv2 “TFT” notify payload in IKEv2 create_child_sa message when a new dedicated bearer is created over S2b
-	Include the IKEv2 “TFT” notify payload in IKEv2 notify message when TFT is updated over S2b
UE: 
The UE is modified to perform additionally the following tasks:
-	
-	Receive CREATE_CHILD_SA request and setup a new IPsec SA and respond to ePDG 
-	Receive IKEv2 “TFT” notify payload both when setting up a new IPsec SA and at any time when UE receives an IKEv2 informational message
-	Route packets to correct IPsec based on uplink TFTs
6.X.3	Solution evaluation
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1. PDN GW initiated bearer modification procedure as in TS 23.402 Figure 7.11.1-1, steps 1-2
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4. Dedicated S2b bearer activation procedure as in TS 23.402 Figure 7.10-1, steps 3-4







1. Dedicated S2b bearer activation procedure as in TS 23.402 Figure 7.10-1, steps 1-2
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