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Abstract of the contribution: This contribution proposes to preconfigure the Local EPC and use the limited backhaul only for unknown UEs in order to reduce the authentication failure when the backhaul link is unstable.
Discussion
The Isolated E-UTRAN operation for public safety needs to support also the services for public safety in addition to the EPC functionality. Public Safety does not require a strict association of user/subscribers with the UEs, in addition users can be grouped into groups dynamically. In order to minimize the usage of the backhaul as much as possible, the local application server should be preconfigured by the public safety authorities in advance of the mission before the backhaul runs into unstable or unreliable situations. Only UEs that cannot been identified after the pre-configuration phase should require a query to the macro HSS for authentication and subscription data. 

Proposal
It is proposed to add the following solution on key issue #1 into TR 23.798.
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[bookmark: _Toc447628628][bookmark: _Toc458158038]6.x	Solution x IOPS network using the backhaul only for authentication of unknown UEs
[bookmark: _Toc447628631]6.x.1	Introduction and high-level architecture
This is a solution to Key Issue 1.
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Figure 6.x.1: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs
The IOPS network comprises an L-MME (Local MME), which locally assumes the functions of an MME (authentication, bearer management, etc.) and interacts with the HSS of the PLMN. The L-AS is preconfigured by the AS of the public safety organization with the expected users, UE identities and groups. The L-AS provides this information to the L-MME via a Sh’ like interface so that the L-MME can query in advance the authentication vectors and subscription profiles of the affected UEs from the HSS and stores for IOPS operation. This allows a preparation phase while the backhaul is still available and reduces the number of queries to the HSS at a later stage. If an unknown UE attaches to the L-MME, then the L-MME would need to query the HSS via the limited backhaul link. 


6.x.2 Information flows
6.x.2.1	Initial Attach procedure, UE known in the IOPS network
The following diagram describes the information flow for the Initial Attach procedure for UEs known in the IOPS network. The pre-configuration phase consists of the steps 1. – 4., the Attach procedure of the remaining steps.
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Figure 6.x.2.1: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs

1.	As a precondition, Tthe macro AS preconfigures the L-AS with the relevant information for the IOPS network. It may contain a list of users, UE identities, and group associations. Further the local HSS of the IOPS network is configured with the related IOPS subscriptions. 
2.	The L-AS informs the L-MME about the Groups and UE identities. The L-MME stores the information. 
3.	The L-MME performs a Group Authentication Request with the List of UE identities to the HSS. The request may contain an IOPS indicator to distinguish the request from normal MME queries. 
4.	The HSS provides a list of authentication vectors per UE to the L-MME in a Group authentication Response. This pre-configuration phase should be preferably carried out when the L-MME has still a stable backhaul connection to the HSS. The HSS may provide a default subscription profile for IOPS to the L-MME. 
51.	The UE attaches to the IOPS eNB and includes its Identity.
62.	The eNB forwards the Attach request to the L-MME.
73.	The L-MME checks whether the UE is part of the local configuration of users and groups and selects the corresponding Authentication Vector retrieved in the pre-configuration phase.
84.	The L-MME creates and Authentication Request towards the UE, including the RND and AUTN.
95.	The eNB forwards the Authentication Request to the UE.
106.	The UE may use a special IOPS USIM application and derives the AUTN, RES as well as CK, IK for further key derivation. 
11.	The UE sends and Authentication Response with the RES value to the eNB.
12.	The eNB forwards the Authentication Response with the RES value to the L-MME
13.	The L-MME authenticates the UE by comparing the RES with the XRES and normal Attach procedure is performed in the following.

6.x.2.2	Initial Attach procedure, UE  not known in the IOPS network
The following diagram describes the information flow for the Initial Attach procedure for UEs not known in the IOPS network. The pre-configuration phase consists of the steps 1. – 4., the Attach procedure of the remaining steps.
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Figure 6.x.2.2: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs

1.	As a precondition, Tthe macro AS preconfigures the L-AS with the relevant information for the IOPS network. It may contain a list of users, UE identities, and group associations. Further the local HSS of the IOPS network is configured with the related IOPS subscriptions.
2.	The L-AS informs the L-MME about the Groups and UE identities. The L-MME stores the information. 
3.	The L-MME performs a Group Authentication Request with the List of UE identities to the HSS. The request may contain an IOPS indicator to distinguish the request from normal MME queries. 
4.	The HSS provides a list of authentication vectors per UE to the L-MME in an Group authentication Response. This pre-configuration phase should be preferably carried out when the L-MME has still a stable backhaul connection to the HSS. The HSS may provide a default subscription profile for IOPS to the L-MME. 
51.	The UE attaches to the IOPS eNB and includes its Identity.
26.	The eNB forwards the Attach request to the L-MME.
37.	The L-MME checks whether the UE is part of the local configuration of users and groups. The UE is not pre-configured / unknown in the L-HSS.
48.	The L-MME queries the HSS in the macro network with an Authentication Request and the UE identity. The Authentication Request may contain an IOPS indicator indicator to distinguish the request from normal MME queries. 
59.	The HSS provides an authentication vector for the UE to the L-MME. The HSS may provide a default subscription profile for IOPS to the L-MME.
610.	The L-MME updates and stores the authentication information. The L-MME creates and Authentication Request towards the UE, including the RND and AUTN.
711.	The eNB forwards the Authentication Request to the UE.
812.	The UE may use a special IOPS USIM application and derives the AUTN, RES as well as CK, IK for further key derivation. 
913.	The UE sends and Authentication Response with the RES value to the eNB.
104.	The eNB forwards the Authentication Response with the RES value to the L-MME
115.	The L-MME authenticates the UE by comparing the RES with the XRES and normal Attach procedure is performed in the following.

* * * End of changes * * * *
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