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Abstract of the contribution: The contribution discusses wat forward on common CN-AN interface for untrusted access by closing the three main remaining open issues.

1
Introduction
The following are the open issues for untrusted non-3GPP access, as captured in clause 8.8.2:
a)
Details of the Attach procedure: (a) NAS messages in EAP packets, (b) NAS messages in IKEv2 packets, (c) interworking between IKEv2 and Attach, (d) NAS Attach sent over IP after initial UE authentication at IPSec tunnel establishment.
b)
The user-plane model.

c)
For the control-plane, identify if there is need for a 3GPP-defined protocol between UE and N3IWF.
It is proposed here to address them one by one.
2
Details of the Attach procedure
The comparison among five possible alternatives is described in the table below.

It is noted that option b) in the table is currently only suggested in a sentence in clause 6.8.2.2.3 (“Alternatively, it is possible to carry NAS messages directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads) or using IPsec transport.”), but is not yet described in detail.
	
	(a) NAS messages in EAP packets

(Solution 8.2)
	(b) NAS messages in IKEv2 packets

(no detailed description)
	(c) Interworking between IKEv2 and Attach
(Solution 8.7)
	(d) NAS Attach sent over IP after initial UE authentication
(Solution 8.2)
	(e) Hybrid
(Solution 8.8)

	Common CN-AN interface
	Yes.

NG1 and NG2 procedures identical as for 3GPP access
	Maybe.

Can be made identical as for 3GPP access if N3IWK builds the NAS Attach messages as in option (c)
	Yes.

NG1 and NG2 procedures identical as for 3GPP access
	No.

Very different behaviour expected in CN CP functions when serving non-3GPP access.

Initial EAP authentication performed stand-alone.

Upon subsequent Attach the CN CP needs to remember to skip authentication
	No.

Requires CN CP to trigger EAP authentication upon reception of NAS Attach.
NG2 needs to support transfer of both NAS and EAP.

	Synergies with trusted non-3GPP access
	Yes
	No
	Yes
	No
	No

	NAS transfer during Attach between UE and N3IWF
	NWu: NAS in EAP in IKEv2
NG2: same as for 3GPP access

	NWu: NAS in IKEv2
NG2: same as for 3GPP access

	NWu: plain EAP

NG2: same as for 3GPP access
	N/A

Attach messages are handled as any other NAS messages after completion of standalone EAP authentication
	NWu: NG1 messages exchanged partly as EAP (auth.) and partly as NAS (SMC, Attach Complete).

UE receives Attach Complete as NAS message without having initiated Attach Request.


	EAP impact
	New EAP method is required
	No

	EAP needs to carry additional parameters for the Attach message
	No
	No?

	IKEv2 impact
	No
	New VSAs (e.g. Configuration Payload). Also needs SA3 confirmation re use of empty EAP payload
	No
	No
	No?

	Support for EAP-over-NAS

(if SA3 proceeds with this)
	Not practical (would require carrying EAP-in-NAS-in-EAP)
	Yes
	Yes
	Yes
	Yes

	NG2 impact
(compared to 3GPP access)
	No
	No
	No
	NG2 is enhanced to transfer EAP message
	DL/UL transfer needs to indicate whether it carries NAS or EAP, as they are handled differently on NWu

	Slice selection
	Each of the solutions would need to support transport of access stratum slice selection information. This impacts either EAP or IKEv2, depending which approach is chosen to carry the information


Based on the analysis in the table above it is proposed to select Solution 8.7 as a basis for the Attach procedure call flow.
Proposal 1: It is proposed to select Solution 8.7 as a basis for the Attach procedure call flow.

2
U-plane model

The following options have been proposed in individual solutions (either already documented in TR 23.799 or not handled):
1. One IPsec tunnel between UE and N3IWF for all traffic, including the NAS signalling transport (which requires a distinct “inner” IP address in the UE) and traffic of all PDU Sessions for the UE.
2. One IP sec tunnel for the NAS signalling transport and one IPsec tunnel per PDU Session.

3. One IPsec tunnel for the NAS signalling transport and one IPsec tunnel per PDU Session and per QoS.

It is assumed that for QoS support within the untrusted non-3GPP access the UE and N3IWF function should colour the DSCP marking in the “outer” IP header based on the QoS handling associated with the “inner” IP packets. In the first options above this implies that IP packets within the same IPsec tunnel will be delivered out of order.

As clarified in the VoWLAN study (TR 23.751), the out of order delivery within the same IPsec tunnel does not work well in case the receiver uses the (optional) anti-replay feature:

Mapping the inner DSCP to the outer DSCP does not work if the anti-replay mechanism is used: indeed, assigning a different outer DSCP to packets will result in disordering packets, and late disordered packets will be discarded by the anti-replay mechanism, as anti-replay mechanism uses sequence numbering. This is well described in RFC 4301 clause 4.1:

"If different classes of traffic (distinguished by Differentiated Services Code Point (DSCP) bits [NiBlBaBL98], [Gro02]) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  Therefore, a sender SHOULD put traffic of different classes, but with the same selector values, on different SAs to support Quality of Service (QoS) appropriately. To permit this, the IPsec implementation MUST permit establishment and maintenance of multiple SAs between a given sender and receiver, with the same selectors."

The excerpt from the referenced RFC 4301 actually strongly recommends that differentiated QoS should be supported via multiple SAs (Security Associations).

It is therefore proposed to select option 3 above for the U-plane model.
Proposal 2: For the U-plane model on NWu it is proposed to use one SA for the NAS signalling transport and one SA per PDU Session and per QoS.
In the next section it is also clarified which protocol has the responsibility for creating and maintain the SAs.

3
Need for 3GPP defined C-plane protocol between UE and N3IWF
A call flow for PDU Session establishment via untrusted non-3GPP access may look as shown in Figure 1.

The figure illustrates two options, the difference between the two being summarised in steps 4 and 5:

- Option A: with 3GPP-defined C-plane protocol between UE and N3IWF (step 4)

- Option B: without such protocol (step 5).

The 3GPP-defined C-plane protocol between UE and N3IWF is described as N3-AS Protocol (Non-3GPP Access Stratum Protocol) and as N3CP (Non-3GPP Control Protocol) in solutions 8.2 and 8.7, respectively. In the call flow in Figure 1 it is referred to as N3CP.
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Figure 1: PDU Session setup options via untrusted WLAN

1.
UE sends a [NAS] PDU Session Setup Request message towards the N3IWF. The message is sent encapsulated as “direct transfer” message in N3CP (Option A) or directly on top of UDP (Option B).

2.
N3IWF forwards the NAS message to the CP functions using the [NG2] UL NAS Transport.

3.
The CP functions send a [NG2] Resource Setup Request message to N3IWF. This message contains information about the resource that needs to be setup (i.e. new PDU Session) and includes the QoS rules for the PDU Session, as well as the [NAS] PDU Session Accept message.

4. This step is specific to Option A using the 3GPP-defined N3CP.

4a.
N3IWF sends the [N3CP] UP Setup Request, including the NAS message, Transport Info and QoS Info. The Transport info includes information required to establish a Security Association including key material. QoS Info includes e.g. the QoS marking to be used in the “outer” IP header.

4b.
UE acknowledges the previous message by sending the [N3CP] UP Setup Request.

5. This step is specific to Option B that does not rely on the 3GPP-defined N3CP.

5a.
N3IWF sends the [NAS] PDU Session Accept message directly on top of UDP/IP transport.

5b.
UE or N3IWF needs to initiate IKEv2 procedure for bootstrapping a child SA (Security Association). The PDU Session establishment at NAS level in step 5a needs to be linked to the IKEv2-initiated child SA in step 5b.
In Option B it is not clear which parameter is used to provide the linkage between the PDU Session establishment at NAS level (step 5a) and the IKEv2-initiated child SA (step 5b). It is also not clear which side (UE or N2WIF) triggers the creation of child SA and whether it is performed before or after step 5a.
In contrast, Option A provides perfect symmetry with PDU Session establishment over 3GPP access, the N3CP providing service similar to that of the RRC connection. While the description here focuses on the PDU Session establishment use case, a similar call flow can be drawn for the case where a new QoS level needs to be supported over an existing PDU Session.
Looking in perspective, the N3CP can be re-used in future to support Trusted non-3GPP access, as already described in Solution 8.7 (refer to Figure 6.8.7.2.5-1), by only adding a different type of Transport Info (e.g. MAC addresses instead of IP addresses) and different type of QoS Info.

Proposal 3: It is proposed to support a 3GPP-defined protocol between UE and IWF referred to as N3CP. N3CP is used for establishment and release of security associations between UE and N3IWF, including associated QoS information.
In the light of Proposal 3 it is also proposed to reformulate Proposal 2 as follows:

Proposal 2bis: For the U-plane model on NWu it is proposed to use: 1) one SA for the NAS signalling transport created and maintained by IKEv2; 2) one SA per PDU Session and per QoS created and maintained by N3CP.
4
Proposal

It is proposed to agree the following:

Proposal 1: It is proposed to select Solution 8.7 as a basis for the Attach procedure call flow.

Proposal 2bis: For the U-plane model on NWu it is proposed to use: 1) one SA for the NAS signalling transport created and maintained by IKEv2; 2) one SA per PDU Session and per QoS created and maintained by N3CP.
Proposal 3: It is proposed to support a 3GPP-defined protocol between UE and IWF referred to as N3CP. N3CP is used for establishment and release of security associations between UE and N3IWF, including associated QoS information.
Based on this, it is proposed to agree the following text for inclusion in TR 23.799.
####################### START CHANGES IN TR 23.799  ##########################
8.8.2
Interim Agreements on common AN-CN interface

The following list contains the current agreements on the common AN-CN interface:

1.
Non-3GPP accesses are either embedded into the NextGen RAN (referred to as "non-standalone" non-3GPP accesses) or are deployed outside the NextGen RAN (referred to as "standalone" non-3GPP accesses).

2.
The "non-standalone" non-3GPP accesses are outside the scope of this TR. The stage-2 aspects of "standalone" non-3GPP accesses are in the scope of this TR shall be defined by SA2.

3.
A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be considered at a later phase of this work.

4.
The NG2/NG3 interfaces are used to connect the standalone non-3GPP accesses to CP functions and UP functions respectively.
5.
In this release it is assumed that UEs that access the NextGen CN over non-3GPP access utilize the 3GPP NextGen NAS signalling.
6.
The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture will be specified in this TR. The name of N3IWF may need to change.
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Figure 8.8.2-1: High-level architecture for standalone untrusted non-3GPP accesses
7.
Over untrusted non-3GPP access:

a)
The UE discovers and selects the N3IWF with the similar procedure as the ePDG selection in TS 23.402 [17].

b)
The UE uses IKEv2 to establish an IPsec tunnel with the selected N3IWF. During this IPsec tunnel establishment the UE is authenticated to the NextGen CN via NG2.

c)
After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and via NG2. The N3IWF transparently forwards the NAS messages via NG2.

d)
IKEv2 and IPsec are used on the interface between the UE and the N3IWF but additional protocols may be specified if needed.

e)
Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
f)
The Attach procedure is based on the Attach procedure described in solution 8.7 (clause 6.8.7.2.6).
g)
A 3GPP-defined protocol called Non-3GPP Control Protocol (N3CP) is used between UE and N3IWF. It is used for establishment and release of security associations for the IPsec tunnels between UE and N3IWF that carry user plane traffic, including signalling of the associated QoS information.

h)
The user-plane model on NWu consists of: 1) one SA for the NAS signalling transport created and maintained by IKEv2; 2) one SA per PDU Session and per QoS created and maintained by N3CP.
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