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Abstract of the contribution: This contribution concludes on sub issue 5.7 - Security for NB-IoT.
1.
Discussion
In the last SA2#117 meeting, the solution for sub-issue 5.7 (Security for NB-IoT, see subclause 5.5.8 of TR 23.730) was finalized and evaluated (see subclauses 6.13.7 and 7.5 of TR 23.730).
Key issue 5.7 is based on the assumption the CP CIoT optimization with no UP data transfer “is used with uplink positioning in which measurements of a UE are obtained by an E-SMLC from the serving eNB using LPPa”. Since RRC signalling between eNB and UE is not security protected it would be possible to for a 3rd party/eavesdropper to intercept also LPPa related measurements. The proposed solution is based on the MME indicating to the e-SMLC whether or not AS security is being used for a certain UE. In this way, the e-SMLC may decide, based on the (lack of) security protection applied to AS signalling, whether or not to use certain positioning methods.
It has to be noted, however, that in RAN2 it has been discussed in the Release 13 timeframe to allow RRC measurements for NB-IoT UEs, but the conclusion was negative, i.e., currently it is not possible, in case of NB-IoT UEs, to use RRC measurements. This is captured in TS 36.331:
5         Procedures
5.1        General
5.1.1       Introduction

The procedural requirements are structured according to the main functional areas: system information (5.2), connection control (5.3), inter-RAT mobility (5.4) and measurements (5.5). In addition sub-clause 5.6 covers other aspects e.g. NAS dedicated information transfer, UE capability transfer, sub-clause 5.7 specifies the generic error handling, sub-clause 5.8 covers MBMS, clause 5.8 cover SC-PTM (i.e. MBMS service reception via SC-MRB) sub-clause 5.9 covers RN-specific procedures and sub-clause 5.10 covers sidelink.

For NB-IoT, only a subset of the above procedural requirements applies: system information (5.2), connection control (5.3), some part of other aspects (5.6), and general error handling (5.7). Subclauses inter-RAT mobility (5.4), measurements (5.5), MBMS (5.8), RN procedures (5.9) and Sidelink (5.10) are not applicable in NB-IoT.
For Rel-14, RRC measurements for NB-IoT UEs have been discussed only for mobility, but so far no conclusion was reached (see R2-167242). Because of that, as of now, a NB-IoT UE is not be able to provide any RRC measurements, in particular, also for positioning/location services.
Therefore, in our view, sub-issue 5.7 is at this stage a non-issue. Consequently, there is no need to standardize a solution for it. We propose to agree the changes vs. TS 23.730 presented in Section 2.
2.
Text proposal
* * * Beginning of changes * * *
5.5.8
Sub-Issue 5.7 - Security for NB-IoT
For a UE with NB-IoT access that supports CP CIoT optimization but not UP data transfer, AS security is not supported as described in TS 36.300 [18]. For a UE that supports CP CIoT optimization and either normal UP data transfer or UP CIoT optimization, AS security would be supported as soon as the UP PDN connection is created or resumed.

In the case of location using the 3GPP CP solution in TS 36.305 [15], the possible lack of AS security will not matter when downlink positioning is supported using LPP, because LPP messages are transferred between the UE and serving MME inside Uplink and Downlink generic NAS transport messages as defined in TS 24.301 [19]. All NAS messages will be protected using NAS security.

Similar protection applies to the OMA SUPL solution. In this case, SUPL messages will be transferred as data using either (a) CP CIoT optimization or (b) EPC UP data bearers associated with UP CIoT optimization or non-optimized UP bearers. NAS security will be available for (a) and AS security for (b).

When the 3GPP CP solution is used with uplink positioning in which measurements of a UE are obtained by an E-SMLC from the serving eNB using LPPa, as described in TS 36.455 [20], security may be issue. In this case, any RRC signalling used between the serving eNB and UE to coordinate positioning and/or receive measurements from a UE may not be security protected. In addition, any transmission from a UE at the RRC level that is measured by the serving eNB may not be security protected and would thus be easier for other entities to intercept and measure.

Thus, for NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization with no UP data bearers supported or established.
NOTE: 
According to the current RAN understanding (see subclause 5.1.1 of TS 36.331) NB-IoT UEs do not implement RRC measurements. Because of this reason, sub-issue 5.7 is not applicable.
* * * Next change * * *
6.13.7
Solution for sub-issue 5.7 - Security for NB-IoT
6.13.7.1
Description

As shown in clause 5.5.8, for NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization when UP data bearers are either not supported or not established.

To solve this, an MME can indicate to an E-SMLC whether or not AS security is currently being used for a UE in an LCS-AP Location Request as currently defined in TS 29.171 [13]. For example, for a UE that uses CP CIoT optimization only for all data transfer, the MME would indicate that AS security is not used. The E-SMLC would then take this into account when instigating different uplink positioning procedures. For example, downlink positioning might be used as security is not required due to the availability of NAS security. For uplink positioning, the E-SMLC might only invoke position methods dependent on eNB measurements that do not require additional RRC signalling with the UE when AS security is not being used.

To simplify this solution, the indication provided by an MME to an E-SMLC can be combined with the NB-IoT indication for the solution for sub-issue 5.6 by providing one of tow types of indication: NB-IoT with AS security and NB-IoT without AS security. E-SMLC support would be implementation dependent (e.g. configured by the operator).

6.13.7.2
Impacts on existing nodes and functionality

MME:
Provide an NB-IoT with/without security indication to an E-SMLC when requesting location for a UE with NB-IoT access.

UE:
No impact. 

eNB:
No impact.

E-SMLC:
Support an NB-IoT with/without security indication from an MME in a location request for a UE with NB-IoT access. Subsequent E-SMLC action would be implementation dependent.

GMLC:
No impact.
6.13.7.3
Evaluation

The solution enables an E-SMLC to decide based on the availability or not of AS security which position methods to employ for a target UE. For example, when AS security is not available, an E-SMLC might decide not to use position methods dependent on RRC coordination between the UE and serving eNB. The solution impacts are very simple.
NOTE: 
According to the current RAN understanding (see subclause 5.1.1 of TS 36.331) NB-IoT UEs do not implement RRC measurements. Because of this reason, sub-issue 5.7 and this solution are not applicable.
* * * Next change * * *
8.5
Key Issue 5 - Reuse of Location Services architecture for Control Plane CIoT EPS optimization
For key issue 5, as interim agreement, it is recommended to provide normative support in the specifications for the following:

For sub-issue 5.2:
 The last known location solution as described in sub-clause 6.13.2.1 without the support of additional location measurements or an indication to an external client as to when a UE may next become available.

For sub-issue 5.5:
 The use of idle state by a UE for location measurements as described in sub-clause 6.13.5.1.


For sub-issue 5.6:
 The indication of NB-IoT access for a UE as described in sub-clause 6.13.6.1.


* * * End of changes * * *
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