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Abstract of the contribution: This paper proposes a solution for the key issue#1: Authentication and Authorization for indirect 3GPP communication. 
1. Introduction
In the last SA2#118 meeting, the key issue on “Authentication and Authorisation for Indirect 3GPP Communication” was captured in the TR 23.733, aiming to address the following issues:

1.
How does the network authorise whether a UE can act as an eRelay-UE?

2.
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

3.
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?

In this contribution, a solution to address this key issue is proposed.
2. Proposal
It is proposed to add the following solution on Key Issue#1 to the SA2 TR 23.733.
* * * * Start of 1st Change * * * *
6.1
Solutions to Key Issue 1
6.1.x
Solution X: Authentication and Authorization for Indirect Communication
This solution applies to key issue 1 on authentication and authorization for Indirect 3GPP Communication, specifically on how the network authorizes and authenticates an eRemote-UE accessing the network via an eRelay-UE.

6.1.x.1
Description

As the authentication and authorization functions reside in the core network, this solution proposes that the MME performs authentication and authorization functions when an eRemote-UE is accessing to the network via an eRelay-UE. The following figure depicts the detailed procedure.
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Figure 6.1.x.1-1: Authentication and Authorization for the Indirect Communication
1. 
The eRemote-UE registers to the network.
2. 
The eRemote-UE and the eRelay-UE perform PC5 discovery procedure.

3. 
The eRemote-UE sends a Communication Request message to the eRelay-UE, including parameters such as eRemote-UE ID, NAS message. The eRemote-UE ID is used by the MME to perform authorization between the eRemote-UE and the eRelay-UE. The NAS message is further used to authenticate the eRemote-UE by the integrity verification of the NAS message.

4. 
The eRelay-UE encapsulates the parameters received from the eRemote-UE into its own NAS message and requests the MME to perform the authorization check.
5. 
If the eRemote-UE-MME is different from the eRelay-UE-MME, the eRelay-UE-MME finds the eRemote-UE-MME based on the eRemote-UE ID and then passes the received NAS message to eRelay-UE-MME.
6. 
The eRemote-UE-MME firstly verifies the integrity of NAS message. If successful, it means that the eRemote-UE is authenticated. If the PC5 security needs to be implemented, the eRemote-UE-MME can also generate the PC5 security keys based on the NAS security context and some other security parameters. The eRemote-UE-MME also checks whether the eRemote-UE can access the network via the eRelay-UE, based on the eRemote-UE ID, eRelay-UE ID. The authorization information may be retrieved from the HSS or provided by the eRelay-UE (see S2-170250).

7. 
If the NAS integrity verification and authorization succeed, the eRemote-UE-MME sends the Response message to the eRelay-UE-MME including the PC5 security keys and some other security parameters. 

8. 
If the authorization check is not performed at step 6, the eRelay-UE-MME performs the authorization check procedure.

Editor’s Note: Whether the authorization procedure is performed in the eRemote-UE-MME or the eRelay-UE-MME is FFS.
9. 
The eRelay-UE-MME sends a response to eRelay-UE including the indication that the eRemote-UE can access the network via the eRelay UE, the PC5 security keys and some other security parameters.

10. The eRelay-UE sends a communication response to the eRemote-UE to inform the result of authorization and maybe also the security parameters.
11. The eRemote-UE generates the PC5 security keys based on its NAS security context and the received security parameters.

6.1.X.2
Impact analysis

6.1.X.3
Evaluation

* * * * End of Changes * * * *
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