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1. Overall Description:

SA 2 thanks SA3 for including SA2on their LS to RAN on "Next Generation" Security Requirements for RAN. 
SA2 notes that SA3 has started working on TR 33.899 “Study on the security aspects of the next generation system”, and SA2 understands that it is due for completion in March 2017.

At the recent RAN and SA plenaries #72, the timeline for the Next Generation architecture and Radio work was adjusted in SP-160465: this requires the completion of SA2’s Next Generation architecture TR (23.799) in December 2016 immediately followed by the commencement of SA2’s normative work.

SA2 anticipate that the Next Generation architecture needs to be “fit for purpose” for a considerable period from its first anticipated availability in around 2019/2020: hence it should be suitable to addresses security related challenges up to around the year 2030. SA2 recognise that this might require changes to the current security architecture.

SA2 also note that changes in the security architecture (e.g. to provide SA2’s desired increase in synergies between fixed and mobile accesses, or, to cope with the evolutionary track of the SIM, or, to handle changes in the level of (mis)trust between home and visited networks, or to address single points of failure in 4G security) may well impact the overall architecture, possibly in a fundamental manner.

SA2 request SA3 assistance initially in the following areas:
1) Following the change of timeline by RAN and SA plenaries, SA2 have an urgent need for SA3 and SA3-LI to provide guidance on any security (andregulatory requirements) related changes that impact the overall system architecture in time for SA2 to incorporate this in their TR 23.799’s conclusions, i.e. this information is needed at/by SA2#117 (17th October 2016) in order for SA2 to analyse and take them into account  for the SA2 #118 meeting.
SA2 has been using multiple telcos between meetings and on-list email discussions to accelerate the progress of their work. SA2 can offer to use some of their telcos to  help address SA3 questions on the current SA2 architecture concepts.
2) The current state of SA2’s work is in the latest version of TR 23.799. SA 3 should note that much of this TR is “work in progress” . However:
2.1) SA2 request feedback on the sections on Key Issue #12 “Authentication Framework” and the solution candidates for Key Issue #12.
2.2) SA2 request feedback on the security aspects of the connectionless/small data solutions in clause 6.3.5 “Solution 3.5: Stateless Context Management for Data Network Sessions”; clause 6.4.8 “Solution 4.8: for Data transmission with ConnectionLess RAN-Core interface”; [list to be completed by chair/rapporteur in week after meeting]
2.3) SA2 are working on a concept referred to as “network slicing”. Conceptually network slicing is very similar to an EPC that uses Dedicated Core Network (DECOR)/Enhanced DECOR functionality, i.e. an EPC that can allocate different UEs to different (types/slices of) Control Plane nodes and allocate the UE’s different PDN connections to different User Plane nodes according to a variety of criteria. SA2 would like feedback from SA3 as to whether or not Next Generation’s Network Slicing requires a different security concept to “EPC+DECOR”

2.4) Feedback on any sections that are clearly marked as “conclusions” or “interim conclusions” and clause 4 (Architectural Requirements, Assumptions and Principles) is also welcome.

3) With particular regard to S3’s LS in S3-160833, and 

“ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.”
SA2 would like to understand more details about the nature of the security framework required between core and RAN nodes. Also does this extend to security between core network nodes?
2. Actions:

To SA3 and SA3-LI groups.

ACTION: 
SA2 kindly ask SA3 and SA3-LI to provide feedback on the above requests.

3. Dates of Next SA 2 Meetings:
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