Page 1



SA WG2 Meeting #116
S2-163523
11 - 15 July, 2016, Vienna
(revision of S2-16xxxx)
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	23.303
	CR
	0316
	rev
	-
	Current version:
	13.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	


	

	Title:

	Clarification on RPAUID

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	SA WG2

	
	

	Work item code:
	TEI13, eProSe-Ext-SA2
	
	Date:
	2016-07-11

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	In the ProSe Restricted Dicovery procedure, the PDUID and RPAUID are designed for the 3GPP layer and application layer to conceal their information to each other.
In the specification, the PDUID is clearly defined as a temporary identifer. That is, in order to prevent the PDUID to permanently represent a certain UE in the application level, the PDUID is designed to change from time to time (i.e. linked with a validity timer). 
On the contrary, the Restricted ProSe Application User ID seems not to have the similar nature of design. The RPAUID currently looks like a permenent identity representing an application level user. 
Restricted ProSe Application User ID: An identifier associated with the Application Layer User ID in the ProSe Application Server in order to hide/protect the application level user identity from the 3GPP layer. It unambiguously identifies the user within a given application. The format of this identifier is outside the scope of 3GPP.
Concerns are raised from the 3rd party application:if the RPAUID is permanent , the application user identity and the related frendship map is deducible if some mishaving application hacks the interface between 3GPP layer and application layer. In the restricted announcing procedure, a permanent RPAUID represents a certain user in the application. This is even worse in the restricted monitoring procedure, permanent RPAUIDs reveals the friendship map of the monitored user.
The 3rd party applications consider the user identity and friendship map as valuable and sensitive information that cannot be revealed to any other parties. 

	
	

	Summary of change:
	Clarify that the RPAUID should be changed from time to time under control of the application server.
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	The applicaton level information is leaked outside the application domain, which the 3rd party application will to want to see.
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*** First change ***

4.6.4.8
Restricted ProSe Application User ID (RPAUID)

The application layer user identity is concealed from 3GPP network via the creation by the ProSe Application Server of a corresponding Restricted ProSe Application User ID. The mapping of the RPAUID to the actual application layer identity is maintained by the ProSe Application Server.
NOTE: 
It is recommended that RAPUID are changed by ProSe Application Server from time to time, in order to further protect the application level user identity..

The structure and value of the RPAUID is out of scope of 3GPP. The UE obtains the RPAUID using application layer signalling prior to the execution of the Discovery Request procedures described in clause 5.3.3. 
*** End of changes ***

