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Abstract of the contribution: The intent of this proposal is to present the 3rd alternative to support the standalone untrusted non-3GPP access by merging the two solutions, i.e. 6.8.2 and 6.8.6, in the TR which have very similar architecture.
Discussions
During the last SA2#116 F2F meeting, two solutions, i.e. 6.8.2 and 6.8.6, with very similar architecture were emerged to support the standalone untrusted non-3GPP access.  Both solutions define a very similar 3GPP and non-3GPP interworking network function that supports secure transports for both the control plane and user plane operation over the untrusted non-3GPP access.  The key different between these two solutions is that, solution 6.8.2 proposes to have such key interworking network function (i.e. N3ASF) to be resided at the AN and interfacing with NextGen Core via the commonly defined NG1, NG2 and NG3; whereas solution 6.8.6 proposes to have such interworking network function (i.e. N3CNGW) to be resided at the CN with the architecture similar S2b.  Figures 1 and 2 below presents the high-level architecture overview for solutions 6.8.2 and 6.8.6 respectively. 
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Figure-1: Overview of Solution 6.8.2 to support Standalone Untrusted Non-3GPP Access
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Figure-2: Overview of Solution 6.8.6 to support Standalone Untrusted Non-3GPP Access

The intent of this proposal is intended to present the 3rd alternative to support the standalone untrusted non-3GPP access by merging the essential aspects and excluding the undesirable aspects of these two solutions. 

The key benefit of solution 6.8.2 is that, the proposed N3ASF supports the common interfaces between the NextGen AN and NextGen Core.  However, it is unclear for the need to introduce a new protocol layer referred as N3-AS at the N3ASF.  According to solution 6.8.2 (as shown in Figure-3 below), the N3-AS protocol has two main functions:
· Transparent and secure transport of further NAS protocol messages.
· Information about U-plane bearers e.g. transport address, QoS, etc.
The following figure 3 is the example of protocol stack after the N3-AS connection establishment.

[image: image3.emf]IPv4/IPv6

WLAN MAC/PHY

IPv4/IPv6

WLAN MAC/PHY

Y2

DTLS DTLS

N3-AS Protocol

N3-AS Protocol

UDP

UDP

UE N3ASF

NG2

CP functions

NG2 lower layers

NG2-AP Protocol

NG2 lower layers

NG2-AP Protocol

NG1 Protocol (NAS)

NG1 Protocol (NAS)


Figure-3: Example of NG1 protocol stack after bootstrapping of the N3-AS connection
Given NG1 (NAS) could be protected by IPSec similar to what EPC S2b is designed.  Hence, the need for introducing such additional layer deems to unnecessary and redundant.   As for conveying the information for the transport address and QoS, the NG1 (NAS) and NG2 signalling should be able to support such capabilities 
The key benefit of solution 6.8.6 is that, the proposed N3CNGW provides similar functionality as today EPC S2b for standalone untrusted non-3GPP access support.  However, the proposed architecture deviates from the architecture assumption for designing a minimum access dependent solution. 

The intent of this proposal is to merge these two solutions to provide a more optimal architecture proposal to support standalone untrusted non-3GPP access.  The proposed solution uses solution 6.8.6 as the base to merge with the solution 6.8.2 to support the standalone untrusted non-3GPP access.  Furthermore, the following architecture assumptions are added to this merged solution:
-
The secure tunnel between the UE and N3ANF for NG1 protocol signalling protection is per UE other than per PDU session;
-
The secure tunnel between the UE and N3ANF is used for both control plan signalling and user plane traffic..
***** First Change *****
6.8.x
Solution 8.x: Architecture for support of Standalone Untrusted Access
6.8.x.1
General

The solution focuses specifically on the support of case#3 scenario as described in Solution 8.2 for the standalone Untrusted Access.  More specifically, the intent is to merge the standalone case in Solution 8.2 with Solution 8.6 which is also used as the base for the merge. Furthermore, the following architecture assumptions are added to this merged solution:
-
The secure tunnel between the UE and 3GPP-N3GPP interworking network function (referred as N3ANF) is per UE other than per PDU session;

-
The secure tunnel between the UE and N3ANF is used for both control plan signalling and user plane traffic.
6.8.x.2
Architecture descriptions
Depicted in Figure 6.8.x.2-1 represent a proposal for the integration of standalone untrusted access in NextGen AN based on the reference points in Annex G. The specific aspects of the AN architecture in terms of control plane and user plane are illustrated by grouping the functions into Control Plane functions (CP functions) and User Plane functions (UP functions).
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Figure 6.8.x.2-1 : Architecture for NextGen CN access via Standalone Untrusted Access
The following reference points are introduced:

Y1:
Reference point between the UE and the non-3GPP access (e.g. WLAN).

Y2: 
Reference point between the untrusted non-3GPP access and the N3ANF for the transport of UE user plane and the transport on NWx.
NWx: 
NWx represents interface between the UE and N3ANF for establishing a secure tunnel between the UE and the N3ANF and for securing the control plane and user plane exchanged between the UE and the N3ANF.
NG2: 
Reference point between the N3ANF and CN CP functions.
NG3: 
Reference point between N3ANF and CN UP functions.
The key points of the architecture are:

-
introduction of a Non-3GPP Access Network Function (N3ANF) defined as part of the NextGen AN. The N3ANF has a control plane component for the establishment of a secure tunnel between the UE and the N3ANF via the support of IKEv2. It also has a User Plane Function component implementing the termination of an IPSec secure tunnel between the UE and the NextGen AN in order to provide security transport over the standalone untrusted AN. 

Note: The N3ANF is to be defined by SA2. 

-
The NG1 is transported transparently over N3ANF between the UE and the CP functions in the CN, secured by IPSec transport between the UE and the N3ANF. 

6.8.x.3
Function description

The proposed architecture is characterized by the following functionality:

-
The UE obtains an IP address from the Non-3GPP access;
-
The UE discovers and selects an N3ANF, similarly to the way a UE selects an ePDG in EPC;


-
The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3ANF;
-
The UE encapsulates NG1 signalling (e.g. for attach procedure) in EAP in IKEv2 and gets authenticated by the CN CP functions (e.g. the CP-AU in solution 6.12.1); As a result, the UE is authenticated with the CN and the security context can be provided by the CN CP to the N3ANF (via NG2) in order to establish the security tunnel between the UE and the N3ANF; 
NOTE : The Initial Attach procedure is similar as in section 6.8.2.2.3 with two differences: one is the N3ANF is selected before the initial attach procedure, the other is IPsec tunnel is established between the UE and N3ANF using the N3ANF’s IP address.
-
The UE exchanges any further NG1 signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the N3ANF;
-
The UE exchanges the user plane traffic over the same security tunnel established with the N3ANF.
-
The UE is always in connected mode after the UE attachment procedure, i.e. no need for Idle mode mobility management and NG2/NG3 connection is always kept.
-
On user plane traffic, an encapsulation header layer is added between the UE and CN UP functions. The N3ANF performs AN specific QoS handling according to the QoS marking in the encapsulation header received over NG3 and NWx.
6. 8.x.4
Protocol Stack
The different of this proposal when comparing to Solution 6.8.2 is that, once the Attach procedure is complete, UE and N3ANF communication relies on the IPSec tunnel between UE and N3ANF, hence, there is no need for introducing N3-AS protocol as proposed by Solution 6.8.2. 
Figures 6.8.x.4-1 and figure 6.8.x.4-2 are examples protocol stack for control plane and user plane respectively after the initial attach procedure. 
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Figure 6.8.x.4-1: Protocols for control plane
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Legend:
-
The user plane data is encapsulated with UP encapsulation layer which includes the PDU session identity. The protocol (e.g. GRE) to implement the UP encapsulation will be defined by stage-3.
-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network. Between the UE and the N3ANF, packets are encapsulated using IPSec.

Figure 6.8.x.4-2: Protocols for user plane
8.x.2.5
Initial attach via standalone N3GPP access procedure

The call flow in Figure 6.8.x.5-1 below is based on Figure 6.8.2.2.3-1 which is used to describe a possible Attach procedure via a standalone non-3GPP access to a common NextGen core using a common CN-AN interface. In this example IKEv2 transport is used between UE and N3ANF.
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Figure 6.8.x.2.5-1: Example of Attach procedure for standalone N3GPP access using EAP-over-IKEv2 between UE and N3ANF
Just as solution 6.8.2, this example is assumed that the following protocols and the following assumptions are used:

-
EAP inside IKEv2 between UE and N3ANF.

-
EAP extended to carry NAS messages for attach procedure.

The call flow is self-explanatory, with the exception of the following steps:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover a N3ANF. This is achieved by configuring in the UE one or more of the following:

-
an IP address (or set of IP addresses) of N3ANF node(s).

-
an FQDN (or set of FQDNs) that can be resolved into IP address of a N3ANF.

-
using DHCP configuration.

3-19.
In the example of Figure 6.8.x.2-1 it is assumed that NAS messages are carried inside EAP payload, to avoid impact on the IKEv2 protocol. Alternatively, it is possible to carry NAS messages directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads) or using IPsec transport. No N3ANF IP address is needed as described in clause 6.8.2, in step 16 of Figure 6.8.2.2.3-1.
The following Figure 6.8.x.5-2 (i.e. copied from Solution 6.8.2) described the protocol stack during the UE attach. 
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Figure 6.8.x.5-2: Example of IKEv2-based NG1 protocol stack during Attach procedure
6.8.x.6
PDU session establishment via standalone N3GPP access procedure
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Figure 6.8.x.6-1: PDU session establishment via non-3GPP access procedure
Once the initial attach procedure as described in subclause 6.8.x.5 is completed, the UE can initiate one or multiple PDU session establishment procedures as described in Figure 6.8.x.6-1 above.

1.
The UE initiate attach procedure over non-3GPP access as shown in subclause 6.8.x.5 and establish an IPSec tunnel with N3ANF. The subsequent messages including control plane signallings and user plane traffic will be protected by this IPSec link.

2.
The UE sends a PDU session request message (DCN-ID, DNN, PDU type, etc) to the CP function. The PDU session request message is over UDP (with a specific UDP port number) and shall be encapsulated in an IPSec packet. N3ANF de-capsulates the received PDU session request message and forward it to the CP function via NG2 interface.

3.
The CP function performs the UP function selection based on the received information in PDU session request message.

4.
The CP function allocates the PDU session identity and the QoS rules including a QoS marking for the requested PDU session and includes the PDU session identity and the QoS rules in the NG4 request message to the selected UP function.

5.
The UP function provides the transport address used for NG3 to the CP function via NG4 response message.
6.
The CP function includes the UP function transport address used for NG3 and the allocated PDU session identity and the QoS rules in the NG2 request message to the N3ANF.

7.
The N3ANF sends the NG2 response message to the CP function.

8.
The CP function sends a PDU session response message (PDU session identity, QoS rules, PDU address etc) to the UE. The PDU session response message is over UDP and shall be encapsulated in an IPSec packet by the N3ANF.
The user plane packet will be IPSec tunnelled between the UE and N3ANF. The PDU session ID and QoS marking is included in the encapsulation header of the user plane packet. The N3ANF performs AN QoS handling according to the QoS marking. For the uplink direction, the N3ANF forwards the user data to the corresponding UP function according to the PDU session identity. 
6.8.x.3
Solution evaluation

Editor's note: This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.

***** End of Change *****
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