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Abstract of the contribution:  This contribution proposes enhanced encrypted traffic detection as a new work task for policy framework.
Discussion
The current method for encrypted traffic detection uses domain name matching, but domain name has not the flexibility to identify various services in a CP(Content Provider). More over, the domain name is easy to be faked to deveive PCEF/TDF, so the verification of server IP address of CP is necessary. But this verification is inflexible and complex to utilize in cloudages. As HTTPS/TLS is used in more and more services provided by CP, it is very important for operator to have enhanced encrypted traffic detection to offer flexible sponsor data service.
The NG architecture supports network slicing and control plane/user plane seperation , so it will give more capability to apply enhanced encrypted traffic detection.
Proposal

Based on the above discussion, it is proposed to add enhanced encrypted traffic detection as a work task in PCC.
* * * 1st Change * * * *

5.10
Key issue 10: Policy Framework

5.10.1
Description

In the EPC system, network functions are configurable via operator policies. This trend is expected to continue into the Next Generation System. These operator policies help shape a variety of network behaviours such as related to:

-
QoS Enforcement.

-
Charging Control.

-
Gating.

-
Traffic Routing.

-
Congestion Management.

-
Service Chaining.

-
Network (e.g. PLMN) Selection.

-
Access Type Selection.

-
Roaming.

-
Mobility.

-
Policies related to group of users.

-
Third party service handling.
-  Enhanced encrypted traffic detection. 
The provisioning and enforcement of these policies can happen in:

-
UE.

-
Control Plane entities.

-
User Plane entities.

This key issue will look into solutions for a policy framework for the Next Gen System that takes into consideration all these related aspects.

NOTE:
Policies can be categorized further into different types e.g. subscription based policies, local operator policies, etc.
* * * 2nd Change * * * *

5.10.2
Work Tasks
Table 5.10.2-1: Work tasks for Policy framework
	Work Task ID
	Work Task(s)
	Work Task Description

	Policy_WT_#1
	Define overall non-roaming and roaming/interworking policy related framework for NextGen
	1.1   Define entities which constitute the policy related architecture and interfaces between those entities. 

1.2   Which information accounts for policy decisions and which entities provide it? 

1.3   How policy provisioning performed?

1.4   Which entities enforce policy decisions?

1.5. Decide on policy interactions, referring to the granularity and type of information provided by the policy function to the policy requesters. 

NOTE 1: The granularity of the policy information may be for example per PDU session or for a group of PDU sessions. Policy information for all PDU sessions may also be possible without policy interactions.

NOTE 2: The type of policy information may be QoS, charging, usage monitoring, etc, depending on the outcome of other key issues. The policy decision and provisioning depends on specific type of required functionality (e.g. charging, usage monitoring etc.), Policy information may be predefined in the enforcement point or may be dynamically provisioned by the policy function.

NOTE 3: The purpose of the enforcement of the policy related information depends on the outcome of other key issues.

NOTE 4: The policy architecture will use the solutions' outcome from other key issues in TR 23.799. It may not be possible to fully progress but rather define a baseline framework to be enhanced as other key issues progress.

	Policy_WT_#2
	QoS information provided by the Policy Function
	2.1 Define whether the defined QoS related actions (e.g. redirection, bandwidth limitation, gating, priority/ preemption, resource management, etc.) are sufficient or not and establish policy enhancements as needed. 

2.2 Define whether providers and enforcers of those QoS related actions are the same as in the existing policy framework and establish policy enhancements as needed.

NOTE 1: This Work Task covers the QoS information that the Policy function provides, the granularity, the QoS information enforcers and the information flows. This depends on QoS key issue outcome. If needed, reference QoS framework key issue outcomes for new QoS related actions and define the source/destination for those actions. 

	Policy_WT_#3
	Information controlled over charging interfaces
	3.1. Define which charging interfaces are applicable, what charging related information provided to/by Policy function over those interfaces and how it is used for credit management and reporting

NOTE: Some relation with the charging key issue and its solutions exists. An analysis of potential overlapping will be performed when the solution for charging key issue is stable.

	Policy_WT_#4
	Potential interactions with access network discovery and selection, if any
	4.1 Describe if and how policy framework interacts with network discovery and selection functionality.

NOTE: This depends on "3GPP architecture impacts to support network discovery and selection" key issue outcomes and will be handled once the corresponding solution is stable.

	Policy_WT_#5
	Policies controlling access traffic steering, switching and splitting, if any
	5.1 Describe if and how policy framework interacts with access traffic steering, switching and splitting functionalities.

NOTE: This depends on access traffic steering, switching and splitting key issue outcomes and will be handled once the corresponding solution is stable.

	Policy_WT_#6
	Flexible mobile service steering policy control
	6.1. Define how policy framework supports flexible mobile service steering. 

	Policy_WT_#7
	User Plane Congestion management control
	7.1 Define how policy framework supports User Plane congestion management control.

NOTE: This may depend on QoS key issue outcomes.

	Policy_WT_#8
	Alignment with other key issues solutions
	8.1 Address policy framework requirements/assumptions made by other key issues not explicitly mentioned by this table. 

	Policy_WT_#9
	3rd party policy interactions
	9.1 Define whether and how policy framework interacts with 3rd party supported services.

NOTE: This depends on the outcome of the key issue#9 on network capability exposure. This will be handled once the corresponding solution is stable.

	Policy_WT_#10
	Session Management
	10.1. Decide whether and how policy framework provides policies to control a PDU session, e.g. at establishment/modification/termination of a PDU session, including support for multiple PDU sessions for the same UE. 

10.2. Define the session information that is relevant for policy decisions.

NOTE: This depends on the outcome of the key issue#4 on session management. This will be handled once the corresponding solution is stable.

	Policy_WT_#11
	Mobility Management
	11.1 Decide whether and how policy framework provides policies for mobility on demand within the Mobility Management key issue.

NOTE: This depends on the outcome of the key issue#3 on mobility management. This will be handled once the corresponding solution is stable.

	Policy_WT_#12
	Slicing
	12.1 Decide whether and how policy framework provides policies for slicing within the Slicing key issue.

NOTE: This depends on the outcome of the key issue#1 on network slicing. This will be handled once the corresponding solution is stable.

	Policy_WT_#13
	Enhanced encrypted traffic detection
	13.1 Define how the enhanced encrypted traffic detection works in policy framework
13.2 Define the information model in UE, network and third party for enhanced encrypted traffic detection.


* * * End of Change * * * *
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