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Abstract of the contribution: This document proposes a resolution to an editor’s note related to the definition of non-SIP Based services for enforcement purposes.
1. Discussion 

TS 22.011 defined the following non-SIP based services to be Data Off exempt when the 3GPP PS Data Off feature is activated:

- Device Management over PS; and

- IMS Supplementary Service configuration via the Ut interface using XCAP
This implies that the UE can send and/or receive any IP packets related to the above services if the 3GPP PS Data Off feature is activated. The IP addresses for these services are typically known and published and as such for these services an uplink filter based on the IP addresses of the UE and the services related servers is sufficient so that the UE can enforce uplink packets.
For network enforcement of downlink packets for these services, and if dynamic rules are used, the PCRF must be provisioned with the necessary IP addresses. If static rules are to be used, the PGW must be provisioned with the necessary IP addresses for that purpose. 
For other non-SIP based services that belongs to the HPLMN, the same approach as above can be used since these operator provided services have a known published IP addresss.
Support for OTT non-SIP based services shall not be considered.

2. Proposal

It is proposed to add the following to the TR:

5.3.1
Description  

This key issue addresses the control of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services. Non-SIP based services are IP-based services

The following non-SIP based services are considered to be Data Off exempt when the 3GPP PS Data Off feature is activated:

- Device Management over PS; and 
- IMS Supplementary Service configuration via the Ut interface using XCAP; and/or
- Other non-SIP based services that belongs to the HPLMN if any decided to be Data Off exempt by the HPLMN

.

NOTE:
The non-SIP based 3GPP PS Data Off Exempt Services can be used over a PDN connection to an APN other than the IMS well known APN only.
5.3.2
Architectural Requirements 

Editor's Note:
Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.4
Key Issue 4 - support for per service control of SIP messages for SIP based services which are not 3GPP PS Data Off Exempt Services in roaming (LBO and roaming with no IMS roaming interfaces) and non-roaming cases

5.4.1
Description  

This key issue addresses per service control of SIP messages for SIP based services which are not part of the 3GPP PS Data Off Exempt Services.

NOTE:
The SIP based 3GPP PS Data Off Exempt Services can be used over a PDN connection to IMS well known APN (when used as part of carrier grade services of GSMA IR.92, GSMA IR.94, GSMA NG.101), or over any PDN connection (when used as part of GSMA RCS).
5.4.2
Architectural Requirements 

Editor's Note:
Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

6
Solutions

6.1
Solution for Key Issue 1 - UE informing the network about the UE’s status

6.1.1
Description

The UE informs the MME about the 3GPP PS Data Off (de)activation:

a)
in the Attach Request message of the Initial Attach procedure; and

b)
After attachment in the TAU Request message in the Tracking Area Update procedures that includes an indication to that effect.

The UE informs the IMS domain about the 3GPP PS Data Off (de)activation using a 3GPP PS Data Off indication in the initial REGISTER request and subsequent to that via a  re-REGISTER request  that includes an indication to the effect.

Editor's note:
The applicability of this to 2G/3G is FFS.

Editor's note:
The applicability of this for multiple PDN connections is FFS

6.1.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

6.1.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.2
Solution #2: UE reports its 3GPP PS Data Off status to EPC

6.2.1
Solution Description
This solution addresses the key issue #1.

PGW is selected to do the downlink traffic controlling. In order for PGW to do this, UE reports its 3GPP PS Data Off status to PGW in the attach procedure and TAU procedures.
MME needs to store the 3GPP PS Data Off status.

In case there are multiple PDN connections for a UE, MME needs to further report the 3GPP PS Data Off status to all the SGWs serving the UE’s PDN connections, and then the SGW needs to further forward the 3GPP PS Data Off status to all PGWs serving the UE’s PDN connections.
Following sections illustrate when and how to report the 3GPP PS Data Off status to PGW via E-UTRAN.

Editor’s Note: Whether and how UE needs to report the 3GPP PS Data Off status to PGW/GGSN via GERAN and UTRAN is FFS.

6.2.1.1
Reporting initial status during attach procedure
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Figure 6.2.1.1-1: Reporting in Attach procedure (Figure 5.3.2.1-1 in 23.401)
The 3GPP PS Data Off status (i.e. activated or deactivated) is included in step 1, 2, 12 and 13, and finally reported to PGW.

PGW stores the latest 3GPP PS Data Off status in the UE’s context.
6.2.1.2
Reporting status change in TAU procedure
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Figure 6.2.1.2-1: Reporting in TAU procedure (Figure 5.3.3.2-1 in 23.401)
When the UE’s 3GPP PS Data Off status is changed, the TAU procedure will be triggered to report the latest 3GPP PS Data Off status to PGW.

In step 2 and 3, the UE’s 3GPP PS Data Off status is included and reported to MME.

If there are multiple PDN connections for a UE, MME needs to send the UE’s 3GPP PS Data Off status to all PGWs corresponding to these PDN connections.

In step 9, when SGW knows the UE’s 3GPP PS Data Off status is included, it will further forward this information to PGW in step 10. This requires to make step 10 mandatory.

PGW stores the latest UE’s 3GPP PS Data Off status in the UE’s context.
6.2.2
Impact
UE:
UE needs to report the UE’s 3GPP PS Data Off status to MME in Attach Request and TAU Request messages.
MME:

MME needs to report the UE’s 3GPP PS Data Off status to all SGWs serving the UE’s PDN connections in Create Session Request and Modify Bearer Request messages for the Attach and TAU procedure respectively.

MME needs to store the 3GPP PS Data Off status.

SGW:

In Attach procedure, SGW needs to forward the UE’s 3GPP PS Data Off status to all PGWs serving the UE’s PDN connections in Create Session Request message.

In TAU procedure, when SGW knows the UE’s 3GPP PS Data Off status is included, it will further forward this information to all PGWs serving the UE’s PDN connections in the Modify Bearer Request message.

PGW:

PGW stores the latest 3GPP PS Data Off status in the UE’s context.
6.2.3
Evaluation

6.3
Solution for Key Issue 2 - making the UE aware of 3GPP PS Data Off Exempt Services 

6.3.1
Description

The HPLMN configures the UE with the 3GPP PS Data Off Exempt Services using a management object in the ME.

The non-SIP based 3GPP PS Data Off Exempt Services are identified in the UE by an APN and an uplink filter to be enforced by the UE for originating non-SIP requests. 
Given that the IP addresses for the list of non-SIP based services that are Data Off exempt are published hence a list of IP addresses for these services is sufficient to identify the services and is included in the management object sent to the UE. 


The SIP based 3GPP PS Data Off Exempt Services are identified in the UE by enumeration (MMTel Voice, SMS over IMS, USSD over IMS, MMTel Video) or by IMS communication service identifier.The UE enforces originating SIP based requests based on these

6.3.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

The UE is impacted as it has to support the new management object. 

6.3.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

6.4
Solution for Key Issue 3 – Support for controlling non-SIP based services which are not 3GPP PS Data Off Exempt Services in roaming (LBO and roaming with no IMS roaming interfaces) and non-roaming cases

6.4.1
Description


As described before and given that the IP addresses for non-SIP based services that are Data Off exempt are published, and known, hence enforcement for uplink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is accomplished by the UE through the Uplink filter configured by the HPLMN in the UE management object dedicetaed to that. Hence, if 3GPP PS Data Off is activated, the UE prevents sending of uplink IP packets which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempt Services configured in UE. 
Enforcement  for the downlink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is is performed in the P-GW as follows :

When the 3GPP PS Data Off is activated:

a)
the UE informs network about the 3GPP PS Data Off activation as described in subclause 1.4.2.

b)
The following additional steps are performed:

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off activation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

B)
PCRF activates PCC rules with downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services

C) P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

A)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

4)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Modify Bearer Response message. 

5)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Modify Bearer Response message, the MME releases the PDN connection.

6)
MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off.

c)
If MME does not indicate to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE can attempt to ensure that unauthorized IP packets are not transported using any proprietary means.

NOTE:
if MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE is not expected to use any proprietary means for ensuring that unauthorized IP packets are not transported.

When the 3GPP PS Data Off is deactivated:

a)
the UE informs network about the 3GPP PS Data Off deactivation as described in subclause 1.4.2.

b)
The following additional steps are performed :

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off deactivation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off deactivation.

B)
PCRF deactivates PCC rules that restrict IP packets other than those of 3GPP PS Data Off Exempt Services.

C)
P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

A)
the P-GW deactivates PCC rules that restrict IP packets other than those of  3GPP PS Data Off Exempt Services.

When a new PDN connection is established after MME indicates to the UE in Attach Accept message or in TAU Accept message, the PS domain performs the MME parts of the 3GPP PS Data Off as follows:

a)
MME informs the P-GW of the PDN connection being established about the 3GPP PS Data Off activation using an indication in the Create Session Request message.

b)
If dynamic PCC is applied for the PDN connection:

1)
the P-GW initiates an IP-CAN session modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

2)
PCRF provides PCC rules with the downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services.

3)
P-GW enforces the PCC rules.

c)
If dynamic PCC is not applied for the PDN connection:

1)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

d)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Create Session Response message. 

e)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Create Session Response message, the MME releases the PDN connection.
In order to accomplish the above for network enforcement of downlink packets for these services, and if dynamic rules are used, the PCRF must be provisioned with the necessary IP addresses for non-SIP based services that are Data Off exempt. If static rules are to be used, the PGW must be provisioned with the necessary IP addresses for that purpose.
6.4.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

6.4.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

