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Abstract of the contribution: This contribution proposes a new key issue on 3GPP system aspects to integrate private networks.
Discussion
The NextGen Architecture should strech across public and private networks (rather than ending in the single device behind the access).
In today’s environments the CPE belongs to the customer and is a part of the customer’s private network. So it automatically presents a demarcation point or a boundary between the private network and the public network. 
In future this will change to a model that is able to integrate the private networks into the public network and realize new use cases, e.g. managed WLAN, extended Smarthome, etc.Integration foresees a higher degree and well defined interworking between public and private networks, going beyond just being connected.Integration allows the operator to take influence on the behaviour of the private network.
The requirements  to enalbe this change are the following: 
1. LAN devices need to be discovered in the public network. In other words, when a device is added to the LAN then some entity in the public network should receive an update that a device is connected to the network with all possible details about the device like the device type and its capabilities. 
2. LAN devices must be addressable from the public network, so that packets and messages can be directed by the network towards any LAN device once a communication needs to take place with it. This should apply to both IP-capable and non-IP-capable devices. 
3. Although the devices need to be addressable, this must be done in a secure manner. This means that the address should only be known to entities within the network which communicate with the end device. 
4. Another security aspect is that the access to the end devices should be totally regulated, implying that only the user who owns the devices has full access and control on them, while entitled users are granted the permissions given to them by the end user only. 
5. In addition, any critical communication should be encrypted to guarantee a highly secure environment. 
6. The access and control of end devices should be made as location-independent as possible, so that the user notices no difference (or minimal difference) between accessing the devices locally or remotely. 
7. It should be possible for the end user to define, edit and delete rules which give permissions and privileges to other users or to services to access or use some of his end devices. 
8. It should be made possible for all end devices connected in the same local network to communicate with each other, no matter what protocols these devices support. 
9. For time-critical applications, end-to-end quality of service must be guaranteed. 
10. It should be possible to seamlessly switch the user connection from the fixed network to the cellular network and vice-versa when needed. 
11. It should be possible to manage the CPE’s LAN interfaces from the public network. 

From  NEO TR:
[bookmark: _Toc433230999][bookmark: _Toc442429526]5.6	Access
5.6.1 [bookmark: _Toc433231000][bookmark: _Toc442429527]Description
…
3GPP/Non-3GPP Access Integration 
The 5G system will connect to multiple non-3GPP and 3GPP access networks in order to allow the operator to improve the efficiency in the exploitation of the network infrastructure and to provide the best capabilities to an end-user. 
The 5G system is expected to support at least mobility between 3GPP and non-3GPP networks with optional service continuity, capability for the UE based on network control to select the access to connect to, simultaneous connection to different accesses, capability to access services provided by a 5G network to the UE connected to a non-3GPP access, authentication for accessing 3GPP network through a non-3GPP access using 3GPP credential, etc. 
…….
3GPP/Non-3GPP Access Integration 
The 5G system shall be able to provide 3GPP services to the UE using various 3GPP and non-3GPP access networks (e.g. WLAN, Fixed broadband access, Bluetooth, etc). 
 The 5G system shall be able to support:
· Inter-system mobility between 3GPP and non-3GPP access networks, 
· Capability for the UE to select the 3GPP or non-3GPP access based on operator policy, 
· Simultaneous connection to different accesses, & capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS…, 
· Authentication to access 5 G network through a non-3GPP access using 3GPP credentials. 
….
The 5G system shall enable the UE to simultaneously connect to the network via different accesses, both non-3GPP and 3GPP.
The 5G system shall be able to manage the addition or dropping of the various accesses dynamically during the session according to the quality of the individual connections.
For UEs simultaneously connected to the network via different access (both non-3GPP and 3GPP), the network shall support data transmissions that leverage these accesses.
The 5G system shall be able to aggregate the UE data transfer via one access or a combination of accesses.
The 5G system shall be able to aggregate the UE data transfer via one access or a combination of accesses to provide the best user experience during an ongoing data transmission.
The 5G system shall be able to support the interworking with fixed broadband network. 
NOTE:	The specification of fixed broadband access network is outside the scope of 3GPP.Which evolution of fixed broadband access network architecture needs to be considered in stage 2. 
….
Based on operator policy, the 5G system shall be able to dynamically offload part of the traffic from 3GPP RAT to non-3GPP RATs and vice versa, taking into account traffic load.
The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses.
From mIOT TR:
[bookmark: _Toc442776260][bookmark: _Toc442776325][bookmark: _Toc443296601][bookmark: _Toc443380963][bookmark: _Toc443401790]5.2.3	Potential requirements
Requirements below are for all kinds of connectivity aspects, including devices which support both direct and indirect 3GPP connection mode and devices which support only indirect 3GPP connection mode, using 3GPP RAT or non-3GPP RAT, in a licensed band or an unlicensed band:
-	[PR.5.2.3-001] The 3GPP system shall support a device to access to the 3GPP network in direct 3GPP connection mode.
…
-	[PR.5.2.3-005] Devices in direct device communication using 3GPP RAT shall have an established trusted relationship with each other.
-	[PR.5.2.3-006] Devices in direct device communication using non-3GPP RAT may use 3GPP credentials to establish a trusted relationship with each other.
Editor’s Note: The definition of trusted relationship need to be further studied.
….
-	[PR.5.2.3-008] A device which accesses the 3GPP network in direct 3GPP connection mode or in indirect 3GPP connection mode using a 3GPP RAT or a non-3GPP RAT, shall have a 3GPP subscription.
-	[PR.5.2.3-009] The 3GPP system shall support real time services (e.g. real time voice and/or real time video) for a device, whether the device is in indirect 3GPP connection mode or in direct 3GPP connection mode.
-	[PR.5.2.3-010] The 3GPP system shall support non-real time services for a device, whether the device is in indirect 3GPP connection mode or in direct 3GPP connection.
-….
-	[PR.5.2.3-012] The 3GPP system shall support service continuity for a device, when the device changes from a direct 3GPP connection to an indirect 3GPP connection and vice versa.
-	….
-	[PR.5.2.3-015] The 3GPP system shall identify, address and reach a device, when the device is in indirect 3GPP connection mode.
-	[PR.5.2.3-016] The 3GPP system shall support end to end QoS for a device, when the device is in indirect 3GPP connection mode.
-...
[bookmark: OLE_LINK31][bookmark: OLE_LINK32][bookmark: OLE_LINK36]-	[PR.5.2.3-018] The 3GPP system shall support selection of different connectivity aspects (e.g. direct device connection, direct/indirect 3GPP connection) to be used for a device.


Proposal
It is proposed to add the following key issue to the TR 23.799 “Study on Architecture for Next Generation System” V0.3.0.
[bookmark: _Toc399511925][bookmark: _Toc324232210][bookmark: _Toc326248701][bookmark: _Toc399743733][bookmark: _Toc248905717]* * * Start of change * * * *
[bookmark: _Toc442563419][bookmark: _Toc442884028][bookmark: _Toc445244983][bookmark: _Toc445245109][bookmark: _Toc445247585][bookmark: _Toc445332098][bookmark: _Toc445372693][bookmark: _Toc445384162]5.X	Key issue X: 3GPP system aspects to integrate private networks

[bookmark: _Toc442563420][bookmark: _Toc442884029][bookmark: _Toc445244984][bookmark: _Toc445245110][bookmark: _Toc445247586][bookmark: _Toc445332099][bookmark: _Toc445372694][bookmark: _Toc445384163]5.X.1	Description
This key issue will study:
-	How to integrate private networks in the NextGen framework.
-	Addressing and discovery of devices on the private network
-	information collection from these devices and about the communication 
-	monitoring, reporting and managing private network radio conditions
-	The effects of private networks on the mobility framework as well as session management and session continuity.
-	functions that are required to be supported by a CPE/relay UE to integrate private networks.
-	If there is need for selection criteria based on operator policy between the direct connectivity to the network and the indirect connectivity via the CPE/relay UE to provide efficient service.
-	Efficient session and/or service continuity mechanism between
-	the direct connectivity to the network and the indirect connectivity via a CPE/relay UE, and
-	The authentication, security and privacy aspects.
-	Control by the MNO of the connectivity via a CPE/relay UE.
Additional inputs from SA1 will be considered.
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