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6.9     Solution #9: Traffic detection by using domain name matching –Key Issue 3
6.9.1
Solution Description

This solution resolves the key issue 3 - Encrypted traffic detection. 

6.9.1.1
Assumptions

1. There exists an agreement between the operator and sponsored data connectivity content provider.

2. Content provider uses HTTPS as a transport mechanism, using Web Public Key Infrastructure (PKI).

NOTE:
According to https://datatracker.ietf.org/wg/wpkops/charter/ , "the Web Public Key Infrastructure (PKI) is the set of systems, policies, and procedures used to protect the confidentiality, integrity, and authenticity of communications between Web browsers and Web content servers. The Web PKI is used in conjunction with security protocols such as TLS/SSL and OCSP. More specifically, the Web PKI (as considered here) consists of the fields included in the certificates issued to Web content and application providers by Certification Authorities (CAs), the certificate status services provided by the Authorities to Web browsers and their users, and the TLS/SSL protocol stacks embedded in web servers and browsers."

6.9.1,2
Proposed framework

1. The solution is applicable only in case the sponsored services are uniquely identifiable by a list of {IP address ranges, domain name matching strings} pairs. Either element in the pair can be “any”, as applicable, but not both elements simultaneously. 

NOTE 1:
L3 information (IP address ranges) is visible even if traffic is encrypted.

a. Domain name matching can be expressed as an absolute match or a suffix match. Thus, there may be a need in a field indicating whether an absolute match or a suffix match is required ({IP address ranges, domain name matching strings, match type (absolute/suffix)}).

2. This set of information required to identify encrypted traffic is defined in the PCEF/TDF either by pre-defined PCC/ADC Rules or using dynamic PCC/ADC Rules that include Application Identifiers, as applicable. Thus the configuration of the Application Identifier in the PCEF/TDF includes this set of information ({IP address ranges, domain name matching strings, match type (absolute/suffix)}). 

3. If such a pre-defined or dynamic PCC/ADC Rule is active for an IP-CAN/TDF session, the PCEF/TDF shall check IP address ranges, and, in case of compliancy with the received/preconfigured value (See NOTE 2), match domain name strings against the following fields in the initial HTTPS handshake:

· TLS Server Name Indication (SNI) extension, when available (https://tools.ietf.org/html/rfc6066); or, if not available,

· Server certificate’s Subject Alternative Name x.509 extension DNS name, when available. All relevant values shall be examined for matching; or if not available or no match was found,

· Server certificate’s Subject Common Name (CN).
NOTE 2:
If the IP address ranges equals “Any”, then any traffic is said to be compliant.
6.9.2
Impacts on existing nodes and functionality

PCEF and TDF detection mechanisms are extended as per description above (in any case detection mechanisms are out of standard's scope).
The solution is not impacting any protocol specification; therefore no stage 3 impacts are expected.
6.9.3
Solution evaluation


This solution re-uses the existing communication mechanisms between the PCRF and the PCEF/TDF. The definition of the Application Identifier in the PCEF/TDF is extended to cover ({IP address ranges, domain name matching strings, match type (absolute/suffix)} information.
As mentioned in the solution, the solution is applicable only in case the sponsored services are uniquely identifiable by a list of {IP address ranges, domain name matching strings} pairs.
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8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the study item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.

1. Traffic detection in case of encrypted traffic shall be described by a new informative Annex of the 3GPP TS 23.203 [3] specification as per Solution#9.
2. TDF based sponsored data connectivity shall be added to the 3GPP TS 23.203 [3] specification as currently exists in case of PCEF as per Solution#10.
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