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Abstract of the contribution: This paper discusses the ePDG selection enhancements necessary for Lawful Interception requirements per described in the LS from SA plenary SP-150831, and proposes a way forward.
Requirements Analysis
The LS from SA plenary (SP-150831) defines the following guiding principles and requirements:

Principles:
1. The Serving PLMN, if it has deployed an ePDG, must be able (if required by the national regulations in the Serving PLMN country) to be in absolute control of ePDG selection. 
2. Regulations in Country A do not allow Country A to depend on Country B for the purposes of LI or other national security requirements. Therefore the Serving PLMN (if required by the Serving PLMN country) must be able to perform LI in the Serving PLMN without assistance or co-operation of the HPLMN (this includes any scenarios where the Serving PLMN is reliant on the HPLMN to configure UEs to allow Serving PLMN control). 

Requirements:
1. A Serving PLMN which deploys an ePDG shall be able to control the selection of an ePDG in the Serving PLMN, when this is required by national regulations applicable to the Serving PLMN.
2. When the UE is not served by any PLMN or the Serving PLMN has not deployed an ePDG, then a default system behaviour should be defined that allows the local country authorities to perform lawful interception if required.
Although it’s not sufficiently clear what is meant by the “absolute control” in the Principle 1, it seems to be a safe assumption that the intent is to provide the Serving PLMN with ability to unconditionally enforce selection of its own ePDG.

The Principle 2 seems to clarify that the Serving PLMN dependence on HPLMN has to be limited to basic configuration of UE. No any LI related interactions are allowed.

The Requirement 1, along the lines of Principle 1, specifies that the Serving PLMN actually has to be able to enforce the selection of its own ePDG, but doesn’t preclude other options if that selection fails.
The Requirement 2 talks about a default system behaviour but limits it just to the cases of a non-attached UE or no ePDG in the Serving PLMN. It seems safe to assume that the default behaviour shall cover all other remaining cases, e.g. when the selection of ePDG per Requirement 1 fails for whatever reason.     

 With such modification of Requirement 2, the Requirements cover all cases of ePDG selection for LI purposes.
Existing ePDG Selection Procedure Analysis
The principles of the ePDG selection procedure specified in TS 23.402, Section 4.5.4 could be summarized as following:

The ePDG selection is driven by HPLMN configured data. 

The ePDG selection configuration data consists of 2 optional components: the default selection data pointing to a HPLMN ePDG (ePDG Identifier), and the data facilitating ePDG selection in the visited networks (ePDG selection information). 

The latter consists of a list of other countries’ PLMNs that have relationships with HPLMN for providing the WLAN calling service. Associated with each PLMN on the list is a parameter driving the ePDG selection in that PLMN (location-based versus non-location-based), as well as a parameter defining behaviour in case of failure to select ePDG in that PLMN (the “mandatory” versus “preferred”), where a “mandatory” PLMN doesn’t allow attempting another network’s ePDG as a fallback, while a “preferred” one does allow the fallback.  NB, the original intent of this parameter was to satisfy the LI requirement of preventing calls not routed through the visited network)
The list may also include a default entry defining common values of selection parameters described above to apply to any Serving PLMN not explicitly listed. The intent of the default “ant PLMN” entry was to minimize the amount of provisioning needed if some common setting of parameters may be applied to multiple networks. However, it implies that all networks the UE may attach to are considered suitable for the WLAN calling service, i.e., have deployed ePDG and have VoWiFi roaming relationships with HPLMN.  

The current ePDG selection procedure, at a high-level, realises the following: 

1. If serving PLMN is provisioned in the list (means, it has ePDG(s) deployed and has a roaming relationship with HPLMN), select an ePDG in the serving PLMN, otherwise select an ePDG in HPLMN  

2. If there is no serving PLMN, look up any PLMN in the list belonging to the country where the UE is located and select an ePDG in that PLMN. If no PLMN found, select an ePDG in HPLMN

3. In case of failure to connect to selected ePDG in a visited network, attempt to connect to an ePDG in HPLMN, unless the serving PLMN is defined as “mandatory”.
Proposed ePDG Selection Based on LI Requirements

1. To satisfy the Requirement 1, the serving PLMN is made capable of indicating to the UE during the attachment that it requires selection of its own ePDG, independent of the HPLMN configured selection data. If the indication is provided, the respective entry in the ePDG selection information, if exists, is consulted for the FQDN format choice. If there is no entry, the OI FQDN format is chosen. UE proceeds to connect to ePDG in the serving PLMN.

2. To satisfy the (modified) Requirement 2, in all other cases, as well as in the case of failure to connect to ePDG as described in the previous paragraph, the UE looks up any PLMN in that country (by matching country’s MCC(s) against PLMN ID of the PLMNs in the list), attempts to connect to ePDG in the found PLMN and, if fails, continues the look up and connection attempts, until successfully connecting or reaching end of the list. 

If no ePDG is connected in the previous step, the UE constructs an MCC-based FQDN to enable selection of an ePDG under the country regulator’s control (what “the selection of ePDG under regulator’s control” means is beyond the scope of the selection procedure and is FFS).

And, as the last resort, the HPLMN ePDG selection may be attempted unless the indication described in point 1. was received.    

Proposed Data Model Changes
The proposed ePDG selection procedure makes unnecessary the “mandatory/preferred” marking of VPLMN in the ePDG selection information, as the serving PLMN indication fulfils that role for the functionality in point 1 of the proposed procedure above. The functionality in point 2 makes no use of the “mandatory/preferred” info.

It is also suggested to deprecate the “any PLMN” concept as it doesn’t serve much practical purpose and could lead to false ePDG selection attempts. As discussed, the ePDG selection information is supposed to be populated with PLMNs which have VoWiFi roaming agreements with the HPLMN. As ubiquitous ePDG deployments and VoWiFi roaming relationships are unlikely, the “any PLMN” is hardly useful. If a VPLMN needs to ensure its ePDG is used, it will indicate it explicitly during the UE attachment. 
Proposed TS 23.402 CR

4.5.4
ePDG Selection

4.5.4.1
General

The UE performs ePDG selection based on a set of information configured by the HPLMN in the UE, and based on the UE's knowledge of the PLMN it is attached to.
The ePDG selection is also controlled by the “Visited ePDG Required” indication that may be provided by the PLMN the UE is attached to. This indication is provided during the UE’s attachment to the network and is discarded when a new attach is initiated. The signalling procedure for the “Visited ePDG Required” indication is specified in the 3GPP TS 23.401 sub-clause 4.3.5.8b.  
A UE connected to one or multiple PDN GWs uses a single ePDG.

4.5.4.2
ePDG FQDNs Construction

When the UE attempts to construct an FQDN for selecting an ePDG in a certain PLMN-x (either a VPLMN or the HPLMN), then the UE shall construct one of the following FQDN formats:

-
Operator Identifier FQDN: The UE constructs the FQDN by using the PLMN-x ID as the Operator Identifier.

-
Tracking/Location Area Identity FQDN: The UE constructs the FQDN by using the identity of the Tracking Area/Location Area it is located in (i.e. based on PLMN-x ID and TAC/LAC). The Tracking/Location Area Identity FQDN is used to support location-specific ePDG selection within a PLMN.
-
Country Code FQDN: The UE constructs the FQDN by using MCC of the country it is located in
The ePDG FQDN formats are specified in TS 23.003 [16].

The UE selects one of the above FQDN formats as follows:

If the UE attempts to select an ePDG in the registered PLMN and the UE is configured to use for this PLMN the Tracking/Location Area Identity FQDN as defined in point 2) of clause 4.5.4.3; 

 the UE constructs a Tracking/Location Area Identity FQDN. 
Otherwise the UE constructs the Operator Identifier FQDN whenever it has a PLMN ID for the FQDN construction.
In the case when no PLMN ID can be used, but the UE knows the MCC(s) of the country it is located in, the UE may use the Country Code FQDN
Also, the UE constructs the Operator Identifier FQDN as a fallback in the case of failure of DNS resolution of a Tracking/Location Area Identity based FQDN.
The exact details of the FQDN formats selection are defined in clause 5.4.4.4.
4.5.4.3
UE Configuration By HPLMN

The UE may be configured (e.g. via H-ANDSF, USIM, etc.) by the HPLMN with the following configuration, whose usage is defined in clause 4.5.4.4:

1)
ePDG identifier configuration: It contains the FQDN or IP address of an ePDG in the HPLMN.

NOTE:
The FQDN in the ePDG identifier configuration may have a different format than the one described in clause 4.5.4.2.

2)
ePDG selection information: It contains a list of PLMNs which may include the HPLMN and for each PLMN it indicates whether the 
selection of an ePDG in this PLMN should be based on Tracking/Location Area Identity FQDN or on Operator Identifier FQDN, as specified in clause 4.5.4.4.



4.5.4.4
UE ePDG Selection Procedure

When constructing an FQDN, the UE shall construct the FQDN as described in clause 4.5.4.2.

The UE shall perform ePDG selection by executing the steps below:

1
)
If the UE is attached via 3GPP access to a PLMN-x and the “Visited ePDG Required” indication is received from the PLMN-x, then:

a)
If the UE is configured with the ePDG selection information defined in point 2) in clause 4.5.4.3 and there is an entry matching the PLMN-x in the ePDG selection information, then the UE shall construct an ePDG FQDN for this PLMN-x as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s).

b)
If the UE is configured with the ePDG selection information but there is no entry matching PLMN-x in the ePDG selection information or if the UE is not configured with the ePDG selection information, then the UE shall construct an Operator Identifier FQDN for this PLMN-x as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s).
2
)   In all other cases, including when the UE is not attached to a PLMN, or no ”Visited ePDG Required” indication   is received from the PLMN-x the UE is attached to, as well as when the selection described in clause 1) fails,

        the UE shall:
a) use the identity of the country the UE is located in, either derived from the PLMN-x ID or by other means, to look up a PLMN belonging to that country in the ePDG selection information;
NOTE 1:
It is out of scope of the present specification to define how the UE can identify the country it is located in when it's not attached to any PLMN.
b) if a PLMN is found, use the ID of the found PLMN to construct an Operator Identifier FQDN, use the DNS server function to obtain the IP address(es) of the ePDG(s) and use the obtained IP address(es) to connect to an ePDG; 
c) if the DNS resolution or the connection establishment in step b) fails, repeat the step b) sequentially for all other found PLMNs, if any;  
NOTE 2:
The detailed ePDG selection mechanism when the ePDG selection information includes more than one PLMN in the country where the UE is located, as well as when there are multiple MCC codes for the country, is defined in stage 3 specifications.
d) if no PLMN is found in step a), or no ePDG connection is established after trying all found PLMNs, construct a Country Code FQDN using MCC of the country the UE is located in, and use the DNS server function to obtain the IP address(es) of the ePDG(s) and use the obtained IP address(es) to connect to an ePDG; 
e) if no ePDG connection is established in step d) and no “Visited ePDG Required” indication was received from PLMN-x in step 1) then:

i) If the UE is configured with the ePDG identifier defined in point 1) in clause 4.5.4.3, the UE shall attempt to select in ePDG in the HPLMN. The UE shall either use the configured FQDN and use the DNS server function to obtain the IP address(es) of the ePDG(s) in the HPLMN, or the UE shall use the configured IP address.

ii) If the UE is not configured with the ePDG identifier, the UE shall construct an Operator Identifier FQDN for HPLMN and use the DNS server function to obtain the IP address(es) of the ePDG(s) in the HPLMN.

Otherwise, the UE stop the ePDG selection.
f) When the UE fails to select an ePDG in the HPLMN the UE shall stop the ePDG selection.
iii) 
g) 















If more than one ePDG IP address is obtained in any of the steps above, the UE shall attempt all the obtained IP addresses to reach an ePDG before proceeding to a next step.
�This condition in not necessary as TAI/LAI FQDN is only used for registered PLMN, where TAI/LAI is always known


�Obsolete this capability as unnecessary


�Removed per proposal as not useful.


�Clause 1) fulfills Requirement 1 in the SA LS


�Clause 2 implements the default specified in Requirement 2 in the SA LS
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