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Introduction
Ability to provide means of mutual authentication between the user/device and the network is a key aspect of a secure communication system. The Next Generation System is expected to support a variety of device types, access types and possibly different credential types for different access types. In addition some devices may also be getting connected to the network via relay UEs. This key issue will look into solutions for a unified authentication framework that can handle such diverse set of authentication requirements. Work in SA2 will only address high level architectural aspects of authentication framework. SA3 WG, responsible for security aspects will address all security related details for the Next Generation System.
Background and Justification
Section 4.1 of stage 2 TR captures the following authentication related requirement for Next Generation System
---
Support unified authentication framework for different access systems. 
---
The following excerpts from stage 1 TRs provide some authentication related requirements in a Next Generation System.
Excerpts from TR: Feasibility Study on New Services and Markets Technology Enablers - Network Operation
Section 5.6.1 
---
The 5G system is expected to support at least mobility between 3GPP and non-3GPP networks with optional session continuity, capability for the UE based on network control to select the access to connect to, simultaneous connection to different accesses, capability to access services provided by a 5G network to the UE connected to a non-3GPP access, authentication for accessing 3GPP network through a non-3GPP access using 3GPP credential, etc. 
---

Section 5.6.2
---
The 5G system shall be able to support:
· Inter-system mobility between 3GPP and non-3GPP access networks with optional session continuity, 
· Capability for the UE to select the 3GPP or non-3GPP access based on operator policy, 
· Simultaneous connection to different accesses, & capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS…, 
· Authentication to access 5 G network through a non-3GPP access using 3GPP credentials. 
---
Excerpts from TR: Feasibility Study on New Services and Markets Technology Enablers ‑ Critical Communications
---
The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.
---
Excerpts from TR: Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things
Section 5.1.1.2
---
Since smart devices are expected to support dual technology radios such as 3GPP and non-3GPP, with both access networks connected to the same mobile core, the core network will need to support authentication methods appropriate to the respective access domains to allow a seamless user experience across multiple access domains
---
Section 5.2.1
---
Some additional scenarios might apply when a Personal Area Network of IoT devices (e.g., a person wearing several smart wearables) is connected with the network via a relay UE:
· An IoT device (e.g., smart watch) and relay UE can belong to the same subscriber or different subscribers of the same PLMN. 
· An IoT device (e.g., smart watch) and relay UE can have subscriptions associated with different PLMNs. This is a roaming case.
In either case, the devices need to determine that the smart watch is authorized to connect to the network via the relay UE before a network connection is established.  Both devices also need to be authenticated with the network before the network connection is established.
---
Section 5.3.2.1
---
Understanding the IoT use cases depicting IoT devices being deployed in large numbers in a given coverage area, a method by which they can be authenticated without requiring the arduous task of provisioning individual devices with identifiers and shared keys is required.  The two characteristics that come into play in this scenario are that 1) most likely the IoT devices in a given deployment are owned by same entity, and 2) the coverage area is limited (e.g. warehouse, disaster area, etc.).  Given this, the devices can be provisioned and authenticated in bulk whereby they are treated as a single device with many appendages.  
---
Section 5.3.3
---
The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices. 
---
Section 6.1
---
The 3GPP system shall support a resource efficient mechanism to authenticate an IoT device, when the IoT device is connected to the network via a relay UE.
The 3GPP System shall support a resource efficient mechanism that provides security, authentication and authorization for an IoT device, which can connect with network only via a relay UE. 
---
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[bookmark: _Toc434312258]5	Key Issues
5.x	Key issue on Authentication Framework
Editor's Note: This clause will identify key architectural issues and the corresponding candidate solutions during the design of the next generation system architecture.
5.x.1	Description
[bookmark: _GoBack]Ability to provide means of mutual authentication between the user/device and the network is a key aspect of a secure communication system. The Next Generation System is expected to support a variety of device types, access types and in some possible instances different credential types for non 3GPP access types. In addition some devices may also be getting connected to the network via intermediate nodes e.g. relay UEs. In other instances a single UE may be connected to the same 5G CN network concurrently via multiple access types via same or different network slices. This key issue will look into solutions for a unified authentication framework that can handle such diverse set of authentication requirements. Work in SA2 will only address high level architectural aspects of authentication framework. SA3 WG, responsible for security aspects will address all security related details for the Next Generation System.
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