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Abstract of the contribution: IoT devices may be non-IP. They may feature long sleep cycles. The existing SGi interface handles only IP-based devices. While it is possible to put some tunnelling protocol at the SGi interface, the use of Queue protocols, such as AMQP provide some advantages.  It is possible to use Queues for MO and MT traffic.  With some additional signalling across the queues, it is possible to provide the most up-to-date messages to devices that have long sleep cycles.

Introduction

It is common for IoT applications to not use IP all the way to the UE, but provide some bridging between the UE and the IP world. This bridging typically transports user data using an IP based transport and then passes just the user data to the UE. In TR23.720 it has been identified in key issue 6 that transport of non-IP data to/from the UE is important.

This paper outlines enchantments to the existing SGi interface for transport of non-IP data into the C-SGN/MME/S-GW or P-GW to provide the bridging functionality and aggregation of data from multiple UEs, to simplify the connections from an application server and the network node.

In addition to the providing bridging functionality it observes how a single interface to the application server could also be enhanced to provide a service that copes with UEs having long sleep cycles.
Description

General
As part of the attach procedure it is established whether the UE is performing attach for non-IP traffic or IP traffic.  If the attach is for non-IP traffic then the network, either C-SGN/MME/S-GW, or P-GW in the case of roaming establishes a link to the Application Server (AS) for transport of the non-IP data to / from the UE.
The transport of non-IP traffic between the network and the AS is performed using a bi-directional queuing transport, which allows interactions between the AS and network using standard asynchronous messaging architectures. AMQP is used as an example of the transport, but others are possible, including MQTT, however for simplicity here we only refer to AMQP. 
AMQP passes messages from a producer to a consumer using a broker.  The broker,when it receives a message from a producer, routes the message to the relevant consumer. The message is queued in the broker until the consumer receives it.
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Figure 1 Asynchronous Message Transport SGi Enhancements
Message Multiplexing

As the AS will be the source/destination for data for more than one UE, AMQP allows the transport multiple UEs traffic over the same physical AMQP connection, saving resources and reducing overhead for both the AS and the network, as shown in Figure 2. 
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Figure 2 Shared Queue Between Multiple UEs
The transport between the network and UE requires each message that is transferred over the transport to have an associated UE address so the AS knows which UE the data is from and so the network can route the data to the specific UE. The exact UE addressing scheme chosen is not important for the AMQP transport as it is transported along with the message. The addressing scheme to be used is FFS and can include MSISDN, IMEI or other non-3GPP identifiers.

Message Transport Security

Asynchronous message transports such as AMPQ have well established security mechanisms to provide identification, authentication of the end points and confidentiality of the messages transported, therefore ensuring only authorised AS can connect to the network and any traffic that is transferred is secured.
Message Queuing

AMQP provides a reliable transport between its endpoints. As the transport for the user messages is reliable it means that any traffic generated is not lost if there is a temporary IP network problem between the 3GPP network and the AS. Once the traffic has been passed to the broker, the producer can consider it delivered. 
As the rate of message production, either by the network or AS, may not be consistent, the use of queuing allows the network or AS time to adjust their processing capability and rate of consumption.  This may include such things as adding or removing additional processing or transmission capability when there are changes in the traffic patterns.  The queuing of the messages is only for the duration of the delay between production and consumption. 

MO Traffic Flow
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Figure 3 MO Traffic Flow

Figure 3 shows the MO traffic flow from the UE, through the network to the AS:
1. The AS will subscribe to a queue on the Network.  This will typically involve some exchange of credentials, to validate both ends of this secured connection.

2. The UE attaches to the Network, allowing the device to communicate data.  This will include passing details of the UE to the network.  This attach may cause the network to store some mapping of the UE’s to the Bearer ID or Context ID, so that subsequently, data presented from the UE can be identified as such.

3. The UE sends some data over the RAT to the RAN, with some acknowledgement.  The UE may enter some PSM after this has completed.

4. The Network will allocate the data to the correct queue associated with the Application server, and enqueued the data for consumption.  

5. The queue protocols used will either allow immediate, asynchronous transfer of data over the queue, or will allow the AS to pick up the UE’s data from the network.  The queue subscription protocol (e.g. AMQP) allows for secure and reliable transmission of the data.

MT Traffic Flow
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Figure 4 MT Traffic Flow
Figure 4 shows the MT traffic flow from the AS, through the network to the UE:

1. The Application Server will subscribe to a queue on the Network.  This will typically involve some exchange of credentials, to validate both ends of this secured connection.

2. The UE attaches to the Network, allowing the device to communicate data.  This will include passing details of the UE to the network.  This attach may cause the network to store some mapping of the UE’s to the Bearer ID or Context ID, so that subsequently, data presented from the UE can be identified as such.

3. The AS sends some data to the Network over its queue subscription.  The data is identified as being for a particular UE.  The Network will enqueued the data

4. The data will be stored within the network until the UE is available.  Using the mechanisms described elsewhere, it is feasible to intercept this data before it is sent to the UE, or for the data to expire by being past its time to live.

5. The Network will generate a notification to the RAN to cause the UE to be paged.   Once the UE has responded to the paging operation, the Network will know when to send out the data.

6. The RAN will send data to the UE, with acknowledgement.

Message Queue Control Extensions
As discussed previously AMQP transports can be used to transfers non-IP between the UE and AS. The message queue transport can also be used to carry control messaging between the AS and network.  This has similar advantages to the using AMQP as the data transport for providing security, queuing of requests and multiplexing using a single physical connection.

By combining the data and control messaging over the transfer it can provide both the network and AS with a “feed” of data, control and status updates, which is a benefit for AS and the network as it can reduce the race conditions between different APIs using different transports.
eDRX cycles of up to around 43 minutes for eMTC and around 3 hours for NB-IoT are currently being discussed by RAN2, can provide additional challenges over the existing DRX cycles used today by UEs.

Not all messages are long delay tolerant. For example, a thermostat with a Set Point in an HVAC application.  The Set Point maybe set then, sometime later but before delivery of the first Set Point, the Set Point is updated again. Both the Set Point messages are then delivered in turn to the UE. After processing the first (superseded) Set Point, the UE calls for heat, generating MO traffic and possibly causing the HVAC system to expend energy.  The UE then processes the second Set Point, which could cause the UE to cancel the superseded call for heat.  This clearly is not efficient for both the UEs battery life and network capacity.

The network can buffer MT traffic for the AS, but this can lead to problems if additional controls are not introduced to help the network and AS manage the buffered MT traffic.  Such problems include the example above, of old, no-longer-required messages being transferred, or the network buffering large amounts of data.

Message Delivery Notification
When data is passed to the network for transmission to a UE it is helpful for the AS to be able to understand whether the data has been transferred to the UE successfully or not, allowing the AS to provide feedback to its users and to track the amount of data queued for a specific UE.
If the AS can determine whether a message has been delivered then it knows it does not need to resent message in case of, for example a response not being received in an expected timeframe. The delays could be caused, for example, by the UE going out of coverage, or the message has been delivered and ignored by the UE for some reason. With delivery notification the AS knows whether it should resend or continue to wait, which will help prevent flooding the network and UE with multiple, repeated messages.
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Figure 5 MT Message Delivery Notification
AMQP provides a suitable transport for this type of asynchronous notification of delivery:  the calls from the AS are neither “blocking”, nor do they require the AS to poll the network for message status causing additional network and AS load.
Message Replacement

When MT traffic is passed to the network, if there are long delays in transmitting the messages to the UE, for example because of the DRX cycle or coverage problems, then the MT traffic may be superseded with more up to date information.  The HVAC control with a set point described above, or public temperature information displays are examples of this type of traffic.

In these cases it is useful to provide the network with an updated message and either ask the network to replace the existing message queued for transmission or delete the previous message.  This can reduce the amount of UE specific buffering and UE power consumption for superseded or no-longer-necessary messages.
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Figure 6 MT Message Replacement
Message deletion could also be also be triggered automatically by a “time to live” from the AS, at the point when the message is queued in the network.
In order to facilitate replacements and deletions of messages, the network will need to store the messages in a manner that allows efficient, random access to these messages.  

UE Status Control and Notification

Simple message delivery notifications and message replacement notifications are suitable for simple scenarios. But to allow more complex scenarios to be managed by the AS, more notifications can help..
RRC Connected Indication

When the UE enters RRC CONNECTED the network can provide notification to the AS.  The AS can then choose to send any MT traffic instead of buffering it in the network.  This can reduce the amount of per-UE buffering required and allows the AS to provide the UE with the latest message, for example the Set Point in the above example. The notification of the UE entering RRC CONNECTED can also be sent to the AS when the UE enters RRC CONNECTED for signalling procedures, for example TAU while in PSM.
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Figure 7 RRC Connected Indication
Paging Occasion Notification

The network can provide the AS with notification of an upcoming paging occasion (PO) for the UE.  The notification of an upcoming paging occasion can be used by the AS to queue data for the UE.  By only queuing data for the UE near the PO it can reduce the amount of data the network needs to store and allows the AS always provide the latest message, e.g. Set Point in the previous example.
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Figure 8 Paging Occassion Notification
Request to Page

Instead of the AS providing data to the network to trigger paging, which will require buffering until the UE enters RRC CONNECTED, the AS could request the network pages the UE at the next available PO. If the UE is mobile or going in and out of coverage, the request to page, combined with the notification of the UE entering RRC CONNECTED allows the AS the send only the latest MT traffic, without having to perform message replacement in the case of paging failure or delayed paging response.
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Figure 9 Paging Request from AS
Conclusion
AMQP and similar protocols such as MQTT can: 

· Provide a bridge between an Internet / IP-accessible interface and a non-IP UE

· Provide a service that copes with UEs having long sleep cycles

· Aggregates data from multiple UEs, to simplify the connections from an application server

Applying these protocols to the SGi interface or similar will allow for simpler Application Server development, and can provide the semantics required for IoT devices.
3GPP
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