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Abstract of the contribution: Analyses the architecture impact of LTE-WLAN RAN level integration supporting legacy WLAN, and provides justifications for the creation of a study item in SA2.
1. Background
In RAN#69 WID RP-151615 [1] was approved for RAN based LTE-WLAN aggregation solution to address the following requirements: 

1. Solution shall support legacy WLAN deployments without any need for modifications to the deployed WLAN nodes.

2. Solution shall build on functionality (e.g. WLAN network selection, measurements etc.) already provided or expected to be provided by the Release-13 LTE-WLAN Radio Level Integration and Interworking Enhancement WI.

3. Solution shall perform RAN based routing of user traffic between EUTRAN and WLAN with bearer switch only (Note:  Whilst there is no bearer split in RAN, this does not preclude per IP-packet routing between EUTRAN and WLAN by higher layers).

4. Co-exist with other 3GPP/WLAN interworking and aggregation solutions.

As indicated in the WID objectives: 

Coordinate with SA working groups in order for SA groups to investigate the impacts of the solution on security and any system aspects. WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined. 
Coordination with SA2 and SA3 is needed in order to address the system and security impacts respectively. For this purpose LS RP-151623/S2-153046 [2] was also sent to SA2 and SA3 in order to ask them whether there are any impacts from this work to their specifications. 

This paper will analyse the foreseen impact on SA2 work from this RAN WID and propose a way forward for how to respond back to RAN and how to handle this work in SA2. 
2. What is the architecture for LTE-WLAN RAN level integration supporting legacy WLAN? 

Even though this is not entirely clear from offline discussions and from submissions in RAN2, it is understood by the authors that the intention is to perform the “integration” between WLAN and LTE: 

i) per bearer

ii) at a layer above PDCP in the UE and the RAN
iii) without impacts in legacy WLAN AP

It was also discussed in RAN2#91bis whether the offloading could happen at higher granularity than bearer such as IP flow without any conclusion. Since the offloading here happens above PDCP, this is not feasible from an architecture point of view as the eNB can only distinguish an IP packet per bearer. Therefore, SA2 should confirm that this solution can only support “per bearer” switching and a bearer is either served on LTE or WLAN but not both on both uplink and downlink and when a bearer is switched to the other RAT, both downlink and uplink will be switched together.
Based on that we deduce that the system level architecture would be similar to Figure 1 (see further discussion below):
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Figure 1: System architecture and protocol stack for LTE-WLAN Integration without legacy WLAN AP impacts
At a system level, we see several independent issues that need to be addressed by SA2/SA3. Specific security aspects are being analysed by SA3, but the architectural aspects need to be addressed by SA2. We see the following as a feasible system architecture given the above key objectives of the WI:

1) Upon receiving bearer offload command from eNB, if the UE is not connected to the WLAN AN already, it must connect with the local WLAN AN (identified by the SSID received from eNB).  Once connected, UE has the WLAN IP address assigned by the local WLAN network. Note that local WLAN Access Network can use any of the existing WLAN authentication/security methods (PSK, EAP-Enterprise methods, or EAP-AKA, etc) independently of LTE security/authentication. 
2) Since the requirement is that there shall not be any impact on legacy WLAN AN, we cannot presume any trust/security between the legacy WLAN and the eNB. This implies that eNB IP address (more likely a security gateway IP address – see next point) needs to be exposed to the local WLAN AN, and it is not clear that any security can be assumed: 
· To mitigate this security issue, an ePDG-like IPsec gateway (or security gateway) must be implemented at each eNB site (or before the cluster of eNBs) – lets call this SeGW
· an IPsec tunnel from the UE must be terminated at the local SeGW. SeGW would need to assign the tunnel inner IP address for each UE.
3) the WID objective stating “WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined” implies one of the current nodes in the architecture is reused for security. Clearly, it must be a CN node that handles user plane traffic already, otherwise it would require modifications and therefore the requirement cannot be satisfied. Does this imply that ePDG is re-used? Can an ePDG actually be adopted for this solution without modifications, since the ePDG functionality, upon establishment of a secure connection for S2b connectivity, requires the establishment of a GTP tunnel to a PDN GW? If instead the node used is a subset of an existing node (e.g. an ePDG minus the GTP tunnels and with local IP address allocation, and possibly with different key establishment mechanism), isn’t that actually a new CN node in terms of functional description? Shouldn’t then SA2 define the functionality of such node and the related interfaces?
4) The UE can setup a tunnel with SeGW and use it to encapsulate the offload bearer packets. Since it has to be “above PDCP”, we assume that the IP address “UE Tunnel IP” used by the UE as UE address for the tunnel is not the IP address that is terminated at the P-GW, but needs to be another IP address allocated by the eNB (assuming no SIPTO at the eNB). Moreover, since the UE needs to know the IP address of the tunnel endpoint, i.e. the IP address of the SeGW (independently if it is implemented in the eNB or for a cluster of eNBs), in order to use the IPsec tunnel, the UE would need to be provided with such IP address during the RRC procedure (an aspect related to the system architecture and not captured by RAN2 discussion). This means, overall there are going to be at least three IP addresses for this feature at the UE (local WLAN assigned IP address, local SeGW and/or eNB allocated IP address, and the P-GW assigned IP address), and that the RRC procedure needs to deliver the SecGW IP address to the UE. The tunnel IP address is typically allocated via IKEv2. 
5) It is not clear if the LTE-WLAN Aggregation using IPSec solution can rely on bearer binding. In fact, if the solution intends to map only certain UL DRBs to WLAN, this will affect the “bearer binding” in UE. It is expected that the UL TFT corresponding to the EPS bearer that includes WLAN aggregation would need to be updated to include the mechanisms used over WLAN to distinguish the various bearers (e.g. as it was proposed in SA2#111 in S2-153242). If such modification is required, does it need a general authorization “per bearer” (e.g. in UL TFT) in order to indicate to UE to process the IPSec child associations that will be created later by eNB? The UL TFT is created by PCRF before the IPSec with eNB is established and before the child associations are known to UE, and therefore some mechanism to authorize them a priori is required. We also note that this is another reason why “per IP flow” granularity is not possible for offloading here.

6) When either eNB or WLAN are behind NAT, establishment of the IPsec tunnel will not be feasible without NAT traversal at the node which initiates the IPsec tunnel establishment. This should also be studied by SA2.

3. What needs to be studied further in SA2 and SA3? 

As you can see from the “back of the envelope design” above, there are quite a few system impacts that need to be addressed more thoroughly by SA2 and SA3. 
In order to do this work it is proposed to create a SID that could in addition answer the following questions that could determine the feasibility of such solution from a system perspective: 

· Is it expected that a new (local) IP address will be allocated for the UE by the eNB at every inter-eNB handover, and what will be the impact in performance e.g. delay? 

· Is it expected that a SeGW (necessary to provide security for the tunnelled packet of the offload bearer) will be collocated with eNB, and therefore the IPSec tunnel will have to be re-established at every inter-eNB handover? What will be the impact in performance e.g. delay? Should other solutions be considered?
· What credentials the UE and SeGW use in order to establish the IPSec tunnel? For example if the assumption is to use UICC based credentials (similar to ePDG) is it expected that SeGW will have interface to AAA/HSS? What other mechanisms should be considered?
· What is the expected overhead due to the “multiple layers of IP encapsulation” compared to doing the aggregation at PDCP layer? 

· Does bearer binding require modifications to TFTs, and how are they authorized?

· Does bearer binding require modifications to TFTs, and how are they authorized?

· How does the solution address handling of NAT?
4. Proposal 
As identified in clause 2 and 3 of this discussion paper, there are significant system and security impacts that need to be studied by SA2 and SA3 to make this solution workable from system perspective. It is therefore proposed SA2 to create a SID that will study the system impacts of this solution either in parallel or after the RAN WID RP-151615 [1] is completed. Note that the system aspects mentioned in this discussion are in the scope of SA2 and SA3, and not in the scope of RAN2. 
It is proposed that SA2 responds to RAN LS RP-151623 [2] indicating that SA2 believes that there are significant system and security impacts introduced from this solution, and that a SA2 and SA3 SID will be approved in order to address them. 

A new SID is proposed in S2-153985.
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