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Abstract of the contribution: This paper discusses whether the EIR should be interfaced with the AAA server or with each ePDG/TWAN. 
Introduction
The objective of the agreed Work Item EWE is to specify stage 2 aspects related with IMEI checking e.g. for stolen mobiles in case of Trusted / Untrusted WLAN access to EPC. This is to fill the gap of Rel13 CT work item (“MEI_WLAN “): CT needs stage 2 involvement since IMEI checking for non-3GPP access will require a new interface to the EIR. No Technical Report is intended for this Work Item. 
Discussion

Background
CT1 has agreed two CRs that allow the network to retrieve the ME's IMEI(SV): 24.302 CR0460 for trusted WLAN and 24.302 CR0461 for untrusted WLAN.
For the trusted WLAN case, the IMEI(SV) retrieval is triggered by the 3GPP AAA server using an EAP-AKA' new attribute AT_DEVICE_IDENTITY, while for the untrusted WLAN case the IMEI(SV) retrieval is triggered by the ePDG using a new IKEv2 attribute DEVICE_IDENTITY).

The main question is whether the EIR check should be performed by the ePDG/TWAN, by the AAA Proxy or by the AAA server. 

In the case of 3GPP access, decisions related to IMEI checking and queries to EIR are performed by the SGSN (via MAP or Diameter S13') and the MME (via Diameter S13), therefore they are placed in the VPLMN. 
It is not so clear whether the same principle should be followed for Trusted / Untrusted WLAN access to EPC:

· In trusted case, the TWAN may belong to a non-3GPP operator;

· Even in roaming cases, the EPC for which the access is controlled is the HPLMN in most of the cases.
Technical aspects should also be considered. So, let us study the potential alternatives from a technical viewpoint.

Potential alternatives
Decision related to IMEI checking and EIR interfacing by the AAA Proxy

EIR Checking requires that the network triggers the retrieval of the IMEI(SV) from the UE. It is clear that the AAA Proxy cannot be configured for initiating messages on its own, so this alternative should be ruled out.
Decision related to IMEI checking and EIR interfacing by the ePDG/TWAN

In untrusted WLAN case, the ePDG retrieves the IMEI from the UE via IKE_AUTH (IMEI(SV) request) message, and the UE should reply with IKE_AUTH (IMEI(SV)) message per 24.302 CR0461. Then the ePDG then requests IMEI checking to the EIR via a new ePDG-EIR interface. SWm interface and AAA server are not impacted. 
In Trusted WLAN case, the TWAN should request the AAA server to retrieve the IMEI(SV) from the UE. Looking at figure 6.2-1 in TS 33.402, this could only be done when the ePDG receives the EAP-RSP/AKA'-Identity message (step 4) because the UE needs to receive the IMEI(SV) request in step 14. 

Additional TWAN-AAA server exchanges are necessary: When the AAA server receives the EAP-RSP/AKA-Challenge from the UE with the IMEI(SV) in step 17b, it needs to send it to the TWAN using an additional DEA message. This is because if we follow the existing procedure, the AAA Server would reply to the EAP-RSP/AKA-Challenge with the final EAP-Success message: it would prevent the TWAN to perform IMEI checking before authorizing the UE. Moreover, the AAA server should provide the IMEI before completing the authentication/authorization. 
Decision related to IMEI checking and EIR interfacing by the 3GPP AAA Server

In untrusted WLAN case, when the AAA server decides that IMEI checking needs to be performed, it requests the ePDG to retrieve the IMEI(SV) from the UE per TS 29.273 CR0422. This can be done at step 5 of the authentication procedure described in TS 33.402 clause 8.2.2. The ePDG sends the IKE_AUTH Response message to the UE together with the EAP Payload for AKA-Challenge, and the UE responds with its IMEI(SV) together with the EAP payload for AKA-Challenge in step 8 as specified by TS 24.302 CR0461. The IMEI(SV) is provided in step 8 to the AAA Server, which can then complete authentication and check IMEI in step 8a. No additional exchange with the AAA server is required. 
 In Trusted WLAN case, the EAP-AKA exchanges are transparent to the TWAN. TWAN is therefore not impacted. No new TWAN-AAA server exchanges are necessary.
Comparison of the alternatives
First, note that a mix between IMEI(SV) checking by ePDG for untrusted WLAN and IMEI(SV) checking by the AAA server for trusted WLAN makes no sense at it would mean 

· implementing the same functionality in two nodes, with their own interfaces, 

· in roaming case, IMEI checking performed in VPLMN for untrusted WLAN case and in HPLMN for trusted WLAN case.

	
	IMEI checking by the ePDG/TWAN
	IMEI checking by the 3GPP AAA Server

	Complexity
	Requires no changes to the AAA server for untrusted WLAN (all changes are in ePDG). 

Requires changes in both TWAN and AAA server for trusted WLAN
	Requires no changes to the TWAN for untrusted WLAN. 

Requires changes in both ePDG and AAA server for trusted WLAN

	Which PLMN decides & performs IMEI checking?
	VPLMN
	HPLMN

	Implementation / Number of interfaces
	Implementation in two nodes: both TWAN and ePDG
Multiplicity of interfaces to the EIR: at each TWAN or ePDG
	Implementation in one node: AAA server
Number of interfaces to the EIR are minimised

	Performances
	Requires an additional AAA server exchange in trusted WLAN case
	No additional AAA server exchange


Conclusion and proposal
In order to harmonize untrusted and trusted WLAN cases, to avoid duplicating IMEI checking procedure, to reduce the number of interfaces to the EIR and to avoid additional AAA server exchanges, it is proposed to select a solution where the EIR is interfaced with the 3GPP AAA server. 
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