SA WG2 Temporary Document

Page 4

SA WG2 Meeting #111
S2-153060
19 – 23 October 2015, Chengdu, P. R. China 
(revision of S2-152948)
Source:
Ericsson
Title:
Analysis for successful session binding for ProSe remote UE
Document for:
Discussion/Approval
Agenda Item:
6.2, 6.3 
Work Item / Release:
MCPTT/eProSe-Ext-SA2 / Rel-13
Abstract of the contribution: This contribution is based on the S2-152948, which was endorsed as working assumption at SA2#110AH). Provides framework of PCC support for NWK Relay UE towards Remote UE, some proposals include a possible conclusion/way forward.
1
Discussion

The use of PCC control for traffic to/from a remote UE is being studied. Such traffic travels over an IP-CAN session that a relay UE has established for the purpose of relay traffic. Note that the Relay UE EPC has no knowledge of the applications the Remote UEs are running (i.e. APN for Relay).
For the proper PCC control, it is required that

(a) there is a successful session binding at the PCRF handling the "relay" IP-CAN session;

(b) the service authorization is permitted at the PCRF;
(c) the service data flow template in the PCC rule accurately describes the actual traffic;

(d) the service data flow template is possible to translate in terms traffic mapping information (i.e. TFT packet filters) that can be sent to the relay UE;
(e) the gateway treats the bearer resources as if the rely UE and remote UEs is one single UE.

Item (a):

The session binding requires that the Rx authorization contains an IP address that matches an established Gx session (and behind the Gx session an active IP-CAN session).

A successful session binding for a public IP address is straightforward within the same operator's domain using standard procedures.
The IP-CAN session from the relay UE is either Home Routed or Local Breakout (LBO). In both cases the remote UE has no IP-CAN session on its own for the services rendered by the Relay, so there is no PCRF assigned specifically for the remote UE handling. Instead the PCRF selected for handling the IP-CAN session established by the relay UE is expected to be configured to rely on the AF to handle the authorizations for the remote UE.

In case the Relay UE is using Home Routed model:

For the case of AF and PCRF being in different PLMNs, the TS 23.401 prescribes for "Home Operator's IP Services" the use of a H-PCRF in the HPLMN, S9 and a V-PCRF in the visited network (TS 23.401, Figure 4.2.2-2). In the TS 23.401 case the P-GW learns about the UE identity for the UE that actually establishes the IP-CAN session (in this case the relay UE). Since the Remote UE will not be authenticated by using HSS information, then the V-PCRF will not receive any Remote UE identity that is properly authenticated. A Remote UE using a relay connection shall consequently not cause the PCRF serving the Relay IP-CAN session to initiate any connection to a H-PCRF. Thus, the TS 23.401; Figure 4.2.2-2 does not support this scenario.
Even departing from the mandated use of H-PCRF and opening a direct Rx access from an AF in the HPLMN to the PCRF in the VPLMN (serving the relay IP-CAN session) would require that all operators need to publish their UE address ranges to all other operators for the purpose of deriving a Diameter realm that the AF can use to contact the PCRF. This may expose more than desired about the operator's network.
In support or 3rd party applications an operator can permit a 3rd party AF to use Rx for the authorization of 3rd party services. The addressing has, so far, been left unspecified by 3GPP. In practice the operator will expose an operator-specific Diameter realm for 3rd parties to contact.

The remote UE can, in support for the Home Routed model, learn the HPLMN ID of the relay UE and report it to the applicable AF in the HPLMN of the remote UE. Then the AF addressing to the appropriate operator domain is straightforward, deriving the appropriate Diameter realm from the HPLMN ID of the relay UE.
In case the Relay UE is using the LBO model:

The AF may use the Remote UE IP address to resolve to the right PLMN domain and find the PCRF associated with that IP address (i.e. the PCRF and bearers belonging to the Relay UE).

The mapping from IP address to PLMN needs to be configured. The information need to be available to all potential PLMNs that are allowed to operate a remote UE. Different solutions may exist, e.g. collaboratively operating a Diameter redirect function which redirects any Rx request to the appropriate PLMN.
Conclusion (a):

In case the Relay UE is using the Home Routed model: The remote UE learning the Relay UE  ID and reporting that ID to the applicable AF in the remote UE HPLMN solves the inter-PLMN addressing for Rx. The remote PLMN contacts the relay PLMN with a realm that is derived from the relay PLMN ID. In case the Relay UE and Remote UE belong to the same PLMN the AF is in the same PLMN as the PCRF so finding the PCRF is no issue.
In case the Relay UE is using the LBO model: The AF serving the remote UE need to derive the applicable PLMN ID form the remote UE IP address. This requires the serving PLMNs to publish what IP addresses they use. A centralized service can be arranged, e.g. a "global" Diameter redirect function that maintains the necessary mappings.
Item (b):

An authorization over Rx that originates within the own network should be trusted by the PCRF.

The possibility for remote UE to use a relay access is independent from any IP-CAN session the remote UE may have on its own. In particular, the remote UE has no IP-CAN session for the access via the Relay UE. Further, the relay access provides no other authentication or security function of the remote UE than the relay UE admitting the remote UE to the relay IP-CAN session.
An authorization over Rx that originates from another PLMN or a 3rd party should be validated by the serving PLMN (i.e. (V-)PCRF). Such validation does not necessarily require any subscription data for the user. Validation may be specific for an APN and/or use specific criteria at the PCRF (e.g. combination of AF identity, kind of service and a certificate). An AF in the remote UE PLMN should itself know whether the UE can be authorized to use a certain service.
Thus, for an AF in the remote UEs HPLMN the only way to authorize a service from the HPLMN for that user, connecting via a relay UE having a different HPLMN, is to apply the 3rd party alternative. However, the PLMN serving the relay UE has no access to the subscription information for the remote UE. Thus, it must be part of a roaming agreement to trust Rx authorizations originating from the remote UE HPLMN.
Conclusion (b):

It is the task for the remote UE HPLMN AF to authenticate the remote UE and keep track of the UE subscription for the particular service. It is a matter of roaming agreement among operators what services can be served for a foreign authorization.
Item (c):

Assembling a service data flow template poses no other challenge than those encountered for any service data flow. The fact that there are more than one UE using the same IP-CAN session and being offered differentiated QoS for their services makes it still more important to make the service data flow template accurate in order to avoid interference between UEs. Properly assembled service data flows suffice.
Special factors, like the use of private addresses and/or NAT, need special attention when assembling a service data flow template.  The use of private addresses requires, for an AF outside the private address domain, a tight integration between the AF and the NAT required at the boarder of the private domain.

Conclusion (c):

For a remote UE the existing procedures are sufficient, without change, for accurate authorization of flows provided that public addresses are used.

Item (d):

In order to differentiate one remote UE from another remote UE they need to have different IP addresses. This can be solved by the relay IP-CAN session using IPv6 prefix delegation to be handled by the relay UE. The relay UE hands out a longer prefix to each of the remote UEs served.

Thus, the differentiation among remote UEs will be handled in the service data flow template by specifying the address representing the UE end is the template. To do the actual differentiation between UEs the UE end address need to be included in the corresponding TFT packet filter(s).
Conclusion (d):

A relay UE as well as the GW is required to support "extended TFT filter format" as defined in TS 23.060, clause 15.3.2.2A..

Item (e):

Serving many UEs over the same IP-CAN session could potentially cause multiple bearers with the same QoS profile to be established. Given the limitation in number of bearers, the gateway is expected to use the same bearer for service data flows with the same QoS profile whenever that is possible.
The TS 23.203 has the following recommendation in clause 6.1.1.4 "The BBF shall evaluate whether it is possible to use one of the existing IP CAN bearers or not and whether initiate IP CAN bearer modification if applicable. … The binding is created between service data flow(s) and the IP CAN bearer which have the same QoS class identifier and ARP."

So the specification readily specifies that the gateway shall not unnecessarily establish bearers.

The limit to the number of TFT packet filters in the TFT for a bearer may force an extra bearer with the same QCI/ARP as an existing bearer. This can happen if there are many remote UEs served by the same relay UE.
Conclusion (e):

The gateway shall be restrictive in unnecessarily establishing multiple bearers with the same QoS profile.
3
Evaluation

The support for differentiated QoS for a remote UE is feasible, provided that:

-
only public prefixes/addresses are used;

-
the relay UE and the GW supports the extended TFT filter format;

-
the AF, when the remote UE does not belong to the same PLMN as the relay UE, contacts the PCRF as specified for a 3rd party application;

-
the PCRF validates any Rx authorization based on roaming agreement (i.e. does not require any access to the remote UE subscription data);
-
the AF acting for the Remote UE needs to resolve the PCRF address of the Relay UE.

-
for the Home Routed model the AF can use the HPLMN ID for the Relay UE (to be provided via the Remote UE);

-
for the LBO model the AF need assistance by a globally available configuration telling what PLMN ID owns the specific IP address used by the Remote UE. The globally available configuration is suggested to be out of scope.
4
Proposal

The following principles are used as working assumption to develop appropriate solution(s):

1. In support of the Home Routed model the Remote UE shall learn the home PLMN ID of the Relay UE and forward that PLMN ID as necessary to the AF of the Remote UE HPLMN. The AF compares the PLMN ID of the Remote UE and the Relay UE and, if they differ, derives the Rx destination from the Relay UE PLMN ID. This can be done as specified in TS 29.272, clause 7.1.6.
2. If the LBO model is to be supported a framework for PLMN ID lookup for a specific IP address need to be defined. This need agreement among all operators. If support for the LBO model is required, GSMA may be a suitable forum for such agreement.
3. Inter-PLMN authorization is achieved by using Rx to the PCRF in the same PLMN as the PGW is located for the Relay UE. Diameter domain addressing with a realm that is derived from the Relay UE HPLMN ID (Home Routed model) or from a global IP to PLMN ID lookup function (LBO model).
4. Session binding is achieved using IPv6 public prefixes only.  The use of NATs or IPv4 addresses is not addressed by this proposal.
5. The Relay UE and the PLMN (PCRF and GW) supporting Relay functionality shall support the extended TFT filter format, so that services can be authorized separately for each remote UE.
6. Acknowledging the conclusion (e): The specification may emphasize the importance of the TS 23.203, clause 6.1.1.2, where the BBF (i.e. PCEF) " shall evaluate whether it is possible to use one of the existing IP CAN bearers or not " (and use an existing bearer whenever possible).
7. Acknowledging the conclusion (b): PCRF validation of Rx authorizations that originate from another PLMN is a matter of roaming agreement. The agreement may be specific for an APN.

For avoidance of “bearer proliferation” following recommendations can be made:

· that aggregation of service data flows with the same (QCI, ARP) pair on the same EPS bearer is recommended for Relay operation in the same way as for normal IP-CAN sessions i.e. when no other factor prevents it, such flows are bound on the same EPS bearer.

· that aggregation of service data flows with the same (QCI, ARP) pair, and for different remote UEs, on the same EPS bearer is enabled when shorter prefix (e.g. shorter than /64) is used for a PDN connection and the UEs are differentiated by the TFT packet filters having the remote UE (longer) prefix included as the Local IP address.

The bearer binding using the QCI/ARP as, basically the only criterion for bearer binding in combination with the use of the Local IP address in TFT packet filters mitigates “bearer proliferation” and, at the same time, enables that media authorizations are restricted to allow traffic to/from the intended remote UE only.
Associated CR S2-153061 to TS23.203 proposed at this meeting, documents the PCC procedures following above conclusions.  ProSe Relay specific functions required by the UE and other entities will need to be documented in TS23.303 (to be provided at November meeting, if the proposed way forward in this document and the associated CR is agreed).
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