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Abstract of the contribution: This contribution proposes to add User Info in the procedure for secure layer-2 link establishment. It is proposed User Info is the same parameter that is used to identify the user during Public Safety Discovery under the name of Announcer/ Discoverer/ Discoveree Info.
1
Discussion

By nature the Layer-2 ID that is used for secure establishment of a layer-2 link is not an identifier of the UE’s user. As currently described in clause 7.1.1.1, the Layer-2 ID is not globally unique and can be changed on the spot upon conflict detection through self-reassignment of a new Layer-2 ID.
On the other hand, the procedure for secure layer-2 link establishment refers to “mutual authentication”, but does not state which identity is being asserted and authenticated in the process.

The Public Discovery procedures already contain an asserted user identity that is referred to as Announcer Info, Discoverer Info or Discoveree Info, depending on the context.

We propose to use User Info – a new parameter in the procedure for secure layer-2 link establishment that is used as asserted user identity. It is also proposed that this parameter be the same as the one used as Announcer/ Discoverer/ Discoveree Info. As proposed in S2-151474 in the last meeting, as well as in a companion paper for this meeting, we propose that User Info be of fixed size equal to 64 bits.
2
Proposal
It is proposed to agree the changes below for inclusion in TR 23.713.
If this proposal is agreeable, the 23.303 CR submitted in a companion paper for this meeting S2-152392 will need a minor update.
##################### START OF CHANGE ##############################

7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. The message includes the User Info-1 parameter that is used to assert the identity of the UE-1’s user.
NOTE:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.

2.
UE-2 initiates the procedure for mutual authentication. As part of this step UE-2 includes the User Info-2 parameter that is used to assert the identity of the UE-2’s user.The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

Editor's note:
It is FFS whether User Info parameter used in this procedure is the same as the Announcer/ Discoverer/ Discoveree Info parameter used in the Public Safety Discovery procedures.
##################### END OF CHANGE ##############################
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