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Abstract of the contribution: This document discusses lawful intercept for Remote UEs triggered by SA3-LI’s request in S3i150241.
1
Discussion

In their liaison statement for the SA2#110AH meeting (S3i150241) SA3-LI ask SA2 to provide a solution for identifying the Remote UE and its user in the EPC in order to allow for LI on the Remote UE’s communications. The interception should exclude the communication of other users:
The remote ProSe UE and its subscriber (i.e., equivalent to IMSI, IMEI, MSISDN in LTE) accessing the network via a ProSe UE-to-Network relay needs to be identified in the EPC (e.g., a P-GW) to perform LI on the remote UE’s communications when lawfully authorized.  National regulations may require the CSP’s network to intercept only the communications of a user that is authorized for interception and exclude the communications of other users.  If the EPS cannot distinguish between the remote UE’s communication and that of the relay UE or that of other remote UEs also connecting via the same relay, the CSP may not be able to meet their regulatory obligations regarding LI.

Therefore, SA3-LI kindly requests SA2 and CT to identify how this may be accomplished to meet this requirement.

SA2 has agreed that the ProSe UE-to-Network Relay is a layer-3 relay.
To get network access the Remote UE first needs to establish a secure layer-2 link over PC5 with the Relay UE. In the process, the Remote UE’s user is authenticated by the Relay UE (with or without EPC involvement, which is something that SA3 need to decide).

At the time of writing of this contribution there were 6 solutions in TR 33.833 for secure layer-2 link establishment over PC5 with EPC involvement (clauses 8.1.2 through 8.1.7). The MME is not involved in any of the six solutions, whereas the HSS is involved in 4 out of 6 solutions (clauses 8.1.2 through 8.1.5). The SA3#80 meeting (still ongoing at the time of writing) also agreed a solution for layer-2 link establishment that does not involve the EPC at all (S3-151809).

The previous paragraph is intended to illustrate that presently there is no awareness of the Remote UE (and its user) in the main EPC nodes: MME, SGW and PGW.
After establishment of secure layer-2 link, the Relay UE has an authenticated identity of the Remote UE’s user (it is FFS whether this is the IMSI, an MSISDN or something else). This identity could be reported by the Relay UE towards the EPC to assist LI. However, the authenticated identity alone is not enough to enable LI in the user plane nodes (SGW and PGW), because it needs to be complemented with user plane information as follows:
· When IPv6 is used, the Remote UE obtains an IPv6 prefix from the Relay UE using IPv6 prefix delegation. The IPv6 prefix of the Remote UE alone is sufficient for identifying the communications of the Remote UE at the SGW and/or PGW.
· When IPv4 is used, the Relay UE contains NAT functionality and therefore the communications of the Remote UE can be identified by providing the port number(s) used by the Remote UE, in addition to the public IPv4 address of the Relay UE’s PDN connection. The Relay UE may reserve port ranges for each of the Remote UEs to simplify the reporting towards the EPC.
The proposed solution based on Relay UE reports of authenticated Remote UE’s user identity with associated user plane information works in both roaming and non-roaming scenarios with home routed traffic.

It is noted here that the provisioning of user plane information corresponding to Remote UE’s communications at the PCEF (PGW for S5/S8-GTP) may also assist the PCEF in bearer binding of service data flows onto EPS bearers. This discussion is handled in more detail in a companion paper for this meeting (S2-152840).
2
Proposal

Based on the previous discussion it is proposed to agree that LI of Remote UEs is supported by relying on Relay UE reports sent towards the EPC. The corresponding CR is provided in a companion document for this meeting (S2-152744).
It is also proposed to send an LS response to SA3-LI informing them of the agreed solution.
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