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1. Introduction

This contribution assumes that the wireless access network will employ a layered IP architecture. For this architecture the IP network will extend all the way to the mobile IP terminals. The IP network is an overlay network that runs on top of different sub-networks. The peculiarities of different sub-networks are not visible to the higher layers that run on top of the IP layer. From the higher layers' perspective, various services and their associated protocol stacks (e.g. H.323, SIP) that are used to invoke them will be viewed as different applications that run on top of the IP layer. 

There will be a number of different mobile IP terminals executing different protocol stacks that will be supported by the underlying wireless IP network. These may include the H.323 terminals, SIP terminals, and various data terminals. Prior to obtaining services from the serving wireless IP network, each mobile terminal will have to register with the serving wireless IP network. The registration procedure will be logically divided into two distinct phases. The initial phase, which will be executed by every mobile terminal, will reflect the peculiarities of the radio and IP technology (e.g. GPRS) that the serving wireless IP network employs. The second phase will involve the application-registration procedure that is particular to the higher-layer protocol stack that the respective terminal incorporates. During the second phase, the mobile terminal will exchange pertinent information with the application-registration server (e.g. RAS server) that is particular to the respective higher-layer protocol stack. For example, the mobile H.323 terminal will first execute the common phase, followed by the second phase that will employ the H.323 Registration, Admission, and Status (RAS) procedures. As long as the mobile H.323 terminal is not involved in a call, the registration procedure will be repeated in each next visited network. The RAS procedure and associated information flows exchanged between the serving network and the mobile H.323 terminal are described in this contribution.
2. Discussion

Registration Procedure

Upon powering-up, the mobile H.323 terminal will inform the serving network of its presence by executing the first phase of the registration procedure. During the first phase, the mobile H.323 terminal will establish a dedicated Logical Link with the RAS server in the serving network. By monitoring the dedicated Logical Link, the mobile H.323 terminal may be able to obtain the IP address of the RAS server that will be advertised over the dedicated Logical Link. The IP address of the RAS server with its well-known RAS port will be the Transport Address that the mobile H.323 terminal will use when registering with the serving network. The Challenge Value may also be advertised over the dedicated Logical Link.

When registering with the serving network (RAS server), the mobile H.323 terminal may not have an IP address allocated to it. Therefore, RAS messages that are destined for the mobile H.323 terminal will be passed to it over the dedicated Logical Link. When sending RAS messages to the mobile H.323 terminal, the RAS server may specify the "local broadcast IP address" as the mobile H.323 terminal's IP address. However, the serving network will explicitly specify which UDP port in the mobile H.323 terminal is the internal destination for the RAS messages. To register with the serving network (RAS server), the mobile H.323 terminal will send a Registration Request (RRQ) message to the serving network (RAS server) by employing the established Logical Link (i.e. the RAS channel). The mobile H.323 terminal will identify itself with its aliases (e.g. E.164, IMSI, and URL)).

Registration Information Flow

Prior to the H.323 registration, the mobile H.323 terminal will execute the first phase of the registration procedure and will establish a dedicated Logical Link with the RAS server. Subsequently, the RAS server will advertise the Advertisement (1) message over the dedicated Logical Link. The Advertisement (1) message may include the IP address of the RAS server and the Challenge Value. For security reasons the Challenge Value will be constantly modified.
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Figure 1. Registration

When registering, the mobile H.323 terminal will include its aliases (e.g. E.164, IMSI, and URL), Challenge Value, Challenge Response Value, and proposed registration lifetime value in the H.323 Registration Request (2) message (see Figure 1). If the mobile H.323 terminal has already an IP address allocated to it, then this IP address will be also included in the H.323 Registration Request (2) message. The mobile H.323 terminal will compute the Challenge Response Value by using the most recent Challenge Value and the secret key that the mobile H.323 terminal shares with its home AAA/Location server (e.g. HLR). Upon receiving the H.323 Registration Request (2) message, the serving network will create a Subscriber Record and will store all information pertaining to the given mobile H.323 terminal in its Subscriber Record. There will be one Subscriber Record in the serving network for each registered mobile H.323 terminal.

The serving network will authenticate the H.323 mobile terminal by sending an Authorization Request (3) message to its home AAA/Location server (e.g. HLR). Based on the mobile H.323 terminal's aliases (e.g. IMSI, URL), the serving network should be able to locate the mobile H.323 terminal's home AAA/Location server (e.g. HLR). The Authorization Request (3) message will indicate that this is a registration for an H.323 terminal and will contain the mobile H.323 terminal's aliases (e.g. IMSI, URL) and IP address (if supplied), serving network identity information, Challenge Value, Challenge Response Value, and registration lifetime value. The serving network may reduce the proposed registration lifetime before sending the Authorization Request (3) message to the home AAA/Location server (e.g. HLR).

In the Authorization Request (3) message, the serving network  may also include the list of all Call-Processing entities (i.e. "contacts") in the serving network that may handle the incoming calls destined for the visiting mobile H.323 terminal. For each listed entity, the following information may be included:

· Identity and the type of the Call processing entity in the serving network that may handle the incoming calls (e.g. H.225 Gatekeeper, SIP-to-H.323 Gateway, PSTN-to-H.323 Gateway).

· IP Address, the protocol (TCP/UDP), and the port number where the call processing messages should be sent.

· Priority. When multiple contacts are listed, the priority information specifies the order in which the multiple contacts should be tried.

· Access Token. This is the token that should be included in the call processing messages.

· Pricing Information. This is a list of pricing information for this particular route.

A security association between the serving network and the home AAA/Location server (e.g. HLR) should exist before any information is exchanged between these two entities. The security association may be pre-arranged or automatically established. Alternatively, the serving network and the home AAA/Location server (e.g. HLR) can communicate through a trusted third party with which they have a security association. 

Upon receiving the Authorization Request (3) message, the home AAA/Location server (e.g. HLR) will authenticate the mobile terminal by using the Challenge Value, the Challenge Response and the secret that it shares with its mobile H.323 terminal. The home AAA/Location server may also reduce the proposed registration lifetime before sending the Authorization Response (4) message to the serving network. The Authorization Response (4) message may include authorization information, aliases (e.g. E.164, URL), encryption keys, registration lifetime, and Subscriber Profile. The Subscriber Profile may include call-handling and call-feature information. 

Upon receiving the Authorization Response (4) message, the serving network will record the returned information in the Subscriber Record. Subsequently, the serving network will return the H.323 Registration Confirmation (5) message to the mobile H.323 terminal. If service was authorized, the H.323 Registration Confirmation (5) message will include authorization information, encryption keys, and the originally proposed or a newly assigned registration lifetime value. If an IP address has not been previously assigned to the mobile H.323 terminal, the newly assigned IP address may be conveyed to the mobile H.323 terminal in the H.323 Registration Confirmation (5) message. The H.323 Registration Confirmation (5) message may also contain the IP address of the call-processing entity in the serving network that the mobile H.323 terminal may use in initiating an outgoing call. The H.323 Registration Confirmation (5) message will be sent over the previously established Logical Link.
The mobile H.323 terminal's home AAA/Location server (e.g. HLR) will also inform the previously visited network to un-register the mobile H.323 terminal by sending the Cancel Subscriber-Information Request (7) message to the previously visited network. The mobile H.323 terminal's aliases (e.g. IMSI) will be used to identify the mobile H.323 terminal.

Upon receiving the Cancel Subscriber-Information Request (7) message, the previously visited network will delete the Subscription Record that pertains to the given mobile H.323 terminal and will return the Cancel Subscriber-Information Confirmation (8) message to the home AAA/Location server (e.g. HLR). The mobile H.323 terminal's aliases (e.g. IMSI) will be used to identify the mobile H.323 terminal to which the Cancel Subscriber-Information Confirmation (8) message pertains.

3. Conclusion

This contribution describes the registration procedure for a roaming wireless mobile H.323 terminal that is not involved in a H.323 call. It identifies the messages and information flows that pertain only to the H.323 phase of the registration procedure. In addition, it is proposed that the serving network covey to the home AAA/Location server the list of its call-processing entities which may handle the incoming calls for the visiting H.323 terminal during its sojourn in the visited network. It is proposed that the text in section 2 be used as a baseline for a new subsection 8.1.x "Registration Procedure for Wireless Mobile H.323 Terminals".










































