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10. E-OTD and GPS Positioning Procedures

[…]

10.6
Broadcast OF ASSISTANCE DATA

In MS Based E-OTD, MS Based GPS and MS Assisted GPS systems, , there is a need for assistance data to be broadcast to the MS. The assistance data to be broadcast for MS Based E-OTD contains the Real Time Difference (RTD) values (in case of a non-synchronized network) and Base Transceiver Station (BTS) coordinates. In addition, the broadcast data contains other information simplifying the E-OTD measurements. In GPS the broadcast of differential corrections to the MS increases location accuracy for MS Based implementations. The broadcast of GPS navigation message bits and acquisition assistance data makes available the ephemeris data, increases the sensitivity, enables LMU-independent GPS time dissemination and assists the acquisition of satellite signal for both MS Based and MS Assisted implementations.

The E-OTD assistance data to be broadcast is in compressed format where the redundant information is not included. The MS is capable to reconstruct the E-OTD assistance data using the message header information. The length of the message is depending on how many neighbors are included in the E-OTD assistance data as well as whether the redundant information can be removed from the message. The typical size of one broadcast message will be less than 82 octets. Part of the broadcast message (serving and neighbor basestation coordinates) may be ciphered. 

There are two types of broadcast GPS assistance data. One type of GPS assistance data to be broadcast is included in GPS Assistance Data message consists of GPS differential corrections. The amount of data is similar to the E-OTD assistance data, the maximum amount of satellites 12 which can be encapsulated into 71 octets GPS assistance data message. The message contains header information and the differential corrections. Part of the broadcast message (GPS differential corrections) may be ciphered.  The second type of GPS assistance data to be broadcast is included in GPS Navigation Message Bits Data message consists of GPS navigation bits and acquisition assistance. One broadcast message has fixed information data length of 656 bits and the length of broadcast GPS navigation message bit message is 620 bits.  The remaining 36 bits are filled with ‘0’ and are reserved for future expansion. Part of the broadcast message (GPS navigation message bits, Doppler and code phase) may be ciphered.
The contents of the broadcast message for the E-OTD and GPS assistance data is described in GTS 04.35. The support for these broadcast messages is optional for network and MS.

The broadcast channel which is used to broadcast the E-OTD and GPS assistance data make use of the existing basic CBCH and SMSCB DRX service.

10.6.1
Point-To-Multipoint Assistance Data Broadcast Flow

This signaling flow is generic for MS Based E-OTD, MS Based GPS and MS Assisted GPS methods. The E-OTD/GPS Assistance Data Broadcast Message is created in SMLC and the whole message including the ciphered parts and parameters to control the transfer are transferred with below flow from SMLC to MS. SMLC is also responsible for creating SMSCB DRX schedule message to indicate MS when to listen the CBCH channel. Prior receiving the first schedule message MS should read first block of each message lot to be able to receive the LCS Broadcast Data or the schedule message. After receiving the schedule message MS should receive the LCS Broadcast Data messages according the schedule information.
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Figure 1 - E-OTD /GPS Broadcast Data Flow
1. SMLC sends the complete broadcast message to CBC with LCS Broadcast Data message. This LCS Broadcast Data message contains the data to be broadcasted as well as parameters which indicate to which BTS the broadcast message is targeted and what time the broadcast should happen. LCS Broadcast Data message may also contain the SMSCB scheduling information which is broadcasted to MS in order that MS can utilize the SMSCB DRX feature specified in GSM 04.12 specification. SMSCB DRX operation is required in order that MS performance can be optimized. 

2. CBC starts message transfer to BSC and BTS according to GSM 03.41.
3. LCS Broadcast Data Response message from CBC to SMLC is used to indicate that the LCS Broadcast Data has been deliverery request has been fulfilled. This message is not mandatory
4. BTS starts the message transfer to MS according to GSM 03.41.

Implementations that have SMLC and/or CBC integrated into BSC may use other message signalling.

10.6.2
Ciphering

In order for the operators to control the access to the assistance data, parts of the broadcast data may be ciphered. Ciphering is done with a specific key delivered by NW for this purpose. The ciphering key may be requested by MS during a location update (IMSI Attach, Normal or Periodic Location Update) with the generic MO-LR DTAP Location Services Invoke command. . The Follow-On Procedure operation is used to keep the point-to-point connection between MS and NW open after location update.  The ciphering key may be GSM PLMN, VLR Area or Location Area specific.

The LCS Broadcast Data, when ciphered, will be partially ciphered according the LCS broadcast message definitions specified in GTS 04.35. The parts that will be ciphered in E-OTD LCS Broadcast Data message are neighbor RTD values, serving and neighbor BTS coordinates. For GPS the differential correction data ,the navigation message bits, Doppler and code phase data are ciphered. The ciphering operation will be conducted by SMLC. The MS is capable to decipher the broadcast message (ciphered parts) using the cipher key (56 bits) delivered from NW to MS and using the Ciphering Serial Number (16 bits) included in the broadcast message.
10.6.2.1
Algorithm

The algorithm used for ciphering is the standard 56-bit DES algorithm. The deciphering of broadcast messages is done in the ME. The algorithm will utilize the ciphering key delivered during location update with MO-LR. SMLC ciphers the LCS Broadcast Data message (part of message is ciphered) using the ciphering key (56 bits) and Ciphering Serial Number (16 bits) included in broadcast message using 56-bit DES algorithm.

The ciphered part is variable length with one bit resolution. From LCS Broadcast Data message header MS can compute what part of message is ciphered.

Inputs to the 56-bit DES algorithm are the following:

· 56-bit key K (deciphering key) requested with MO-LR
· 16-bit Ciphering Serial Number from broadcast  message which is denoted here by IV (initialization vector)

· plaintext bits (the ciphered part of broadcast message)
Encryption is done by producing a mask bit stream which is then added bit-by-bit to the plaintext data (XOR-operation) to obtain the ciphertext data. First IV is concatenated with 0-bits in order to achieve a 64-bit block I1. This block is then encrypted by the DES algorithm using the key K. Output is a 64-bit block I2. This constitutes the first 64 bits of the mask bit stream. If the message is longer than 64 bits, then more bits are needed. Those are produced by encrypting I2 again by the DES algorithm using the key K. Output is a 64-bit block I3. This constitutes the next 64 bits of the mask bit stream. This iteration is continued until enough bits are produced. The unnecessary bits from the last 64-bit block Ij are discarded. Below figure describes the first two mask bit generations and the two ciphered 64-bit blocks.
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Decryption is done similarly. The same mask bit stream is produced. This time the mask stream bits are added bit-by-bit (XORed) to the ciphertext data bits. The result will be the plaintext data.

10.6.2.2
Deciphering key delivery to MS

During a location update, the current and next deciphering keys are delivered to the MS. This allows changing the key with the same interval as the periodic location updates are done, still making sure that the MS always has an updated key. A deciphering key in LCS Broadcast Data message header indicates when the key changes. The MS can detect from the flag change in LCS Broadcast Data header that the use of current cipher key must be changed to the newest key. The following figure describes the deciphering key delivery mechanism. 
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Figure 42. Deciphering key delivery in periodic location updates.

The deciphering key may be requested by MS during the IMSI Attach, Normal Location Update and Periodic Location Update. The MS may request a point-to-point connection to be open after IMSI Attach, Normal Location Update and Periodic Location Update using Follow-On  Procedure. The deciphering key request is done using the generic  MO-LR DTAP Location Services Invoke command. 

_997680769.doc



DOCUMENTTYPE



1 (1)













TypeUnitOrDepartmentHere









TypeYourNameHere

TypeDateHere











2







I







3







I







2nd 64-bit block of the broadcast message to be ciphered







2nd 64-bit block of the broadcast message to be ciphered







2nd 64-bit ciphered block to the broadcast message







2nd 64-bit ciphered block to the broadcast message







XOR







XOR







2nd Mask Bit Stream (64 bits)







2nd Mask Bit Stream (64 bits)







DES







DES







1st 64-bit ciphered block to the broadcast message







1st 64-bit ciphered block to the broadcast message







XOR







XOR







1st 64-bit block of the broadcast message to be ciphered







1st 64-bit block of the broadcast message to be ciphered







1st Mask Bit Stream (64 bits)







1st Mask Bit Stream (64 bits)







K







Ciphering Key (56 bits)







Ciphering Key (56 bits)







DES







DES







1







I







Fill Bits (50 bits)







Fill Bits (50 bits)







Message Code & Update Number(14 bits)







Message Code & Update Number(14 bits)











_935227290.doc







_997858310.doc










CBC







MS







BSC







1. LCS Broadcast Data(data & parameters)















3. LCS Broadcast Data Response







SMLC







BTS















4. LCS Broadcast Data(data)



message from BTS to MS



described in GSM 03.41







2. SMSCB messages between CBC – BSC – BTS described in GSM 03.41 












_961570390.vsd

