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Abstract of the contribution: This document ensures a user is authorized to include location information in PC5 discovery message when announcing, and a user is authorized to use location information in PC5 discovery message when monitoring – both for restricted direct discovery.
Discussion

In Rel. 13, restricted discovery was introduced with a main difference from open discovery being verification of discovery permission so that only users that are allowed to discover a given UE will indeed do so. If location information is to be included in discovery messages over PC5, then for restricted discovery, it should be verified whether monitoring UEs can indeed use the location information of an announcing UE. This paper aims to enable the use of location information over PC5 discovery messages only by users that are allowed to do so as part of restricted discovery.

This document only applies to location estimation solutions that use/include location information in PC5 discovery messages. Moreover, this document addresses restricted discovery only.
Location information is provided by the ProSe layer in the UE since the PC5 discovery messages will carry this information. However, this information is useful for an application client in the monitoring UE as ProSe discovery services are used by applications and not the device itself. Therefore, when discussing location information, it should be noted that even though it is provided by the ProSe layer, the information is mostly useful for the application in the device that needs this information.
For an announcing UE, a user may have different preferences for different applications that announce a discovery message. Hence, when a ProSe Code is announced, as triggered by an application, the user’s preference for sharing his/her location information should be taken into account i.e. the UE should not include location information in all PC5 announce messages except for those that a user has permitted as part of his/her the application preference or setting.
For a monitoring UE that may receive a discovery message with location information, in-line with permission verification as part of a match report, it should also be verified if the announcing UE’s location information can indeed be used by the monitoring UE (for the application that triggered the monitoring request). Permission for discovery of the announcing UE’s identity should not imply that location information of the announcing UE is implicitly permitted to be known at the monitoring UE.
Therefore, the following are proposed for location estimation as part of restricted discovery:
· For an announcing UE

· The user sets its preferences for including its location information at the application layer (out of 3GPP scope). Furthermore, the announce request sent to the ProSe Function includes this preference e.g. the user (defined by the RPAUID) indicates the preference to include location information in the discovery request message.

· As part of the verification with the Application Server for announcing, the ProSe Function also verifies if this UE should include its location information in the discovery message.
· The ProSe Function informs the UE in the response that it can include its location information when announcing the allocated ProSe Code. The UE then includes its location information when announcing this ProSe Code.

· For a monitoring UE:

· During the monitoring procedure, a UE may receive a discovery message over PC5 that matches its discovery filters. The discovery message may also include location information.

· As part of the match report, the monitoring UE indicates to the ProSe Function that the reported code was received in a discovery message that contains location information. The ProSe Function verifies with the application server if this user is allowed to get the location information for the code that matched.
· The ProSe Function responds to the UE and indicates that location information received over PC5 can be used for this application. The UE passes the received location information to the application client.

Proposal
It is proposed to add the following solution to the TR 23.713.
9
Enhancements to support proximity estimation 
Editor’s note:
This clause is intended to document candidate architecture solutions to support proximity estimation as listed in objective x) of the eProSe_Ext WID. Since more than one enhancement solutions may be selected for normative work for this particular objective this clause could document multiple candidate solutions.
9.1 
Candidate enhancement solutions

9.1.X
Enhancement Solution X: Authorization for broadcasting and use of location information over PC5
9.1.X.1
Functional Description
This section addresses both the authorization and privacy aspects related to location estimation over PC5.

Authorization for Location Estimation over PC5

For authorization of location estimation over PC5, the following occurs for restricted discovery.
· For the announce procedure: as part of the authorization for restricted discovery (over PC2), the ProSe Function in the HPLMN also verifies with the ProSe App Server if the user is allowed to announce location information in PC5 discovery messages.
· For the match report procedure: during the match report, the ProSe Function in the HPLMN also verifies if the user is authorized to get the location information of the announcing user. This is done as part of the authorization of restricted discovery with the ProSe App Server over PC2.
Privacy aspects for Location Estimation over PC5

For privacy of the users that announce location information, the solution ensures that the location information sent over PC5 does not enable any monitoring UE to get the actual location information of the announcing UE.

9.1.X.2
Procedures
9.1.X.2.1
Procedures for Authorization for Location Estimation over PC5
This section addresses only authorization for location estimation over PC5, and does not address privacy of the user’s location information. The authorization procedure may be used with any solution that uses location information in PC5 discovery messages.
9.1.X.2.1.1
Announce Request Procedure

This procedure only shows the additional required steps needed as part of the announce procedure that is described in section 5.1.2.3. The other steps of section 5.1.2.3 are the same and are not shown for simplicity.
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Figure 9.1.X.2-1: Location estimation authorization procedure for an Announcing UE 

1. The user sets the discovery preferences over the application layer e.g. the user wants to include location information in discovery messages (this step is out of 3GPP scope). At this step, the user may also indicate which other users are allowed to get its location.
2a As part of the Authorization Request procedure, the ProSe Function checks with ProSe App Server if the user is authorized to send its location information in the discovery message 

2b The ProSe Application Server notifies the ProSe Function if the UE is allowed to include location information in the discovery messages.
9.1.X.2.1.2
Match Report Procedure

This procedure only shows the additional required steps needed as part of the announce procedure that is described in section 5.1.2.3. The other steps of section 5.1.2.3 are the same and are not shown for simplicity.
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1. Same as steps 1 to 3 of the match report procedure (section 5.1.2.5)


Figure 9.1.X.2-2: Location authorization procedure for a Monitoring UE 

1. Same as steps 1 to 3 of the match report procedure of section 5.1.2.5.
2.a  As part of the Authorization Request the ProSe Function requests the ProSe Application Server to verify if the user is authorized to use location information.

2.b As part of the Authorization Response, the Location authorization information is sent to the ProSe Function.
9.1.X.2.2
Location Estimation Using Offset Information while Ensuring user Privacy 

9.1.x.2.2.1 
General
The distance is estimated based on the relative location of the Announcing and Monitoring UE that is determined using existing LBS techniques e.g. GPS etc. How the location info is obtained in out of scope of 3GPP. The monitor UE acquires the location of the announcing UE from the discovery message with Location Offset Info over PC5 and the Match Report Ack message with Initial Location Info over PC3 combination.
 SHAPE  \* MERGEFORMAT 



Figure 9.1.X.2.2.1-1 Discovery message including Location Offset Info 
9.1.X.2.2.2
Identifier definitions

For this procedure, the following new identifiers are defined:
Initial Location Info: The location when the announcing UE initials the Announce Request procedure, this information is registered in the ProSe Function during the Discovery Request Procedure.
Location Offset Info: The offset of the initial location info, which the announcing UE broadcasts over PC5.

9.1.X.2.2.3 Announce Request (Roaming)
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Figure 9.1.X.2.2.3-1: Announce Request procedure extended for supporting location estimation
This solution involves the following different steps compared to the procedures described in clause 5.1.2.3 of the present document: 
1.
If the proximity estimation is supported by the UE, when the announcing UE sends a Discovery Request message to the ProSe Function in HPLMN for announcing, it includes “Initial Location Info” in the message. The “Initial Location Info” is the announcing UE current location info.
2a-2b. The authorization for announcing UE is described in 9.1.x.2.1.1.
3-6. Assuming the request is authorised, the ProSe Function in HPLMN stores the “Initial Location Info” of the UE as a part of UE context and responds to the UE with a Discovery Responses message.

7. The announcing UE generates the discovery message with the Location Offset Info including e.g. using a special message type following direct discovery procedures. The Location Offset Info is the offset between the current location and its “Initial Location Info”. The Location Offset Information is calculated by the announcing UE. The format of the location offset bits has to be well-known. Then, the announcing UE starts announcing the discovery message with the Location Offset Info in the serving PLMN, using the radio resources used for ProSe are authorised and configured by E-UTRAN as defined in RAN specifications.
9.1.X.2.2.4 Match Report procedure (Roaming)
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Figure 9.1.X.2.2.4-1: Match Report procedure extended for supporting location estimation
This solution involves the following different steps compared to the procedures described in clause 5.1.2.5 of the present document: 
1.
If the Location Offset Info is included in the ProSe Code and the proximity estimation is supported by the monitoring UE, when the monitoring UE sends Match Report message and requests to also acquire the Initial Location Info of the Announcing UE, it shall include a “Location Request” indication in the Match Report message.
4a-4c. The authorization for monitoring UE is described in 9.1x.2.1.2.

If the PLMN ID that assigned the Target ProSe Discovery UE ID is not assigned by the HPLMN, then steps 5a-5b are executed:
5a.
The ProSe Function in the HPLMN shall send a Location Request(Target ProSe Discovery UE ID, UE Identity, Location Request) to the ProSe Function of the PLMN that assigned the ProSe Discovery UE ID(i.e. the ProSe Function of the HPLMN of the "announcing UE"). 
5b. If the ProSe Function in other PLMNs stores the Initial Location Info corresponding to the Target ProSe Discovery UE ID, the ProSe Function in other PLMNs shall send Location Response (Initial Location Information).
6.
The ProSe Function in HPLMN shall send the Initial Location Info of the announcing UE to the monitoring UE. The monitoring UE estimates the proximity to the announcing UE based on the combination of Initial Location Info and the Location Offset Info.
9.1.X.3
Impact on Existing Entities and Interfaces

This solution impacts the UE, ProSe Function and HSS. Therefore, the following interfaces are impacted PC3, PC2, and the PC4a reference points.
9.1.X.4
Solution Evaluation

9.1.X.4.1
Authorization Solution Evaluation

The authorization solution ensures that the user preference for sharing location information is taken into account. This is achieved by the ProSe Function’s authorization procedure with the ProSe App Server.
The solution does not require new interfaces. However, the existing interfaces needs to be updated as follows:

· For PC2 interface:

· As part of the authorization verification with the application server, the ProSe Function requests for verification to send/use location information by an announcing/monitoring UE. As part of the response from the application server, the ProSe Function is informed if the location information can be sent/used by an announcing/monitoring UE.
9.1.X.4.2
Privacy Solution Evaluation

The solution ensures that the privacy of the user with respect to location information is preserved since unauthorized monitoring users do not have the complete and exact location information when receiving offset location information. Only authorized users will be provided with the full location information.
The evaluation of section 9.1.X.4.1 apply here. In addition, the following interfaces need to be updated as follows:

· For PC3 interface:

· The announcing UE uploads it initial location information to the ProSe Function

· The ProSe Function provides initial location information to a monitoring UE during the match report
· For PC6 interface:
· A new procedure is required to exchange location information between ProSe Functions
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