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Abstract of the contribution: This paper provides various stage 2 and stage 3 references to highlight that only Application detection function is mandatorily defined over the Sd interface.
Discussion

If the ADC feature support is not deployed by the operator, i.e. if the operator has not deployed PCEF with ADC feature or stand-alone TDF, then to achieve flexible traffic steering, solution 1.1 ("Leveraging of the existing PCC framework with Sd interface", in clause 6.1.1) suggests to collocate the TDF function within the (S)Gi-LAN and interface it using the Sd interface. 
Although various functions, such as traffic throttling, traffic blocking, traffic redirection, usage monitoring, charging, etc., are defined under the ADC feature over the Sd interface, all these functions are optional. Only the "application detection" functionality is mandatorily defined over the Sd interface as per the current 3GPP specification. Hence, it is feasible to deploy the TDF and interface it with the Sd interface to only utilize the "application detection" functionality without any additional functionality, if not required by operator. In other words, for the FMSS purpose, it is not necessary to deploy a standalone TDF with all the features defined by 3GPP. This paper provides various stage 2 and stage 3 references of 3GPP specifications to further highlight the same.
Conclusion

To realize the FMSS solution, it is not necessary to deploy a standalone TDF and Sd interface with all the functions and features defined under the ADC feature set by the 3GPP. It is feasible to deploy a TDF (collocated with the (S)Gi-LAN) with the Application detection functionality only and interface it with the Sd interface, which is needed for the FMSS solution.
Proposal

It is proposed to add the following to TR 23.718.

* * * First Change * * * *

6.1.1
Solution 1.1: Leveraging of the existing PCC framework with Sd interface
6.1.1.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref 3], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.1.1.1.1
Sd based solution

Within 3GPP core network architecture, the TDF is placed at (S)Gi interface as defined by the TS 23.203 [Ref 3]. The functionality of the TDF is extended to support the steering of the traffic within (S)Gi-LAN. Following two are implementation or deployment choices:

· (Alternative1): Stand-alone TDF. 

The TDF is extended to support steering of traffic within (S)Gi-LAN systems. The service functions and steering infrastructure between the service functions are part of (S)Gi-LAN systems. The TDF receives traffic steering policies from PCRF via Sd interface. Based on these policies, it performs application detection and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has standalone TDF.
· (Alternative2): TDF collocated/embedded within (S)Gi-LAN. 

As all enforcement, DSCP marking, usage monitoring, charging etc. functionalities are optional at TDF as per TS 23.203 [3], in this case TDF may be utilized to only support Application Detection and Reporting (ADR) functionality  in order to fulfil flexible service steering requirements (related to application based service steering and policy decisions based on detected application traffic).  The TDF is collocated within (S)Gi-LAN system for providing the Application Detection (and optionally Reporting) functionality. Please refer to to the existing 3GPP specifications (e.g. TS 23.203 [3] clause 4.5 and TS 29.212 [4] clause 4b.5.1), highlighting that only Application Detection functionality is mandatorily defined over the Sd interface and all the other features are optional, and hence it is feasible to collocate the TDF with (S)Gi-LAN and interface it with the Sd interface for providing only the Application Detection (and optionally Reporting) functionality (if the other functionalities are not needed by the operator). The PCRF interfaces with the TDF function within (S)Gi-LAN systems using the Sd interface and provides the traffic steering policies. The uplink and downlink traffic is passed through TDF before it enters the service functions. The TDF performs application detection and reporting to the PCRF and provides traffic steering related information to the other functional elements within (S)Gi-LAN systems to achieve traffic steering. This alternative is suitable for the deployment which has TDF embedded within the (S)Gi-LAN systems.
Following are representative architectural examples of such implementation alternatives:


[image: image1]
Figure 6.1.1.1.1-1: Alternative1 - Stand-alone TDF

[image: image2]
Figure 6.1.1.1.1-2: Alternative2 - TDF collocated/embedded within (S)Gi-LAN
This solution proposes to provide the traffic steering policies via the existing Sd interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Sd interface is established between the PCRF and the TDF for the single IP-CAN session as per TS 23.203 [3], however TDF may have multiple instances/processes as per deployment requirements, e.g. one process for uplink traffic and a different one for downlink traffic.The existing methods for providing and inquiring policies over the Sd interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 

NOTE 2:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of traffic between those Service functions, if needed, are out of the work’s scope. 

NOTE 3:
In order to protect TDF from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters TDF. Since this firewall is meant to protect TDF, and it doesn’t apply on a per specific TDF session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific TDF session/service data flow/detected application traffic).
6.1.1.1.2
Sd interface enhancements

In order to provide traffic steering policies on service data flow level, Sd interface has to be extended to support service data flow related parameters within ADC Rules.

Editor's Note:
Additional enhancements, if any, needed over the Sd interface (besides transfer of traffic steering policy and addition of service data flow related parameters in order to support service data flow based traffic steering policies) need to be identified and it is FFS.

6.1.1.2
Impacts on existing nodes and functionality

The TDF (Solution 6.1.1.1.1):

· Must be enhanced in order to support traffic steering policy enforcement.

The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
Editor’s Note: Additional impacts are TBD.
6.1.1.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the TDF.

As described by the solution, within 3GPP core network architecture, the TDF is placed on (S)Gi interface. 

As mentioned in the solution section, the TDF reports application detection START and STOP per received ADC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies. Also, session and application based usage monitoring reports, supported by the TDF, may also serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the TDF also provides other functionality such as charging, traffic redirection, gating and bandwidth control (and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed).

The Sd interface has well defined procedures to provide policies on session and on application level. 

Editor’s Note:
Additional evaluation aspects are FFS.
* * * End of Changes * * * *

* * * First Information only * * * *





Stage 2 references
Excerpt from 3GPP TS 23.203 [3] clause 4.5:

4.5
Application Detection and Control

[…]
The application detection and control shall be implemented either by the TDF or by the PCEF enhanced with ADC.

Two models may be applied, depending on operator requirements: solicited and unsolicited application reporting. The unsolicited application reporting is only supported by the TDF.

Solicited application reporting: The PCRF shall instruct the TDF, or the PCEF enhanced with ADC, on which applications to detect and whether to report start or stop event to the PCRF by activating the appropriate ADC/PCC rules in the TDF/PCEF enhanced with ADC. Reporting notifications of start and stop of application detection to the PCRF may be muted, in addition, per specific ADC/PCC rule. The PCRF may, in a dynamic ADC/PCC rule, instruct the TDF or PCEF enhanced with ADC, what enforcement actions to apply to the detected application traffic. The PCRF may activate application detection only if user profile configuration allows this.
As highlighted above, the PCRF instructs the TDF to perform application detection and optionally to report the detected application information. The enforcement actions to be applied to the detected application traffic are only optionally provided. This can also be further validated by 3GPP TS 23.203 [3] Table 6.8 depicting information within "Application Detection and Control rule". As it can be seen, only "Application identifier" is mandatory within "Application detection" function, while information under all the other functions are optional.
Excerpt from 3GPP TS 23.203 [3] Table 6:

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic ADC rule

	ADC Rule identifier
	Uniquely identifies the ADC rule, within a TDF session.

It is used between PCRF and TDF for referencing ADC rules.
	Mandatory
	No

	Application detection
	This clause defines the detection and the application name.
	
	

	Application identifier

(NOTE 2)
	References the corresponding application detection filter for the detection of the service data flow. References the corresponding application, for which the rule applies.
	Mandatory
	No


Stage 3 references
Excerpt from 3GPP TS 29.212 [4] clause 4b.5.1:

4b.5.1
Provisioning of ADC rules

4b.5.1.1
General
[…]
When establishing the session with the TDF, the PCRF shall send a TS-Request with the PDN information, if available, within the Called-Station-Id AVP, the UE Ipv4 address within the Framed-IP-Address and/or the UE Ipv6 prefix within the Framed-Ipv6-Prefix AVP. These parameters shall uniquely identify the session between the PCRF and the TDF. Additionally, if available (i.e. received from the PCEF or the BBERF), the PCRF may include the following information: …

As highlighted above, the parameters which are required to uniquely identify the UE session between the PCRF and TDF are provided mandatorily over the Sd interface while all the other parameters are optionally provided. This can also be further validated based on the contents of the TDF-Session-Request command, which has all the AVPs as optional.
Excerpt from 3GPP TS 29.212 [4] clause 5b.6.2:

<TS-Request> ::= < Diameter Header: 8388637, REQ, PXY >





 < Session-Id >





 { Vendor-Specific-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 [ Destination-Host ]





 [ Origin-State-Id ]




 [ OC-Supported-Features ]




*[ Subscription-Id ]




*[ Supported-Features ]




 [ Framed-IP-Address ]





 [ Framed-Ipv6-Prefix ]


 

 [ IP-CAN-Type ]





 [ RAT-Type ]




 [ AN-Trusted]




 [ User-Equipment-Info ]




 [ QoS-Information ]



  0*2[ AN-GW-Address ]





 [ 3GPP-SGSN-Address ]




 [ 3GPP-SGSN-Ipv6-Address ]



 
 [ 3GPP-GGSN-Address ]





 [ 3GPP-GGSN-Ipv6-Address ]

 



 [ 3GPP-Selection-Mode ]





 [ Dynamic-Address-Flag ]





 [ Dynamic-Address-Flag-Extension ]





 [ PDN-Connection-Charging-ID ]




 [ 3GPP-SGSN-MCC-MNC ]





 [ RAI ]





 [ 3GPP-User-Location-Info ]




 [ Fixed-User-Location-Info ]




 [ User-CSG-Information ]




 [ TWAN-Identifier ]





 [ 3GPP-MS-TimeZone ]




 [ 3GPP-Charging-Characteristics ]





 [ Called-Station-Id ]




 [ Charging-Information ]





 [ Online ]





 [ Offline ]




*[ ADC-Rule-Install ]




 [ Revalidation-Time ]




*[ Usage-Monitoring-Information ]




*[ CSG-Information-Reporting ]




*[ Event-Trigger]




 [ Presence-Reporting-Area-Information ]




 [ Logical-Access-ID ]





 [ Physical-Access-ID ]





 [ 3GPP2-BSID ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
Also the information corresponding to various enforcement actions (to be applied to the detected traffic) and features are only optionally defined under the ADC-Rule-Definition AVP as highlighted below. Thus, it is possible to use ADC-Rule-Definition AVP without providing any of the parameters related to enforcement actions and other features defined under the ADC feature.
Excerpt from 3GPP TS 29.212 [4] clause 5b.3.3:

ADC-Rule-Definition ::= < AVP Header: 1094 >








 { ADC-Rule-Name }








 [ TDF-Application-Identifier ]







 [ Service-Identifier ]








 [ Rating-Group ]








 [ Reporting-Level ]








 [ Online ]








 [ Offline ]








 [ Metering-Method ]








 [ Precedence ]







 [ Flow-Status ]








 [ QoS-Information ]







 [ Monitoring-Key ]







 [ Redirect-Information ]







 [ Mute-Notification ]







*[ AVP ]
* * * End of Information * * * *
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