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Abstract of the contribution: This paper discusses alternatives for the support of QoS in Trusted and Untrusted WLAN for VoIMS in general and for emergency calls over WLAN in particular. 
Discussion
Discussion on the support for QoS for VoIMS over WLAN has been started at SA2#106 meeting. The QoS is an important topic, especially for emergency calls where it is necessary that the user and the PSAP operator can understand each other even in a loaded WiFi access point. This paper provides a discussion on the possible solutions. P-CRs will be proposed at next meeting on the basis of the discussions at the present meeting.
Trusted WLAN using S2a
At SA2#106 meeting, S2-143923, which described several ways for the support of QoS in Trusted WLAN case, was discussed. 
In that paper, three solutions were explored:

· Solution T1: Mapping of S2a QCI to TWAG-AP link DSCP, followed by AP mapping of DSCP to 802.11 EDCA Access Classes in the downlink direction. Together with additional WLCP signalling from TWAG to UE to inform the UE on the DSCP to be used in uplink, followed by UE mapping to 802.11 EDCA, as shown in the following figure.
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· Solution T2: Mapping of S2a QCI to TWAG-AP link DSCP, followed by AP mapping of DSCP to 802.11 EDCA Access Classes in the downlink direction. Together with reflective QoS to determine the DSCP to be used in uplink, followed by UE mapping to 802.11 EDCA.

· Solution T3: The UE application determines the QoS to be used in uplink, and passes it to the IP layer via the socket. That solution may work for VoIMS (MMTEL) but not for all applications. Moreover, the QoS to apply to some flows may depend on network policies or on the output of DPI enforced in the network. Hence that solution is not proposed. 
In enterprise VPN use cases, solutions T1 and T2 allow preserving the inner DSCP that might be used within the enterprise as long as the VPN is terminated at the UE since only the outer DSCP is overwritten. 

Instead of mapping QCI to DSCP in the downlink direction, it is possible to map the QCI to a TWAG-AP Link QOS, which could be a pure Layer 2 QoS such as IEEE 802.1q priority (specified in IEEE 802.1p), or the Layer 3 QoS of a tunnel that encapsulates the traffic over IP such as L2TPv3. At the WiFi Access Point, the TWAG-AP link QoS can be mapped to 802.11 EDCA Access Classes. For uplink QoS, one solution would be to adopt reflective QoS by using the received 802.1p tag in the DL IP (5-tuple) flow for determining the 802.1p tag in the corresponding UL IP flow (5-tuple with swapped remote and local parameters)
. Another solution – shown in the following figure – would be, for MCM case, to use WLCP signalling to the UE, providing an UL TFT which contains the mapping between IP Flows and 802.1p/q tagging in 802.11 frames, which are used for determining 802.11 EDCA Access Classes. 
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Conclusion 1: There are several ways to carry QoS between TWAG and AP (L2, L3) and this is an implementation decision, not to be standardised.  What matters is the mapping between QCI and 802.11 Access Classes. 
Conclusion 2: The mapping between an IP flow and an 802.11 Access Class in the uplink may be provided to the UE via additional TWAG-UE WLCP signalling or via per IP flow (5-tuple) reflective QoS. 
Using signalling to carry the QoS to be used in uplink would take some time. Reflective QoS is sufficient for voice over IMS, much simpler to specify by Rel-13 schedule. For unidirectional or asymmetric flows, it is possible to add signalling in a backward compatible manner (signalling negotiation) at a later stage. 
Proposal: it is proposed to agree to Reflective QoS for Rel-13, and to discuss how to satisfy QoS for unidirectional and asymmetric flows at a later stage.

Untrusted WLAN using S2b
At SA2#106 meeting, it was commented that the Untrusted WLAN scenario might be the first use case on the field. Therefore, this case should also be specified.
In the Untrusted scenario (ePDG/S2b use case), there is an IPsec tunnel per PDN connection.  Within a given SA, the DSCP value in the outer IP header of the packet can not be used to differentiate QoS treatment between packets of the same PDN connection: if one uses the same SA for packets with different QoS characteristics, then the packets may be re-ordered due to their QoS level, and the replay protection would drop legitimate packets simply because they arrived late. 

However, some services require traffic differentiation at a finer granularity than PDN connection level. For example IMS signalling, Voice over IMS and other IMS services user plane should be transported with different QoS. 
Achieving such QoS differentiation requires to setup one or several Child Security Associations (via existing IKE  CREATE_CHILD_SA exchanges). The sender may use several SAs to send packets with different QoS characteristics in different tunnels. 

For example, when the PDN connection for IMS APN is established, the default bearer on S2b interface (IMS signalling) should be QCI=5. When PCRF requests QCI=1 for voice over IMS, the PGW will setup a dedicated bearer over S2b with QCI=1. This should trigger the ePDG to establish a Child Security Association with a specific outer DSCP (same for UL and DL). 
In all the cases, the UE should be able to determine which SA to be associated with a given IP flow. Two solutions may be envisaged: 
· Solution U1: IKEv2 (RFC 5996), by which an UL TFT and the SA-id can be sent to the UE when the child SA is created in order for the UE to be able to determine which uplink IP flows shall use that specific child SA;

· Solution U2: If the DL IP packet flow uses an SA, the corresponding UL IP packet flow uses the same SA (reflective QoS). 
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Use of child Security Associations for the support of QoS

This is described in RFC 4301 clause 4.1:

“If different classes of traffic (distinguished by Differentiated Services Code Point (DSCP) bits [NiBlBaBL98], [Gro02]) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  Therefore, a sender SHOULD put traffic of different classes, but with the same selector values, on different SAs to support Quality of Service (QoS) appropriately. To permit this, the IPsec implementation MUST permit establishment and maintenance of multiple SAs between a given sender and receiver, with the same selectors.”
Conclusion 3: Support of differentiated QoS over SWu can only be achieved by creating a child SA per S2b dedicated bearer (via IKEv2 protocol).

Details on solution U1 (use of IKEv2 signalling for uplink QoS determination):

This paragraph discusses whether it is possible to map 3GPP UL TFT to existing IKEv2 Traffic Selectors. 

Traffic Selector (TS) payloads allow endpoints to communicate some of the information from their Security Policy Database (SPD) to their peers. TS payloads specify the selection criteria for packets that will be forwarded over the newly set up SA. Each Traffic Selector consists of an address range (IPv4 or IPv6), a port range, and an IP protocol ID.
Mapping between the UL TFT provided by S2b and Traffic Selectors (with regards to the Security Policy Database (SPD) described in RFC 4301) is considered possible even if there is no precedence in RFC 4301, thanks to the “decorrelation” process described in that RFC. See appendix 1

Conclusion 4: It seems that existing IKEv2 could be used for asymmetrical UL/DL QoS. Deeper study should be done to confirm this or to enhance IKEv2.  
Using signalling to carry the QoS to be used in uplink would take time. Reflective QoS is sufficient for voice over IMS, it is much simpler to specify and feasible by Rel-13 schedule. For unidirectional or asymmetric flows, it is possible to add signalling in a backward compatible manner (signalling negotiation) at a later stage. 

Proposal: it is proposed to agree to Reflective QoS for Rel-13, and to discuss how to satisfy QoS for unidirectional and asymmetric flows at a later stage.

Details on solution U2 (reflective QoS):
A solution, in line with TS 23.139, could be:
· In downlink: the QCI is mapped to an outer DSCP, which is used for the SA. The outer DSCP may change due to intermediate transport networks, however it will represent the corresponding supported QoS of the transport network;
· At the UE, when receiving an encrypted DL packet: the received outer DSCP is stored for the IP flow;
· In uplink: the UE selects the SA corresponding to the outer DSCP received in DL for the IP flow. 

See appendix 2.
Proposal
1)  Because of limited stage 2 time for Rel-13, it is proposed to rule out WLCP and IKEv2 signalling based solutions, which would require more study, and to adopt reflective QoS for both Trusted and Untrusted WLAN.

2) It is proposed to agree for Trusted and Untrusted WLAN scenarios to Reflective QoS for Rel-13, and to discuss how to satisfy unidirectional and asymmetric flows at a later stage.
3) It is proposed to agree on setting up one or more Child Associations for QoS support via existing IKEv2.

Appendix 1: use of IKEv2 signalling for uplink QoS 

RFC 4301 Clause 4.4.1 specifies: “The SPD is an ordered database, consistent with the use of Access Control Lists (ACLs) or packet filters in firewalls, routers, etc. The ordering requirement arises because entries often will overlap due to the presence of (non-trivial) ranges as values for selectors. ... The processing model described in this document assumes the ability to decorrelate overlapping SPD entries to permit caching, which enables more efficient processing of outbound traffic in security gateways and BITS/BITW implementations. Decorrelation [CoSa04] is only a means of improving performance and simplifying the processing description. ... Appendix B provides an algorithm that can be used to decorrelate SPD entries, but any algorithm that produces equivalent output may be used.”

On the mapping of TFT to SPD parameters, TS 24.008 clause 10.5.6.12 specifies:

“TFT includes the following filters

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1 

0 0 0 1 0 0 0 0
IPv4 remote address type
0 0 0 1 0 0 0 1
IPv4 local address type 
0 0 1 0 0 0 0 0
IPv6 remote address type
0 0 1 0 0 0 0 1
IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1
IPv6 local address/prefix length type
0 0 1 1 0 0 0 0
Protocol identifier/Next header type
0 1 0 0 0 0 0 0
Single local port type
0 1 0 0 0 0 0 1
Local port range type
0 1 0 1 0 0 0 0
Single remote port type 
0 1 0 1 0 0 0 1
Remote port range type
0 1 1 0 0 0 0 0
Security parameter index type
0 1 1 1 0 0 0 0
Type of service/Traffic class type
1 0 0 0 0 0 0 0
Flow label type

All other values are reserved.
The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.060 [74] subclause 15.3.2.”
While RFC 4301 clause 4.4.1.2 specifies that SPD includes similar filters: 

“Each selector set contains:

- Local Address

- Remote Address

- Next Layer Protocol

- Local Port, or ICMP message type/code or Mobility Header type (depending on the next layer protocol) 

- Remote Port, or ICMP message type/code or Mobility Header type (depending on the next layer protocol)”
Appendix 2: Untrusted WLAN reflective QoS references
TS 23.139 clause 6.3.3 specifies: 

“For the WLAN case, including EPC-routed traffic and NS-WLAN offload traffic, DSCP marking may be performed by the UE by means of reflective QoS. The UE creates a 5-tuple rule from the corresponding downlink 5-tuple derived from the downlink IP traffic. It associates that uplink rule with the DSCP received in corresponding downlink 5-tuple. Each uplink packet matching that uplink rule is marked with the associated DSCP.”
Some clarifications to the function of reflective QoS in the UE (this describes only the logical function for the reflective QoS marking, the implementation might be differently):

-
For each incoming downlink IP packet the UE checks if a DSCP marking rule for the n-tuple of this IP packet exists. If the rule does not exist, then a new marking rule is added. Otherwise, the DSCP value and the time stamp for this marking rule are set.

-
The uplink n-tuple in each marking rule is made from the downlink n-tuple of that rule by swapping address (and port) destination and source.

-
For each outgoing IP packet the UE checks if a marking rule for this IP packet exists. If the n-tuple of the packet matches the uplink n-tuple of a marking rule, then the DSCP value of the packet is set to the DSCP value of that marking rule. The time stamp for that rule is set.

-
For tunnelled scenarios, the n-tuples correspond to the n-tuples of the inner header of the packet. In all scenarios, the DSCP value of the marking rule is the DSCP value of the outer header of the packet. This in both downlink and uplink directions.
-
A marking rule is removed when a certain period of time has passed since the time stamp.

-
The function of reflective QoS will overwrite DSCP markings set by the UE application.

While RFC 4301 specifies: 

Clause 4.4.2.1: “
o DSCP values -- the set of DSCP values allowed for packets carried over this SA.  If no values are specified, no DSCP-specific filtering is applied.  If one or more values are specified, these are used to select one SA among several that match the traffic selectors for an outbound packet.  Note that these values are NOT checked against inbound traffic arriving on the SA.

o Bypass DSCP (T/F) or map to unprotected DSCP values (array) if needed to restrict bypass of DSCP values -- applicable to tunnel mode SAs.  This feature maps DSCP values from an inner header to values in an outer header, e.g., to address covert channel signaling concerns.”

Clause 5.1.2.1 explains the reasons why not mapping DL outer DSCP to UL inner DSCP in Tunnel Mode:

“(9) An implementation MAY choose to provide a facility to pass the DS value from the outer header to the inner header, on a per SA basis, for received tunnel mode packets.  The motivation for providing this feature is to accommodate situations in which the DS code space at the receiver is different from that of the sender and the receiver has no way of knowing how to translate from the sender's space.  There is a danger in copying this value from the outer header to the inner header, since it enables an attacker to modify the outer DSCP value in a fashion that may adversely affect other traffic at the receiver.  Hence the default behavior for IPsec implementations is NOT to permit such copying.”

� IEEE 802.1p requires IEEE 802.11q (VLAN), but there is no problem with the limitation of 4095 VLAN’s as a single VLAN can be used between the TWAG and an AP.
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