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Abstract of the contribution: Proposal to store monitoring events in SPR to be persistent and to include the option to configure monitoring events in SPR based on SLA between the MNO and the ASP.
1. Introduction

Last SA2 meeting, there were discussions on how to configure monitoring events to be persistent when monitoring event configuration is performed by the PCRF. The reason is that the existing solutions in the TR allows configuration of the events in HSS as part of the subscription information that remains even if the UE is detached, this monitoring events are supposed to be quite static so when UE reattaches the monitoring event is supposed to be applicable without requiring the ASP to configure the monitoring event again. 

The existing PCC specifications TS 23.203, the notifications that are requested by the AF remains until the Rx session terminates, either because the session is terminated or because the IP-CAN session is terminated. In order to provide a solution where the configured monitoring events are persistent, 3 solutions were discussed, either stored them in HSS then notify the SCEF when UE becomes reachable, or in SPR, or the SCEF stores it and is notified that the UE is reachable, using a mechanism that is not defined yet. This contribution proposes to store the monitoring events in the SPR.


2. Persistent storage of monitoring events
The request to monitor events can be stored in SPR, as part of subscription information, if the SCEF finds the PCRF via DRA, then the UE IP address will be available, so the monitoring event can be defined per PDN connection as today. This solution is similar to the current specification for usage monitoring where the remaining quota is stored in SPR when the IP-CAN session is terminated. The SPR can store, the monitoring event, the SCEF address, the ASP address and the latest information if needed. e.g. Roaming status, if the ASP is not interested to be notified when no changes are detected.

Both solutions to store the event in HSS and to store it in SCEF places specific requirements to implement a notification when the UE is attached to the SCEF or to store the monitoring event in the SCEF that are specific for the PCC solution and that can be solved by the SPR that is already storing persistent subscription information.



Proposal

It is proposed to update TR 23.789 to add the alternative to configure monitoring events in SPR and report monitoring events to the AS as a standalone transaction:
6.2.1.2
Flow for Monitoring event configuration

Figure 6.2.1.2-1 illustrates the procedure of monitoring event configuration
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Figure 6.2.1.2-1: Monitoring Configuration flow
1.
The SCS sends a Monitoring Request message (the external identity/MSISDN, list of monitoring events) to the SCEF.

2.
The SCEF checks that the SCS or AS is authorised to send monitoring event requests and that the SCS or AS has not exceeded its quota or rate of submitting monitoring requests. If this check fails, the SCEF sends a Monitoring Event Response message, i.e. proceeds with step 6.

3.
More detailed authorization verification may be performed by the HSS, which verifies whether the requested monitoring events are permitted for the SCS/AS for the specifically targeted UE.

4
The HSS sends a Monitoring Request Response message.

5.
If requested monitoring events are managed via PCC, the SCEF initiates monitoring event configuration to PCRF.
6.  If the monitoring event can´t be reported immediately PCRF reply to SCEF that the request is accepted.
7.   The SCEF sends a Monitoring Request Response message indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event.
8.
If monitoring event requires continuous reporting, then the PCRF stores in SPR, the monitoring event, the SCEF address and the ASP address to report.

9.  The SPR confirms to the PCRF that the event is stored.
10.  The PCRF provisions the PCEF using procedures from TS 23.203 [7]. The procedures are shown extended to include SGSN/MME as depending on the PCC events it will cause configuration of SGSN/MME, e.g. for location reporting. 
11.  The PCRF reports to the SCEF that the monitoring event was configured and its value.
12.
 The SCEF sends a Monitoring Request Response message indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event and the monitoring event value.
6.2.1.4
Specific Monitoring Event handling

Monitoring Event: Change of Location

The AF (i.e. SCEF) may request to report a monitoring event change of point of attachment/change of UE presence in a geographical area to the PCRF. If the monitoring event requires persistent from IP-CAN session to IP-CAN session, then the PCRF stores subscription to monitoring events in SPR, as well as the SCEF address to report and the AS name to report. This information is used for later notifications to the SCEF when the monitoring event is detected and reported.  Monitoring event is retrieved at IP-CAN session establishment and monitoring reporting is a standalone transaction.

When this Monitoring Event is requested, already existing PCC based location reporting functionality over Gx gets activated to report any location change with the required location granularity, e.g. cell or TA, towards PCRF. The PCRF deactivates the location reporting functionality when the first change of location is reported over Gx.

The AF (i.e. SCEF) may request to report a change of UE presence in a geographical area This monitoring event is realized using Change of presence in Presence Reporting Area that is defined over Gx with Presence reporting area identifiers and lists of Presence Reporting Area elements defined in SPR/UDR. In addition, the PRA identifier can be received over Rx interface is extended to report that UE entered or left a reporting area.

In addition actions may be configured, like reducing service when the event occurs. e.g. the PCC rules may be configured to reduce the maximum bitrate when the UE moves outside the normally used area.
Editor's note:
A translation function which maps from internal IPCAN location identifiers to geographical location identifiers is needed, where to locate it requires further investigation.
Monitoring Event: Loss of connectivity/Communication failure

If loss of the radio connection is of interest a GBR bearer has to be used as this bearer gets released when the radio connection gets lost. This bearer is managed using PCC and PCC informs the SCEF when the bearer is released. The existence of a non-GBR bearer may be monitored in the same way. However this bearer is not released when the radio connection is lost. This bearer might be released by the P-GW when there is no activity for a long time. And then also connectivity is lost. If the PDN connection is deactivated, PCC Rules are removed; the PCRF reports that the AF session should be released.  The SCEF will notify to the AS that connectivity for the user is lost..
Monitoring Event: Serving NW changes/Roaming changes

The AF (i.e. SCEF) may request to report the serving NW, When this Monitoring Event is requested, already existing event triggers to report serving NW changes towards PCRF. The PCEF reports the serving NW that currently services the UE. For the case of one time location, the PCRF deactivates the serving NW event trigger immediate after the current serving NW is received.

In addition actions may be configured, like reducing service when the event occurs using operator policies in PCRF.

6.2.2
Impacts on existing nodes and functionality
SCEF will need to:

-
Receive the monitoring event subscription request or status queries from SCS/AS. Controlling access by Service Requestors to monitoring services and information.

-
Distribute the monitoring event subscription request or status queries to the HSS via Sh and/or to the PCRF via Rx.

-
Receive monitoring event reports or status information from the HSS or the PCRF (when subscribed via Rx) and transfer those to the SCS.

-
Contact DRA to find PCRF(s) serving UE´s IP-CAN session(s). Contact one of the PCRFs to subscribe or unsubscribe to event triggers to report change of location or change of service network.

PCRF will need to:

-
act basically unchanged for loss of connectivity or communication failure event reporting that PCC already supports.

-
For change of point of attachment reporting, PCC can perform location reporting with different location granularity over Gx interface allowing for detecting a changed point of attachment. The PCRF removes the event trigger when the change of point of attachment is detected. The PCRF reports the change of point of attachment to the AF, when the event is locally configured in the SPR, the monitoring event reporting is a standalone transaction.
-
For change of UE presence in a geographical area reporting, to report this event to the AF, extensions to Rx are required to send an indication that the UE entered or left a certain PRA, when the event is locally configured in the SPR, the monitoring event reporting is a standalone transaction
6.2.3
Solution Evaluation

Benefits:

-
Session and subscription based monitoring are offered with efficient reuse of already existing monitoring functionality.

-
Control of access to that monitoring functionality is performed by the SCEF, not adding this to PCC based monitoring.

-
SCS and Application server can access 3GPP monitoring functionality via a single SCEF provided interface.
Drawbacks:

-
Using the SCEF to unify access PCC based monitoring may introduce session/context based functionality for the SCEF. It is however likely that any other approach offering continuous reporting of session/bearer events may also need to establish some session for this.
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10. PCC procedures from 23.203
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