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Discussion

1. Application-augmented Discovery
1.1 Components of the ProSe Code

Given the agreement that part of the ProSe Code is “reserved for the ProSe application”, it is assumed that a segment of the available ProSe Code namespace is set apart for this type of discovery. This can be done via a new discovery type
, for now called “Application-augmented Discovery”. It follows that the body of the ProSe Code would need to include two parts:

· a prefix which is assigned by the ProSe Function for Restricted Discovery, and 
· a suffix under the control of the announcing application.
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Figure 1: Possible Layout for ProSe Code for Application-augmented Discovery.
Proposal 1: For Application-augmented Discovery, the ProSe Code contains a prefix, which is assigned by the ProSe Function, and a suffix, which is application-controlled.
As an example, the prefix may contain the identity of the announcing application.  
Clearly, it is necessary that the delimitation between the ProSe Function-assigned prefix and the app-specific suffix be known or determinable by any UE directly from the discovery message, in order for the UE to know how to process it. This can be accomplished in two ways:
Option A: The length of prefix is a fixed system parameter and thus applicable to all Application-augmented Discovery messages sent over PC5 interface;
Option B: The length of the prefix depends on the application, whose identifier must be sent in the clear in all Application-augmented Discovery messages.
With Option A, an identifier of the announcing application is not necessary, while it becomes mandatory for Option B. The advantage of Option A is simplicity and privacy of announcing application (i.e. non-authorized UEs are not able to determine what applications other UEs are announcing). The advantage of Option B is flexibility, but the complexity and privacy loss make it less attractive that Option A.
Proposal 2: For Application-augmented Discovery, the lengths of the ProSe Code prefix and the ProSe Code suffix are fixed system parameters.

Note: It is FFS whether a separate Discovery Type is needed for PC5 discovery messages that include only a single Restricted Discovery Prose Code (no application-specific suffix).

1.2. On the Application-specific suffix
The following aspects need to be considered:
Matching: As the encoding of the app-specific suffix of the ProSe Code is assumed to be known by the application in the Monitoring UE, it is possible to enable “targeted discovery services” (including full matching and partial matching). By definition, details of the matching of the suffix are out of scope of 3GPP.

Use: If some applications do not wish to make use of this suffix or not of the entire suffix, then that part of the ProSe Code can be set to a reserved value e.g. zero for announcing and ignored for monitoring.

Scope: The implications of the scope of the application-specific suffix (PLMN-specific, regional or global) is left FFS.
Assignment: The app-specific suffix is under the control of the application, and as such is assigned via means out of scope of 3GPP. For example:

1. The ProSe Application Server assigns the suffix using the same procedure that assigns the Restricted ProSe App ID;

2. During the Announce Request or Monitor Request procedure, the ProSe Function contacts the ProSe Application Server and obtains the suffix Code or suffix discovery filter as opaque quantities, and passes them back to the UE;

3. During the Announce Request or Monitor Request procedure, the UE informs the ProSe Function of the chosen suffix Code or suffix discovery filter;

4. Anytime after the Announce Request procedure completes, the UE sets the suffix according to rules/configuration the ProSe Application Server set forth in advance, without having to contact the ProSe Function while the ProSe-Function-assigned prefix is valid.

2. Partial matching of ProSe Function-assigned ProSe Codes
In this section we outline some details on partial matching on the ProSe Function assigned restricted discovery ProSe Codes. Partial matching in the application-specific suffix is out of scope of 3GPP, just like the assignment of the application-specific suffix by the ProSe Application Server.

Partial matching fundamentally requires that the ProSe Code comprise two or more component codes (not necessarily hierarchical in nature). We call such ProSe Codes “Composite ProSe Codes”. Such structure of an announced ProSe Code must be known in advance by the authorized monitoring UEs. There is an assumption that components of a Composite ProSe Code correspond one-to-one to components of the Restricted ProSe App User ID.
A simplifying working assumption would be for the Composite Restricted ProSe App User ID to be defined to comprise an ordered sequence of one or more “Component Restricted ProSe App User ID”s, up to a set maximum (a small integer). Then the ProSe Function can assign a ProSe Code that likewise comprises an ordered sequence of the same number of “component ProSe Code”(s). The components should appear in that exact order on PC5 interface.

We also note that the security measures envisioned for Restricted Discovery (as from SA3 TR 33.833) may not preserve the structure of a Composite ProSe Code – structure which is essential to enable partial matching.  Means to uphold the established security requirements for Restricted Discovery while enabling partial matching are left for SA WG3 to specify.
Proposal 3:  To support partial matching for Restricted Discovery codes assigned by the ProSe Function, the ProSe Function assigns Composite ProSe Codes. The associated Restricted ProSe App User ID must comprise of an ordered sequence of one or more component Restricted ProSe App User IDs, up to a fixed maximum number, each corresponding to one component of the ProSe Code.
Proposal

It is proposed to modify TR 23.713 as follows: 
************* First Change ***************
5.1.2.1
Identifier definitions for Restricted Direct Discovery

For the Restricted Direct Discovery, the following new identifiers are defined in addition to those defined in TS 23.303: 

Application Transparent Container: An application level container transparent to the 3GPP networks.
ProSe Code: ProSe Code is allocated by the ProSe Function in the HPLMN for Restricted Direct Discovery and is associated with one or more Restricted ProSe App User IDs based on the policy of the ProSe Function that allocates it. The ProSe Code is sent by the announcing UE over the air. 
ProSe Code prefix : In Application-augmented Discovery, a part of the ProSe Code that is assigned by the ProSe Function.

ProSe Code suffix:In Application-augmented Discovery, a part of the ProSe Code that is under the control of the announcing application.

Composite ProSe Code: In Restricted Discovery, a ProSe Code that is assigned by the ProSe Function and contains a fixed number of component ProSe Codes, each corresponding to a component of the associated Restricted ProSe App User ID.
ProSe Discovery UE ID: A temporary identifier assigned by the ProSe Function in the HPLMN to the UE for the restricted direct discovery service. It includes the PLMN ID and a temporary identifier that uniquely identifies the UE in the HPLMN.

Restricted ProSe App User ID: An identifier associated with the Application Layer User ID in the ProSe Application Server in order to hide/protect the application level user identity from the 3GPP layer. It unambiguously identifies the user within a given application. The format of this identifier is outside the scope of 3GPP.
Composite Restricted ProSe App User ID: A Restricted ProSe App User ID configured by the application to comprise one or more component “Restricted ProSe App User ID”s, up to a set maximum.
Editor's note: The maximum value of allowed “Restricted ProSe App User ID” is FFS.

ProSe Mask: The ProSe Mask is provided by the ProSe Function in order to allow the monitoring UE to perform partial matching of  Composite ProSe Codes on the PC5 interface. A ProSe Mask consists of one or more applicable component ProSe Codes.
Editor's note: The naming of the new identifiers and their relationship with the existing identifiers will be reviewed when merging into TS 23.303.
************* Next Change ***************
5.X
Extensions of restricted ProSe Direct Discovery (non-public safety use)
5.X.1
Application-augmented Restricted Discovery

To support Application-augmented Restricted Discovery, the ProSe Code contains a prefix, which is assigned by the ProSe Function, and a suffix, which is application-controlled. The lengths of the ProSe Code prefix and the ProSe Code suffix are fixed system parameters.

Editor’s note: The lengths of the ProSe Code prefix and suffix are FFS.
The UE should indicate in the Announce Request procedure whether it desires Application-augmented Restricted Discovery.

The ProSe Function should indicate in the Monitor Request procedure whether the requested Restricted ProSe App User ID is of the Application-augmentedRestricted Discovery type.

5.X.2
Composite ProSe Codes

To support partial matching for Restricted Discovery codes assigned by the ProSe Function, the ProSe Function assigns Composite ProSe Codes. The Application may configure the Restricted ProSe App User ID to comprise an ordered sequence of one or more component Restricted ProSe App User IDs, up to a fixed maximum number, each corresponding to one component of the ProSe Code, in order to allow partial matching at the UE. Lastly, the ProSe Mask is introduced to allow partial matching at the UE.

Editor’s note: The maximum number of component ProSe Codes is FFS.
Editor’s note: How to signal that a Restricted ProSe App User ID is Composite is FFS.
************* Next Change ***************
5.1.2.x Application-augmented Restricted Discovery procedures

5.1.2.x.2 Application-augmented Discovery Announce request procedure
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0.
The application client in the UE retrieves the ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server, optionally allocates a ProSe Code Suffix for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the ProSe Code Suffix and returns the ProSe Code Suffix to the application client in the UE. If the application client in the UE intends to use the ProSe service, it triggers the UE to perform the announce procedure.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

Editor's Note:
It is FFS whether the ProSe Discovery UE ID is provided to the UE via the ProSe service authorization and provisioning, or using another procedure. 

1.
If the UE is authorized to announce in the serving PLMN and is triggered by the application client to announce, it shall establish a secure connection with the ProSe Function in HPLMN and send a Discovery Request message (ProSe Code Suffix, UE Identity, command=announce, Discovery Type= Application-Augmented Restricted Discovery, Application ID) for announcing. The ProSe Code Suffix indicating what the UE is interested to announce was either obtained in step 0 or generated by the Application in the UE based on the internal application logic. The UE identity is set to IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. The Discovery Type is set to "Application-augmented Restricted Discovery".
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters (including the ProSe Discovery UE ID) for this UE for the duration of the validity timer. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides the MSISDN of the UE. The HSS also provides the serving PLMN ID of where the UE is registered. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the entry related to the requested Restricted ProSe App User ID from the UE context.

2.a The ProSe Function sends an Auth Request (ProSe Discovery UE ID, ProSe Code Suffix, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to " Application-augmented Restricted Discovery/announce".
2.b
The ProSe Application Server verifies that the ProSe Code Suffix provided by the UE identified by the ProSe Discovery UE ID is valid and if so returns an Auth Response (ProSe Discovery UE ID, ProSe Code Suffix, indicator) message. The indicator is set to " Application-augmented Restricted Discovery, /announce ack". 


The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE.   

3.
The ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer. The ProSe Code is constructed based on the Application ID or the Restricted ProSe App User ID, and the ProSe Code Suffix which is appended unmodified. The validity timer shall indicate for how long this ProSe Code is going to be valid. The UE will be authorised to announce this ProSe Code for the duration of validity timer and if it remains in the same PLMN. The ProSe Function stores the Application ID, the ProSe Code and the associated validity timer in the user context.
Editor's Note: it is for further study if the ProSe Code Suffix is also subject to some encryption in the ProSe Function or if it is left to the application to apply end to end (i.e. client-server) encryption.
Step 4 and 5 are executed only when the UE is roaming.
4.
If the Discovery Request is authorized and verified, the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorization (validity timer, ProSe Code, UE Identity) message. The ProSe Code Suffix corresponds to the request from the UE, whereas the ProSe Code indicates the assigned code for this request. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in VPLMN to perform charging.
5. The ProSe Function in VPLMN authorizes the UE to perform Application-augmented Restricted Discovery announcing. 

6.
The ProSe Function in HPLMN responds to the UE with a Discovery Response (ProSe Code, validity timer) message.

NOTE 4:
The announcing UE may receive the same ProSe Code in different Announce Request procedures. 

Editor's Note:
The security details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

7.
The UE may start announcing the provided ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
NOTE 5: 
The ProSe Protocol layer in the UE may inform the application client that it has started announcing. This is out of scope of 3GPP.

5.1.2.x.3 Application-augmented Restricted Discovery Monitoring Request procedure

In the Application-augmented Restricted Discovery, the UE needs to obtain only the filters and mask for the ProSe Code Prefix. Figure 5.1.2.x.3-1 describes the procedure in case of a non roaming UE. 

Editor’s note: the monitoring procedure in case of roaming is left for further study, though it is not expected to differ from the Open Discovery Monitoring procedure for roaming UEs specified in TS 23.303.
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Figure 5.1.2.x.3-1: Monitor request procedure (non-roaming)

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor a certain ProSe Application, it shall establish a secure connection with ProSe Function in the HPLMN to which it shall then send a Discovery Request (UE Identity, monitor command, Application ID) message for monitoring. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. This request is always sent to the ProSe Function in HPLMN.

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The HSS provides the MSISDN of the UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the UE context.

3.
For each PLMN the UE is allowed to monitor, the ProSe Function in HPLMN shall contact (if needed) these PLMNs. If the contacted PLMN hosts the Application the UE is interested to monitor, the PLMN shall return the part of the ProSe Code identifying this application (ProSe Code Prefix and the corresponding TTL to the ProSe function in the HPLMN. The ProSe Function in the HPLMN shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in the other PLMN to perform charging.

4.
The ProSe Function in the HPLMN shall respond with a Discovery Response (Discovery Filter) message. The TTL in the Discovery Filter indicates for how long the Discovery Filter is going to be valid.

NOTE 1:
The UE can randomize the request for assignment of new Discovery Filter in order to guard against a peak of Discovery Requests when the TTL expires.

NOTE 2:
To allow a change of the announced ProSe Application Code without interrupting the discovery procedure, two Discovery Filters for the same Application ID can be provided to the UE (as the monitoring UE would have Discovery Filters for both the ProSe Application Code which is currently in use by the announcing UE as well as the ProSe Application Code which will replace the current one). Alternatively a ProSe Application Mask, which is able to match both ProSe Application Codes, can be provided.

5.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.

5.1.2.x.4 Application-augmented Restricted Discovery Match Report procedure

Given that the application in the client and in the application server share the knowledge of the semantics of the ProSe Code Suffix, the UE generally only needs to match the ProSe Code Prefix. The part of the ProSe Code corresponding to the ProSe Code Suffix is instead sent to the application as identified from the ProSe Code Prefix in the UE for further processing.

************* Next Changes ***************
5.1.2.3
Restricted Direct Discovery Announce Request procedure

The operations for the announcing UE when roaming are presented in Figure 5.1.2.3.1 (changes from Open ProSe Discovery are highlighted in red). For the non-roaming case, steps 4 and 5 are omitted.
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Figure 5.1.2.3.1: Announce Request operation for Restricted Direct Discovery (roaming)

0.
The user sets the permission for the restricted discovery using application layer mechanism. In addition, the application client in the UE retrieves the ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe App User ID for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the Restricted ProSe App User ID and returns the Restricted ProSe App User ID to the application client in the UE. If the ProSe Application Server allocates a Composite Restricted ProSe App User ID (e.g., to configure a set of users sharing group membership of common interest(s)) the ProSe Application may have multiple bindings between  a component Restricted ProSe App User ID and ProSe Discovery UE IDs of UEs that are assigned the same component Restricted ProSe App User ID (e.g., are in the same group or share some common interest). The application client in the UE stores the binding between the ProSe Discovery UE ID and its own Restricted ProSe App User ID. If the application client in the UE intends to use the ProSe service, it triggers the UE to perform the announce procedure, providing its own Restricted ProSe App User ID obtained by the ProSe Application Server.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

Editor's Note:
It is FFS whether the ProSe Discovery UE ID is provided to the UE via the ProSe service authorization and provisioning, or using another procedure. 

1.
If the UE is authorized to announce in the serving PLMN and is triggered by the application client to announce, it shall establish a secure connection with the ProSe Function in HPLMN and send a Discovery Request message (Restricted ProSe App User ID, UE Identity, command=announce, Discovery Type, Application ID) for announcing. The Restricted ProSe App User ID indicating what the UE is interested to announce was obtained in step 0. The UE identity is set to IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. The Discovery Type is set to "restricted discovery".
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters (including the ProSe Discovery UE ID) for this UE for the duration of the validity timer. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides the MSISDN of the UE. The HSS also provides the serving PLMN ID of where the UE is registered. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the entry related to the requested Restricted ProSe App User ID from the UE context.

2.a Optionally, the ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "restricted discovery/announce".

2.b
The ProSe Application Server returns an Auth Response (ProSe Discovery UE ID, indicator) message. The ProSe Discovery UE ID corresponds to the full Restricted ProSe App User ID stored in the ProSe Application Server.  The indicator is set to "restricted discovery/announce ack". 


The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE.   

NOTE 2: 
Whether steps 2.a and 2.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can already verify the ownership locally, it does not have to perform the two steps. 

3.
The ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer. The ProSe Code corresponds to the Restricted ProSe App User ID that was contained in the Discovery Request from the UE. If the Restricted ProSe App User ID is a Composite Restricted ProSe App User ID,  the ProSe Function allocates a corresponding Composite ProSe Code based on the components of the provided Restricted ProSe App User ID. The validity timer shall indicate for how long this ProSe Code is going to be valid. The UE will be authorised to announce this ProSe Code for the duration of validity timer and if it remains in the same PLMN. The ProSe Function stores the Restricted ProSe App User ID, the ProSe Code and the associated validity timer in the user context.

NOTE 3: 
It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for all Restricted ProSe App User IDs or different ProSe Codes for the different Restricted ProSe App User IDs.  

Step 4 and 5 are executed only when the UE is roaming.
4.
If the Discovery Request is authorized and verified, the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorization (Restricted ProSe App User ID, validity timer, ProSe Code, UE Identity) message. The Restricted ProSe App User ID corresponds to the request from the UE, whereas the ProSe Code indicates the assigned code for this request. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in VPLMN to perform charging.
5. The ProSe Function in VPLMN authorizes the UE to perform Restricted ProSe Discovery announcing. 

6.
The ProSe Function in HPLMN responds to the UE with a Discovery Response (ProSe Code, validity timer) message.

NOTE 4:
The announcing UE may receive the same ProSe Code in different Announce Request procedures. 

Editor's Note:
The security details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

7.
The UE may start announcing the provided ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
NOTE 5: 
The ProSe Protocol layer in the UE may inform the application client that it has started announcing. This is out of scope of 3GPP.

5.1.2.4
Restricted Direct Discovery Monitor Request procedure

In Figure 5.1.2.4.1, an operation example for the Monitor Report procedure is presented for the roaming case, but the same steps also apply for the non-roaming case (changes from Open ProSe Discovery are highlighted in red).
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Figure 5.1.2.4.1: Monitor Request operation for Restricted Direct Discovery (roaming) 

0.
In this step, the application client in the UE retrieves its own ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe App User ID for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the Restricted ProSe App User ID and returns the Restricted ProSe App User ID to the application client in the UE. The application client in the UE stores the binding between the ProSe Discovery UE ID and its own Restricted ProSe App User ID. 
When the application client in the UE intends to discover the announcing UE of other users (e.g. friends in the application), it obtains the Restricted ProSe App User ID of those users (Target Restricted ProSe App User IDs) from the ProSe App Server and triggers the UE to perform the monitor procedure, providing its own Restricted ProSe App User ID and the Target Restricted ProSe App User IDs. The Target Restricted ProSe App User IDs of the UEs to be monitored are passed in an Application Transparent Container. The ProSe Application Server may provide to the UE a Composite Target Restricted ProSe App User ID,  identifying, for example,  a set of users to monitor.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. .However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

Editor's Note:
It is FFS whether the ProSe Discovery UE ID is provided to the UE via the ProSe service authorization and provisioning, or using another procedure. 

1.
If the UE is authorised to monitor in at least one PLMN and is triggered by the application client to monitor, it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request message to get the Discovery Filter for monitoring (Restricted ProSe App User ID, UE Identity, command=monitor, Discovery Type, Application ID, Application Transparent Container). The Application Transparent Container contains the Target Restricted ProSe App User IDs indicating what the UE is interested to monitor. The Restricted ProSe App User ID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. Discovery Type is set to "restricted discovery".

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides also the PLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the entry related to the requested Restricted ProSe App User ID from the UE context.

3.
The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator, Application Transparent Container) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/monitor".
4.If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover at least one of the Target Restricted ProSe App User ID(s) contained in the Application Transparent Container, the ProSe Application Server returns an Auth Response (ProSe Disc UE ID, indicator, N pairs of Target ProSe Disc UE ID – Target Restricted ProSe App User ID). The indicator is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target Restricted ProSe App User ID(s) that the Restricted ProSe App User ID is allowed to discover. The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE. . If the Target Restricted ProSe App User ID is configured  to be a Composite Restricted App User ID, and the UE provided in the Announce Request a component  Restricted ProSe App User ID (e.g. the UE requested to find anyone belonging to a group or having a certain set of interests), the ProSe Application Server may provide multiple bindings of Discovery UE IDs to this component Restricted ProSe App User ID. Step 5 is executed only when the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN.
5.
If the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN and at least one of received pair of Target ProSe Discovery UE ID – Target Restricted ProSe App User ID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App User ID. If the Target Restricted ProSe App User ID is configured  to be a Composite Restricted ProSe App User ID, and the UE provided in the Announce Request a component Restricted ProSe App User ID (e.g. the UE requested to find anyone belonging to a group or having a certain set of interests), the ProSe Function retrieves a corresponding ProSe Mask.
NOTE 2: The ProSe Code/Mask may be a Composite ProSe Code/Mask depending on the format of the Target Restricted ProSe App User ID
Steps 6.-9. are executed only when the PLMN ID in the Target ProSe Disc UE ID indicates a different PLMN. 

6.
If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to retrieve the corresponding ProSe Code with a Monitor Request (Restricted ProSe App User ID, UE Identity, Target ProSe Disc UE ID, Application ID, Target Restricted ProSe App User ID) message. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in that PLMN to perform charging.
7.
If the pair of Target ProSe Discovery UE ID – Target Restricted ProSe App User ID received from the HPLMN ProSe Function corresponds to a valid ProSe Code, the ProSe Function in the other PLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App User ID. If the Target Restricted ProSe App User ID is configured to be a Composite Restricted ProSe App User ID, and the UE provided in the Announce Request a component Restricted ProSe App User ID (e.g. the UE requested to find anyone belonging to a group or having a certain set of interests), the ProSe Function retrieves a corresponding ProSe Mask.
8.a
Optionally, the ProSe Function in the other PLMN sends an Auth Request (Restricted ProSe App User ID , indicator,  Target Restricted ProSe App User ID) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/permission".
8.b
If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover the Target Restricted ProSe App User ID, the ProSe Application Server acknowledges the Auth Request with an Auth Response (ProSe Disc UE ID, indicator, Target ProSe Disc UE ID). The indicator is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target ProSe Discovery UE ID corresponds to the UE to be monitored.
NOTE 3: 
Whether steps 8.a and 8.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can verify the permission locally, or the HPLMN is trusted by the other PLMNs for permission control, these steps are not needed. 

9.
The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code and/or ProSe Mask and the corresponding residual validity timer with a Monitor Response (ProSe Code, validity timer) message. The ProSe Function in the HPLMN verifies that the returned ProSe Discovery UE ID belongs to the requesting UE.
10.
If the ProSe Function in the HPLMN has retrieved at least a valid ProSe Code(containing ProSe Code(s) and/or ProSe Masks),, it builds the binding between ProSe Code or ProSe Mask with validity timer, Application ID, Target Restricted ProSe App User ID and Target ProSe Disc UE ID and stores it into the user context of the monitoring UE. Based on the ProSe Code or ProSe Mask and the associated validity timer the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, TTL) message to the UE. The Discovery Filter includes the ProSe Code to be monitored. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. If configured by the operator, the Target Restricted ProSe App User ID(s) corresponding to the ProSe Code(s) may be included in the Discovery Response message. The ProSe Function stores in the user context all the parameters passed to the UE.
NOTE 5:
When the Target Restricted ProSe App User ID, corresponding to the ProSe Code in the Discovery Filter, is included in the Discovery Response message, then the Match Report procedure may be skipped.
NOTE 6:
The ProSe Code in different Discovery Filters may be the same, for example, when the monitoring user is friend of the announcing user in more than one application, in which the announcing user was allocated the same ProSe Code.

Editor's Note:
The security details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

11.
The UE obtains the corresponding radio resources and starts to monitor using the Discovery Filter.

5.1.2.5
Restricted Direct Discovery Match Report procedure

In the Figure 5.1.2.5.1, an operation example for the Match Report procedure is presented, for the roaming case (changes from Open ProSe Discovery are highlighted in red).
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Figure 5.1.2.5.1: Match Report operation for Restricted Direct Discovery (roaming)

1.
When the monitoring UE has received a ProSe Code over the air that matches the Discovery Filter it obtained from monitoring Request procedure (containing ProSe Code(s) and/or ProSe Masks), and if the UE does not have a corresponding Restricted ProSe App User ID associated with it with a valid TTL, the UE sends a Match Report (Restricted ProSe App User ID, UE Identity, Discovery Type, Application ID, ProSe Code) message to the ProSe Function in the HPLMN to get the Target Restricted ProSe App User ID. The Restricted ProSe App User ID is the identifier the monitoring UE used to obtain the Discovery Filter from the Monitoring Request. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that triggered the monitoring Request. Discovery Type is set to "restricted discovery". The ProSe Code is the code received over the air.

NOTE 1:
If the UE has received the Target Restricted ProSe App User ID corresponding to the ProSe Code in the Discovery Filter in the Discovery Response message, the Match Report procedure may be skipped.

2.
The HPLMN ProSe Function checks the authorization for the monitoring UE to perform restricted discovery.

3.
The HPLMN ProSe Function analyses the ProSe Code and identifies in the UE context of the monitoring UE the corresponding Target Restricted ProSe App User ID.
4.a Optionally, the ProSe Function sends a Auth Request (Restricted ProSe App User ID, Target Restricted ProSe App User ID, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "restricted discovery/match".

4.b
If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover the Target Restricted ProSe App User ID, the ProSe Application Server returns a Auth Response (ProSe Discovery UE ID,  Target ProSe Discovery UE ID, indicator, metadata(opt.)) message. The ProSe Discovery UE ID corresponds to Restricted ProSe App User ID, the Target ProSe Discovery UE ID corresponds to the Target Restricted ProSe App User ID stored in the ProSe Application Server. The indicator is set to "restricted discovery/match ack". This message may also contain certain metadata corresponding to the Target ProSe Discovery UE ID e.g. welcome message, etc. 

4.c
The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE, and the Target ProSe Discovery UE ID is the same as the stored Target ProSe Disc UE ID. 

NOTE 2:
The content of Auth Request and Auth Response messages may vary depending on the agreement between the operator and the owner of the Application Server and are shown here just as an example.
NOTE 3:
The Application logic triggered by the Auth Request message is out of the scope of 3GPP. 
5.
The ProSe Function in HPLMN returns a Match Report Ack (Application ID, Target Restricted ProSe App User ID, validity timer, metadata(opt.)) to the UE. The UE stores the mapping between the Restricted ProSe App User ID, the ProSe Code and the Application ID for the duration of the validity timer.
NOTE 4:
The application client is notified of the successful discovery either by ProSe Protocol layer in the UE or by the Application Server with procedures out of the scope of 3GPP. 
6.
The ProSe Function in HPLMN may optionally send a Match Report Info (Restricted ProSe App User ID, UE Identity, ProSe Code, Discovery Type) to the ProSe Function of the announcing UE. Discovery Type is set to "restricted discovery".
**************************  END OF CHANGES **********************
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