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1
Introduction

At the previous meeting progress was made on defining some high level aspects of the MCPTT architecture. In particular the possibility for the Public Safety Administration to operate a “HSS like function” that replaces some of the functions of the operator HSS was defined and labelled in the architecture figure AuC. However a full definition of this function has yet to be defined and the current name is unsatisfactory since the Authentication Center function is only one of the functions that this entity needs to provide. The contribution attempts to define this new function in detail and also enhances the architectural description a little further with some points that were not agreed at the previous meeting.

2
PS-UDF Concept
We define this new “HSS like function” as the Public Safety User Data Function (PS-UDF). If an operator’s IMS is used for supporting Public Safety applications but the Public Safety Administration requires to have control of provisioning of its own users as well as over the security and authentication functions then when the PS-UE registers with IMS/SIP Core the SLF based on the Private User Identity will select the PS-UDF instead of an operator HSS for the I-CCSF to contact. The I-CSCF will then contact the PS-UDF and the PS-UDF would then return the data to support the S-CSCF assignment as per TS 23.228: 
In the IMS architecture the assignment of a S‑CSCF is performed in the I‑CSCF. The following information is needed in the selection of the S‑CSCF:

1.
Required capabilities for user services. This information is currently provided by the HSS.

2.
Operator preference on a per-user basis. This information is currently provided by the HSS.

The PS-UDF could indicate that the S-CSCF to be assigned is one dedicated to Public Safety and either a S-CSCF within the operator’s IMS or a S-CSCF within the Public Safety domain (for those agencies that don’t want the user information downloaded to an operator’s network node). The S-CSCF being located in the Public Safety network would also allow those that want the registrar function collocated with the MCPTT Server to combine the S-CSCF and MCPTT Server together. The S-CSCF would then access the PS-UDF (instead of the HSS) for the user profile, iFC, authentication keys etc. The PS-UDF would then provide all the IMS support functions provided by the HSS in the current architecture using the Cx reference point functionality and also support the MCPTT Application Server and the Group Management Function using Sh reference point functionality.
Additionally the reference point between the Group Management Function and the IMS/SIP Core is added to the left hand side of the figure and labelled (GMF-4) – it is already shown in the remote network on the right hand side of the figure but without being labelled. 
Also: 

Priority Services (for prioritisation of Public Safety signalling); and
Access to data stored in the Public Safety User Data Function (PS-UDF)
Are added to the list of core network capabilities are expected to be needed for MCPTT
3
Proposal

It is proposed that the following text is added to TR23.779 v0.2.0. The text for the PS-UDF definition is based very heavily on the existing text for HSS functions required to support IMS from TS 23.002.
**************** Start of changes **************

5.2
Solution 2: Generic High Level Architecture for User-Group-Based Applications

5.2.1
Functional Description
5.2.1.1
Overall Architecture
This solution focuses on the situation where the UE is in contact with the network. It is intended to be complementary to ProSe solutions that describe the out of coverage cases, and, the UE-to-network-relay cases.

Based on the architectural requirements in clause 4.2 and the existing 3GPP roaming architecture an EXAMPLE of a generic high level architecture is shown in Figure 5.2.1-1, below. While Figure 5.2.1-1 only shows a MCPTT Application Server, it can be imagined that other application servers also utilise the services of the Group Management Function; the Media Resource Function; the IMS core; and the Gi connection to the UE.

For artistic simplicity the interfaces between the BMSC and VPLMN are not shown.
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Figure 5.2.1-1: Example of Generic High Level Architecture for User-Group-Based applications

Editor’s note:
The use of the terms IMS core and SIP core are FFS. It is FFS whether the core is based on IMS or a more general SIP architecture.

The above architecture is an EXAMPLE and many variants of it can also exist, for example:

-
The "SIP Core" may be operated by the Public Safety Administration in order to ensure that security related information is retained within their (secure) environment. Within such an IMS/SIP core, the P-CSCF and S-CSCF might be implemented in a single entity.

-
The PDN GW might be in the Home Network, or, a "local breakout" PDN GW could be used in the VPLMN. Different mechanisms for discovering the address of the P-CSCF exist and hence when using a "local breakout" PDN GW, the P-CSCF could still be located back in a Public Safety Administration’s secure environment. However, the P-CSCF provides an Rx interface to the PCRF; the PCRF uses the Gx interface to request Dedicated Bearer resources from the PDN GW; and currently inter-operator S9 interfaces are not widely deployed.
-
The HSS might be in a "traditional HPLMN" that also provides a Radio Access Network, or, the HSS could be replaced by the Public Safety - User Data Function (PS-UDF) operated by the Public Safety Administration which functions as a type of "Mobile Virtual Network Operator" and provides the functions of the HSS required by the IMS/SIP Core and the Public Safety Application. In the latter case, new roaming agreements with "traditional VPLMNs" could be required. 

NOTE:
Figure 5.2.1-1 depicts an alternative scenario where EPC level security uses the "traditional HSS" and the Public Safety Administration uses a PS-UDF.

-
Both the MCPTT Application Server and Group Management Function are anticipated to have interfaces (with Sh type capabilities) to databases.

-
In addition to running its own applications, the "Public Safety Administration" may own/operate the IMS/SIP core and/or the "HPLMN EPC" and/or the VPLMN/Radio Access Network.

-
(Amongst many other scenarios) the UE could be using a VPLMN in the geographic region of "Public Safety B"; or, the UE be using an arbitrary IP-CAN and be located anywhere in the world and merely need to communicate with a user associated with "Public Safety B".

-
In some implementations, the Media Resource Function could be further subdivided into "MRFP" and "MRFC". Alternatively, the Media Resource Function and MCPTT Application Server might be implemented in a single entity.
-
ISC interfaces from the S-CSCF may run to any application server, e.g. to the Group Management Function.

The following core network capabilities are expected to be needed for MCPTT:


Registration of the MCPTT UE in the SIP core network;


Authentication of the MCPTT user in the SIP core network;


Identity assertion and securing of trust domains;


SIP session control;


QoS framework;

Priority Services (for prioritisation of Public Safety signalling);


Overload Control;


Restoration of core network nodes;

Access to data stored in the Public Safety User Data Function (PS-UDF)
and are already specified for the IMS Core Network.

Overview of reference points:
GC1:
the GC1 reference point that is identified in TS 23.468 [3] is formed by the combination of GC1-U, GMF-1, MCP-1, MCP-2 and MCP-4.

GMF-1:
Is the reference point between UE and Group Management Function. It handles the UE’s requests to join and leave groups

GMF-2:
Is a reference point that allows an arbitrary application server to communicate with the Group Management Function to check the group related permissions of a UE.

GMF-3:
Is the reference point between two Group Management Functions that e.g. are in different administrations. It can be used when a user-group involves users from multiple administrations.
GMF-4:
Is the reference point between the Group Management Function and the IMS/SIP Core. Notifications of changes to Group Management data are provided using this reference point. This is an ISC reference point as defined in TS 23.218 [5]. The ISC reference point uses SIP. 
GC1-U:
Is the reference point for the media plane (e.g. encrypted speech packets) between the UE and the Media Resource Function.

MCP-1:
Is a reference point between UE and Mission Critical Push To Talk Server. It is use for [SIP based] signalling that establishes and releases group calls, distributes TMGIs, and negotiates codecs. This is an ISC reference point as defined in TS 23.218 [5]. The ISC reference point uses SIP. 

MCP-2:
Is a control plane reference point between UE and Media Resource Function: it is used e.g. for floor control requests/grants/refusals. The details of the interactions of MCP-2 with Cr/Mr’ are FFS.

MCP-3:
Is the reference point between two Mission Critical Push To Talk Servers that e.g. are in different administrations. It can be used when an MCPTT session involves users from multiple administrations. MCP-3 uses the IMS/SIP core for message routeing.

MCP-4:
Is another reference point between UE and Mission Critical Push To Talk Server: it is used e.g. for reporting the new cell ID; requests to switch between unicast and eMBMS reception, etc. It is FFS whether this reference point will be needed, or, this information can be carried by MCP-1 or MCP-2.

Cr/Mr’:
These reference points are between MCPTT Application Server and MRFC as defined in TS 23.218 [5]. The Cr reference point allows interaction between an Application Server and an MRFC. Mr' interface allows an Application Server and an MRFC to exchange session control messages without passing through an S-CSCF. As an overview, they are used to configure the bridge/conference; allocate transcoders (if any); and e.g. provide policies for floor control.

5.2.1.2
New Functional Entities

5.2.1.2.1
The Public Safety User Data Function (PS-UDF)
5.2.1.2.1.1
General
The PS-UDF is the master database for a Public Safety user. It is the entity containing the Public Safety user information to support the network entities actually handling MCPTT calls.
A Home IM CN Subsystem network may access the PS-UDF within a Public Safety network instead of a HSS in the Home network: As an example, the PS-UDF provides support to the call control servers in order to complete the routing/roaming procedures by solving authentication, authorisation, naming/addressing resolution, location dependencies, etc.

The PS-UDF is responsible for holding the following user related information:

-
User Identification, Numbering and addressing information;

-
User Security information: Network access control information for authentication and authorization;

-
User Location information at inter-system level: the PS-UDF supports the user registration, and stores inter-system location information, etc.;

-
User profile information.

The PS-UDF also generates User Security information for mutual authentication, communication integrity check and ciphering.
Based on this information, the PS-UDF also is responsible to support the call control and session management entities of the IM CN Subsystem.
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Figure X: Example of a PS-UDF structure and basic interfaces

The PS-UDF consists of the following functionalities:

-
IP multimedia functionality to provide support to control functions of the IM subsystem such as the CSCF. It is needed to enable subscriber usage of the IM CN subsystem services. This IP multimedia functionality is independent of the access network used to access the IM CN subsystem. 

-
The AuC functionality required by the IM CN Subsystem to authenticate the MCPTT UE and generate keys for  checking the integrity of the communication between the MCPTT UE and the MCPTT AS and to cipher communication between the MCPTT UE and the MRF. 

The organisation of the subscriber data is outlined in TS 23.008 [5]. It also indicates which numbers, addresses and identifiers specified in TS 23.003 [3] are stored in PS-UDF.
5.2.1.2.1.2
The Authentication Centre (AuC)

The following is a list of high level PS-UDF functionality.
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Figure Y: PS-UDF logical functions

· Mobility Management

This function supports the user mobility through the IM CN subsystem.

· S-CSCF assignment support

The PS-UDF provides to the I-CSCF the required capabilities for Public Safety Services based on Public Safety Agency requirements on a per-user basis, (e.g whether a particular S-CSCF within the operator’s network (e.g a S-CSCF reserved for Public Safety use or a S-CSCF in a secure location)  or  a S-CSCF within the Public Safety Agency network is assigned.

· Call and/or session establishment support

The PS-UDF supports the call and/or session establishment procedures in the IM CN subsystem. For terminating traffic, it provides information on which S-CSCF currently hosts the user.

· User security information generation

The PS-UDF generates user authentication, integrity and ciphering data for the IM CN subsystem.

· User security support 

The PS-UDF supports the authentication procedures to access IM CN subsystem services by storing the generated data for authentication, integrity and ciphering and by providing these data to the appropriate S-CSCF.

· User identification handling

The PS-UDF provides the appropriate relations among all the identifiers uniquely determining the user in the IM CN subsystem (e.g. public identities for IM CN subsystem).

· Access authorisation

The PS-UDF authorises the user for mobile access when requested by the CSCF, e.g. by checking that the user is allowed to roam to that visited network.

· Service authorisation support

The PS-UDF  provides basic authorisation for MT call/session establishment and service invocation. The PS-UDF updates the S-CSCF with filter criteria to trigger the services to be provided to the user by Public Safety Application Servers (e.g. MCPTT Server).

· Service Provisioning Support

The PS-UDF provides access to the service profile data for use within the IM CN subsystem. Application Services (e.g. MCPTT Server and Group Management Function).

The PS-UDF communicates with the MCPTT Server and Group Management Function to support MCPTT Services in the IM CN subsystem. 
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